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Introduction

Purpose of the document

This document describes some examples of how to develop in Java using the DSS framework. The
aim is to show to the developers, in a progressive manner, the different uses of the framework. It
will familiarize them with the code step by step.

Scope of the document

This document provides examples of code which allow easy handling of digital signatures. The
examples are consistent with the Release 5.5 of DSS framework which can be downloaded via
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/DSS+releases

Three main features can be distinguished within the framework :

* The digital signature;
* The extension of a digital signature and;

» The validation of a digital signature.


https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/DSS+releases

On a more detailed manner the following concepts and features are addressed in this document:

* Formats of the signed documents: XML, PDF, DOC, TXT, ZIP...;
* Packaging structures: enveloping, enveloped, detached and internally-detached;
» Forms of digital signatures: XAdES, CAdES, PAdES and ASiC-S/ASiC-E;
* Profiles associated to each form of the digital signature;
* Trust management;
* Revocation data handling (OCSP and CRL sources);
* Certificate chain building;
» Signature validation and validation policy;
 Validation of the signing certificate.
This is not an exhaustive list of all the possibilities offered by the framework and the proposed

examples cover only the most useful features. However, to discover every detail of the operational
principles of the framework, the JavaDoc is available within the source code.

Please note that the DSS framework is still under maintenance and new features will be released in
the future.

Abbreviations and Acronyms

Code Description

AdES Advanced Electronic Signature

API Application Programming Interface

ASiC Associated Signature Containers

BB Building Block (CEF)

CA Certificate authority

CAdES CMS Advanced Electronic Signatures

CD Commission Decision

CEF Connecting Europe Facility

CMS Cryptographic Message Syntax

CRL Certificate Revocation List

CSP Core Service Platform (CEF)

CSP Cryptographic Service Provider

DER Distinguished Encoding Rules

DSA Digital Signature Algorithm - an algorithm for
public-key cryptography

DSI Digital Service Infrastructure (CEF)



DSS Digital Signature Service

EC European Commission

elD Electronic Identity Card

ESI Electronic Signatures and Infrastructures

ETSI European Telecommunications Standards
Institute

EUPL European Union Public License

FSF Free Software Foundation

GS Generic Service (CEF)

GUI Graphical User Interface

HSM Hardware Security Modules

HTTP Hypertext Transfer Protocol

I18N Internationalization

Java EE Java Enterprise Edition

JavaDoc JavaDoc is developed by Sun Microsystems to
create API documentation in HTML format from
the comments in the source code. JavaDoc is an
industrial standard for documenting Java
classes.

JAXB Java Architecture for XML Binding

JCA Java Cryptographic Architecture

JCE Java Cryptography Extension

JDBC Java DataBase Connectivity

LGPL Lesser General Public License

LOTL List of Trusted List or List of the Lists

LSP Large Scale Pilot

MIT Massachusetts Institute of Technology

MOCCA Austrian Modular Open Citizen Card
Architecture; implemented in Java

MS / EUMS Member State

MS CAPI Microsoft Cryptographic Application
Programming Interface

OCF OEBPS Container Format

OCSP Online Certificate Status Protocol

ODF Open Document Format

ODT Open Document Text



OEBPS
OID
OOXML
0OSI

0SS
PAdES
PC/SC
PDF
PDFBox

PKCS
PKCS#12

PKIX
RSA

SCA

SCD

SME

SMO
SOAP
SSCD

SVA

TL
TLManager
TSA

TSL

TSP

TSP

TST

UCF

URI
WSDL
WYSIWYS

Open eBook Publication Structure
Object Identifier

Office Open XML

Open Source Initiative

Open Source Software

PDF Advanced Electronic Signatures
Personal computer/Smart Card
Portable Document Format

Apache PDFBoX - A Java PDF Library:
http://pdfbox.apache.org/

Public Key Cryptographic Standards

It defines a file format commonly used to store
X.509 private key accompanying public key
certificates, protected by symmetrical password

Internet X.509 Public Key Infrastructure

Rivest Shamir Adleman - an algorithm for
public-key cryptography

Signature Creation Application
Signature Creation Device

Subject Matter Expert

Stakeholder Management Office (CEF)
Simple Object Access Protocol

Secure Signature-Creation Device
Signature Validation Application
Trusted List

Application for managing trusted lists.
Time Stamping Authority
Trust-service Status List

Time Stamp Protocol

Trusted Service Provider

Time-Stamp Token

Universal Container Format

Uniform Resource Identifier

Web Services Description Language

What you see is what you sign


http://pdfbox.apache.org/

XAdES
XML
ZIP

References

Ref.
RO1

RO2
RO3

R0O4

RO5

RO6

RO7

RO8

RO9

Title

ESI - XAdES digital
signatures

ESI - CAdES digital
signatures

ESI - PAdES digital
signatures

ESI - Associated
Signature Containers
(ASIC)

Document
management - Portable
document format - Part
1. PDF 1.7

Directive 1999/93/EC of
the European
Parliament and of the
Council of 13 December
1999 on a Community
framework for
electronic signatures.

Internet X.509 Public
Key Infrastructure -
Time-Stamp Protocol
(TSP)

ESI - Procedures for
Creation and Validation
of AdES Digital
Signatures

ESI - Signature
validation policy for
European qualified
electronic
signatures/seals using
trusted lists

XML Advanced Electronic Signatures

Extensible Markup Language

File format used for data compression and

archiving

Reference

ETSIEN 319 132 part 1-

2

ETSIEN 319 122 part 1-

2

ETSIEN 319 142 part 1-

2

ETSIEN 319 162 part 1-

2

ISO 32000-1

DIRECTIVE 1999/93/EC

RFC 3161

ETSIEN 319 102-1

ETSITS 119172-4

Version

111

1.11

111

1.11

111

draft



R10 ESI - Trusted Lists ETSITS 119 612 2.11

R11 eIDAS Regulation No 910/2014/EU
910/2014
R12 ESI - Procedures for ETSITS 119 102-2 1.1.1

Creation and Validation
of AdES Digital
Signatures

Useful links

* CEF Digital

* eSignature FAQ

* TL Browser

 eSignature validation tests

* Trusted List Manager non-EU

* Source code (GitHub)

» Source code (EC Bitbucket)

» Source code demonstrations (EC Bitbucket)
* Report an issue (EC Jira)

* 0Old Jira

General framework structure

DSS framework is a multi-modules project which can be builded with Maven.

You can easily download them with the following Maven repository :

<repository>

<id>cefdigital</id>

<name>cefdigital</name>

<url>
https://ec.europa.eu/cefdigital/artifact/content/repositories/esignaturedss/</url>
</repository>

Maven modules

Shared modules

dss-enumerations

Contains a list of all used enumerations in the DSS project.


https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature+FAQ
https://webgate.ec.europa.eu/tl-browser/#/
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature+validation+tests
https://ec.europa.eu/cefdigital/wiki/display/TLSO/Trusted+List+Manager+non-EU
https://github.com/esig/dss
https://ec.europa.eu/cefdigital/code/projects/ESIG/repos/dss/browse
https://ec.europa.eu/cefdigital/code/projects/ESIG/repos/dss-demos/browse
https://ec.europa.eu/cefdigital/tracker/projects/DSS/issues
https://esig-dss.atlassian.net/projects/DSS

dss-jaxh-parsers

Contains a list of all classes used to transform JAXB objects/strings to Java objects and vice versa.

JAXB model modules

specs-xmldsig
W3C XSD schema for signatures http://www.w3.0rg/2000/09/xmldsig

specs-xades
ETSI EN 319 132-1 XSD schema for XAdES

specs-trusted-list
ETSI TS 119 612 XSD schema for parsing Trusted Lists

specs-validation-report
ETSI TS 119 102-2 XSD schema for the Validation report

dss-policy-jaxb
JAXB model of the validation policy.

dss-diagnostic-jaxb
JAXB model of the diagnostic data.

dss-detailed-report-jaxb
JAXB model of the detailed report.

dss-simple-report-jaxb

JAXB model of the simple report.
dss-simple-certificate-report-jaxb

JAXB model of the simple report for certificates.
Utils modules

dss-utils
API with utility methods for String, Collection, I/0,...

dss-utils-apache-commons

Implementation of dss-utils with Apache Commons libraries

dss-utils-google-guava

Implementation of dss-utils with Google Guava

Core modules

dss-model


http://www.w3.org/2000/09/xmldsig

Data model used in almost every module.

dss-crl-parser

API to validate CRLs and retrieve revocation data

dss-crl-parser-stream

Implementation of dss-crl-parser which streams the CRL.

dss-crl-parser-x509crl

Implementation of dss-crl-parser which uses the java object X509CRL.

dss-spi

Interfaces, util classes to manipulate ASN1, compute digests,...

dss-document

Common module to sign and validate document. This module doen’t contain any
implementation.

dss-service

Implementations to communicate with online resources (TSP, CRL, OCSP).

dss-token
Token definitions and implementations for MS CAPI, PKCS#11, PKCS#12.

validation-policy
Business of the signature’s validation (ETSI EN 319 102 / TS 119 172-4).

dss-xades

Implementation of the XAdES signature, extension and validation.

dss-cades

Implementation of the CAdES signature, extension and validation.

dss-pades

Common code which is shared between dss-pades-pdfbox and dss-pades-openpdf.

dss-pades-pdfbox

Implementation of the PAJES signature, extension and validation with PDFBox.

dss-pades-openpdf

Implementation of the PAJES signature, extension and validation with OpenPDF (fork of iText).

dss-asic-common

Common code which is shared between dss-asic-xades and dss-asic-cades.

dss-asic-cades

Implementation of the ASiC-S and ASiC-E signature, extension and validation based on CAdES
signatures.


https://pdfbox.apache.org/
https://github.com/LibrePDF/OpenPDF

dss-asic-xades

Implementation of the ASiC-S and ASiC-E signature, extension and validation based on XAdES
signatures.

dss-tsl-validation

Module which allows loading / parsing / validating of LOTL and TSLs.

WebServices

dss-common-remote-dto

Common classes between all remote services (REST and SOAP).

dss-common-remote-converter
Classes which convert the DTO to DSS Objects.

dss-signature-dto

Data Transfer Objects used for signature creation/extension (REST and SOAP).

dss-signature-remote

Common classes between dss-signature-rest and dss-signature-soap.

dss-signature-rest-client

Client for the REST webservices.

dss-signature-rest

REST webservices to sign (getDataToSign, signDocument methods) and extend a signature.

dss-signature-soap-client

Client for the SOAP webservices.

dss-signature-soap

SOAP webservices to sign (getDataToSign, signDocument methods) and extend a signature.

dss-server-signing-dto

Data Transfer Objects used for the server signing module (REST and SOAP).

dss-server-signing-common

Common classes for server signing

dss-server-signing-rest

REST webservice for server signing

dss-server-signing-rest-client

REST client for server signing (sign method)
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dss-server-signing-soap

SOAP webservice for server signing

dss-server-signing-soap-client

SOAP client for server signing (sign method)

dss-validation-dto

Data Transfer Objects used for signature validation (REST and SOAP).

dss-validation-common

Common classes between dss-validation-rest and dss-validation-soap.

dss-validation-rest-client

Client for the REST signature-validation webservices.

dss-validation-soap-client

Client for the SOAP signature-validation webservices.

dss-validation-rest

REST webservices to validate a signature.

dss-validation-soap

SOAP webservices to validate a signature.

dss-certificate-validation-dto

Data Transfer Objects used for certificate validation (REST and SOAP).

dss-certificate-validation-common

Common classes between dss-certificate-validation-rest and dss-certificate-validation-soap.

dss-certificate-validation-rest-client

Client for the REST certificate-validation webservice.

dss-certificate-validation-soap-client

Client for the SOAP certificate-validation webservice.

dss-certificate-validation-rest

REST webservice to validate a certificate.

dss-certificate-validation-soap

SOAP webservice to validate a certificate.

Other modules

dss-test
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Mocks and util classes for unit tests.

dss-cookbook

Samples and documentation of DSS used to generate this documentation.

DSS Utils

The module dss-utils offers an interface with utility methods to operate on String, Collection, I/O,...
DSS framework provides two different implementations with the same behaviour :

* dss-utils-apache-commons : this module uses Apache Commons libraries (commons-lang3,
commons-collection4, commons-io and commons-codec);

* dss-utils-google-guava : this module only requires Google Guava (recommended on Android).

If your integration include dss-utils, you will need to select an implementation.

DSS CRL Parser

DSS contains two ways to parse/validate a CRL and to retrieve revocation data. An alternative to the
X509CRL java object was developed to face memory issues in case of large CRLs. The X509CRL
object fully loads the CRL in memory and can cause OutOfMemoryError.

¢ dss-crl-parser-x509crl : this module uses the X509CRL java object.

* dss-crl-parser-streams : this module offers an alternative with a CRL streaming (experimental).

If your integration require dss-crl-parser, you will need to choose your implementation.

DSS PAdES

Since the version 5.4, DSS allows generation/extension/validation PAdES signatures with two
different frameworks : PDFBox and OpenPDF (fork of iText). The dss-pades module only contains
the common code and requires an underlying implementation :

* dss-pades-pdfbox : Supports drawing of custom text, images, as well as text+image, in a
signature field.

* dss-pades-openpdf: Supports drawing of custom text OR images in a signature field.
DSS permits to override the visible signature generation with these interfaces :

* eu.europa.esig.dss.pdf.IPdfObjFactory

* eu.europa.esig.dss.pdf.visible.SignatureDrawerFactory (selects the SignatureDrawer depending
on the SignaturelmageParameters content)

* eu.europa.esig.dss.pdf.visible.SignatureDrawer

A new instance of the IPdfObjFactory can be created with its own SignatureDrawerFactory and
injected in the PdfObjFactory.setInstance(IPdfObjFactory).

12



DSS PDFBox

Since the version 5.5, DSS allows switching between two implementations of the framework
PDFBox : default (original) and native.

* Default Drawer : The original drawer implemented on the PDFBox framework, supports
displaying of custom text, images, text+image combination in a signature field. The
implementation does not include the provided custom text to the inner PDF structure, instead of
it, the drawer creates an image representation of the provided text, which is added to the
signature field (i.e. the text is not selectable and not searchable).

» Native Drawer : Since the version 5.5, DSS includes a new implementation of PDFBox Drawer,
that allows a user to add a real custom text, image or combination of text and image to a visible
signature field. The native implementation embeds the provided custom text to the inner PDF
structure, that makes the text selectable and searchable, and also clearer and smoother in
comparison with the original implementation.

By default DSS uses "Default Drawer" as the PDFBox implementation. In order to switch the
implementation, that allowed in runtime, you have to set a new instance for PdfObjFactory as
following:

Runtime PDF Object Factory changing

PdfObjFactory.setInstance(new PdfBoxNativeObjectFactory());

Available demonstrations

With the framework, some demonstrations are provided.

dss-mock-tsa

The class which generate false timestamps from a self-signed certificate.

sscd-mocca-adapter
Adapter for the MOCCA connection.

dss-standalone-app

Standalone application which allows signing a document with different formats and tokens
(JavaFX).

dss-standalone-app-package

Packaging module for dss-standalone-app.

dss-demo-webapp

Demonstration web application which presents a part of the DSS possibilities.

dss-demo-bundle

Packaging module for dss-demo-webapp.

13



a The demonstrations use a simulated timestamp service (Mock) so that is not
recommended for a production usage.

Signature’s profile simplification

The different formats of the digital signature make possible to cover a wide range of real live cases
of use of this technique. Thus we distinguish the following formats: XAdES, CAdES, PAdES and ASIC.
To each one of them a specific standard is dedicated. The wide variety of options, settings and
versions of the standards makes their interoperability very difficult. This is the main reason for
which new standards commonly called "baseline profiles"” were published. Their goal is to limit the
number of options and variants thereby making possible a better interoperability between
different actors.

In general can be said that for each format of the digital signature the number of security levels
defined in the new standards has been reduced. Below is a comparative table of old and new levels
for each format of the signature:

XAdES CAdES PAdES
STANDARD BASELINE STANDARD BASELINE STANDARD BASELINE
XAdES-BES CAdES-BES PAdES-BES

XAdES-B CAdES-B PAdES-B
XAdES-EPES CAdES-EPES PAdES-EPES
XAdES-T XAdES-T CAdES-T CAdES-T PAdES-T PAdES-T
XAdES-XL XAdES-LT CAdES-XL CAdES-LT PAdES-XL PAdES-LT
XAdES-A XAdES-LTA CAdES-A CAdES-LTA PAdES-LTV PAdES-LTA

Note that the new version (v4) of the DSS framework is compatible with the baseline profiles, it is
no longer possible to use the standard profiles for signing purpose. The validation of the signature
still takes into account the old profiles.
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Signature profile guide

Below you can find a table specifying various signature possibilities with available in DSS signature’s profiles/formats. The vertical column specifies
available signature profiles and their extensions. The horizontal row specifies types of documents to be signed with the formats.

. . . . o Parallel
Signature profiles XML PDF Binary Digest Multi files .
signatures
Base64
©) @) © ® @ @
encoded
Embed XML @ ® ® ® XML only @)
Enveloping
Manifest @ @) ©) ©) @ @
Canom;ahzatlo © ® ® ® XML only ©
enveloped
@) ® ® ® ® ®
XAdES transformation
based on XPath @) ® ® ® ® ©@
Enveloped based
econ © ® ® ® ® ©
Filter2
scalizati
Canom;a izatio @ ® ® ® XML only o)
Detached @) @ @) @) @) @)
Internally Detached ©) ® ® ® XML only ©
Enveloping @) ©) ©) ® ® @)
CAdES
Detached @) @) @) @) ® ©@
PAdES Enveloped ® @) ® ® ® @)
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ASICS
ASICE

CAdES/XAdES
CAdES/XAdES



The XML Signature (XAdES)

The simplest way to address the digital signature passes through the XAdES format. Indeed, it
allows visualization of the signature content with a simple text editor. Thus it becomes much easier
to make the connection between theoretical concepts and their implementation. Before embarking
on the use of the DSS framework, it is advisable to read the following documents:

* XAdES Specifications (cf. [RO1])
After reading these documents, it is clear that:

* To electronically sign a document, a signing certificate (that proves the signer’s identity) and the
access to its associated private key is needed.

* To electronically validate a signed document the signer’s certificate containing the public key is
needed. To give a more colourful example: when a digitally signed document is sent to a given
person or organization in order to be validated, the certificate with the public key used to create
the signature must also be provided.

XAdES Profiles

The new ETSI standard defines four conformance levels to address the growing need to protect the
validity of the signature in time. Henceforth to denote the level of the signature the word "level”
will be used. Follows the list of levels defined in the standard:

* XAdES-BASELINE-B: Basic Electronic Signature The lowest and simplest version just containing
the SignedInfo, SignatureValue, KeyInfo and SignedProperties. This level combines the old -BES
and -EPES levels. This form extends the definition of an electronic signature to conform to the
identified signature policy.

* XAdES-BASELINE-T: Signature with a timestamp A timestamp regarding the time of signing is
added to protect against repudiation.

* XAdES-BASELINE-LT: Signature with Long Term Data Certificates and revocation data are
embedded to allow verification in future even if their original source is not available. This level
is equivalent to the old -XL level.

* XAdES-BASELINE-LTA: Signature with Long Term Data and Archive timestamp By using
periodical timestamping (e.g. each year) compromising is prevented which could be caused by
weakening previous signatures during a long-time storage period. This level is equivalent to the
old -A level.

0 Old levels: -BES, -EPES, -C, -X, -XL, -A are not supported any more when signing.

XAdES-BASELINE-B

To start, let’s take a simple XML document:

17



xml_example.xml

<?xml version="1.0"?>
<test>Hello World !</test>

Since this is an XML document, we will use the XAdES signature and more particularly XAdES-
BASELINE-B level, which is the lowest level of protection: just satisfying Directive (cf. [RO6]) legal
requirements for advanced signature. The normal process of signing wants to sign first with the
level -B or level-T, and then later when it becomes necessary to complete the signature with
superior levels. However, the framework allows signing directly with any level. When signing data,
the resulting signature needs to be linked with the data to which it applies. This can be done either
by creating a data set which combines the signature and the data (e.g. by enveloping the data with
the signature or including a signature element in the data set) or placing the signature in a separate
resource and having some external means for associating the signature with the data. So, we need
to define the packaging of the signature, namely ENVELOPED, ENVELOPING, DETACHED or
INTERNALLY-DETACHED. More information about supported reference transformations for each
signature packaging (except 'Detached’), can be found in the section Reference Transformations

ENVELOPED : when the signature applies to data that surround the rest of the document;

ENVELOPING : when the signed data form a sub-element of the signature itself;
o Base64 encoded binaries;
- Embed XML object(s);

- Embed Manifest object(s)

DETACHED : when the signature relates to the external resource(s) separated from it.

INTERNALLY-DETACHED : when the signature and the related signed data are both included in
a parent element (only XML).

For our example, we will use ENVELOPED packaging.
The DSS framework uses 3 atomic steps to sign a document :

1. Compute the digest to be signed;
2. Sign the digest;
3. Sign the document (add the signed digest).

The DSS fully manages the steps 1 and 3. We need to specify how to do the signature operation. DSS
offers some implementations in the dss-token module

To write our Java code, we still need to specify the type of KeyStore to use for signing our document,
more simply, where the private key can be found. In the package "eu.europa.esig.dss.token", we can
choose between different connection tokens :

* Pkesl11SignatureToken : allows communicating with SmartCards with the PKCS#11 interface. It
requires some installed drivers (dll, sso,...)

* Pkes12SignatureToken : allows signing with a PKC#12 keystore (.p12 file).

18


https://www.w3.org/TR/xmldsig-core/#sec-o-Manifest

* MSCAPISignatureToken : handles the signature with MS CAPI (the Microsoft interface to
communicate with SmartCards).

* JKSSignatureToken : allows signing with a Java Key Store (.jks file).

The DSS also provides the support for MOCCA framework to communicate with the
o Smartcard with PC/SC, but it involves the installation of the MOCCA and IAIK
libraries.

To know more about the use of the different signature tokens, please consult "Management of
Signature Tokens" chapter.

In our example the class: "Pkcs12SignatureToken" will be used. A file in PKCS#12 format must be
provided to the constructor of the class. It contains an X.509 private key accompanying the public
key certificate and protected by symmetrical password. The certification chain can also be included
in this file. It is possible to generate dummy certificates and their chains with OpenSSL. Please visit
http://www.openssl.org/ for more details.

This is the complete code that allows you to sign our XML document.

19
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Create a XAdES signature

// Preparing parameters for the XAdES signature

XAdESSignatureParameters parameters = new XAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);

// We choose the type of the signature packaging (ENVELOPED, ENVELOPING, DETACHED).
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier
CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();

// Create XAdES service for signature
XAdESService service = new XAdESService(commonCertificateVerifier);

// Get the SignedInfo XML segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

SignatureValue signatureValue = signingToken.sign(dataToSign, parameters
.getDigestAlgorithm(), privateKey);

// We invoke the service to sign the document with the signature value obtained in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

What you may notice is that to sign a document we need to:

* Create an object based on SignatureParameters class. The number of specified parameters
depends on the type of signature. Generally, the number of specified parameters depends on the
profile of signature. This object also defines some default parameters.

* Choose the profile, packaging, signature digest algorithm.

Indicate the private key entry to be used.

Instantiate the adequate signature service.

» Carry out the signature process.

The encryption algorithm is determined by the private key and therefore cannot be compelled by
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the setter of the signature parameters object. It will cause an inconsistency in the signature making
its validation impossible. This setter can be used in a particular context where the signing process is
distributed on different machines and the private key is known only to the signature value creation
process. See clause "Signing process" for more information. In the case where the private key entry
object is not available, it is possible to choose the signing certificate and its certificate chain as in
the following example:

// We set the signing certificate
parameters.setSigningCertificate(certificateToken);
// We set the certificate chain
parameters.setCertificateChain(certificateChain);

Integrating the certificate chain in the signature simplifies the build of a prospective certificate
chain during the validation process.

By default the framework uses the current date time to set the signing date, but in the case where it
is necessary to indicate the different time it is possible to use the setter "setSigningDate(Date)" as in
the example:

// We set the date of the signature.
parameters.blevel().setSigningDate(new Date());

When the specific service is instantiated a certificate verifier must be set. This object is used to
provide four different sources of information:
* the source of trusted certificates (based on the trusted list(s) specific to the context);

* the source of intermediate certificates used to build the certificate chain till the trust anchor.
This source is only needed when these certificates are not included in the signature itself;

* the source of OCSP;

e the source of CRL.

In the current implementation this object is only used when profile -LT or -LTA are created.

Signing process

Once the parameters of the signature were identified the service object itself must be created. The
service used will depend on the type of document to sign. In our case it is an XML file, so we will
instantiate a XAdES service. The process of signing takes place in three stages. The first is the
"getDataToSign (" method call, passing as a parameter the document to be signed and the
previously selected settings. This step returns the data which is going to be digested and encrypted.
In our case it corresponds to the SignedInfo XMLDSig element.
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// Create XAdES service for signature
XAdESService service = new XAdESService(commonCertificateVerifier);

// Get the SignedInfo XML segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

The next step is a call to the function "sign()" which is invoked on the object token representing the
KeyStore and not on the service. This method takes three parameters. The first is the array of bytes
that must be signed. It is obtained by the previous method invocation. The second is the algorithm
used to create the digest. You have the choice between SHA1, SHA256, and SHA512 (this list is not
exhaustive). And the last one is the private key entry.

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

The last step of this process is the integration of the signature value in the signature and linking of
that one to the signed document based on the selected packaging method. This is the method
"signDocument()" on the service. We must pass to it three parameters: again the document to sign,
the signature parameters and the value of the signature obtained in the previous step.

This separation into three steps allows use cases where different environments have their precise
responsibilities: specifically the distinction between communicating with the token and executing
the business logic.

When the breakdown of this process is not necessary, than a simple call to only one method can be
done as in the following example:

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

Additional attributes

For this type (XAdES-BASELINE-B) of signature it is possible to identify some additional attributes:

 SignerRole - contains claimed roles assumed by the signer when creating the signature.

 SignatureProductionPlace - contains the indication of the purported place where the signer
claims to have produced the signature.

* CommitmentTypelndication - identifies the commitment undertaken by the signer in signing (a)
signed data object(s) in the context of the selected signature policy.

» AllDataObjectsTimeStamp - each time-stamp token within this property covers the full set of
references defined in the Signature’s SignedInfo element, excluding references of type
"SignedProperties".

* IndividualDataObjectsTimeStamp - each time-stamp token within this property covers selected
signed data objects.
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The DSS framework allows setting up the following signed properties: SignerRole,
SignatureProductionPlace, CommitmentTypelndication, AllDataObjectsTimestamp and
IndividualDataObjectsTimeStamp.

XAdES signature with additional signed attributes
XAdESSignatureParameters parameters = new XAdESSignatureParameters();

// Basic signature configuration
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);
parameters.setDigestAlgorithm(DigestAlgorithm.SHA512);
parameters.setSigningCertificate(privateKey.getCertificate());
parameters.setCertificateChain(privateKey.getCertificateChain());

// Configuration of several signed attributes like ...
BLevelParameters blLevelParameters = parameters.blLevel();

// claimed signer role(s)
bLevelParameters.setClaimedSignerRoles(Arrays.asList("Manager"));

// signer location

SignerLocation signerLocation = new SignerLocation();
signerLocation.setCountry("BE");
signerLocation.setStateOrProvince("Luxembourg");
signerLocation.setPostalCode("1234");
signerLocation.setlLocality("SimCity");
bLevelParameters.setSignerLocation(signerLocation);

// commitment type(s)

List<String> commitmentTypeIndications = new ArraylList<String>();
commitmentTypelndications.add(CommitmentType.Proof0fOrigin.getUri());
commitmentTypeIndications.add(CommitmentType.ProofOfApproval.getUri());
bLevelParameters.setCommitmentTypeIndications(commitmentTypelndications);

CommonCertificateVerifier verifier = new CommonCertificateVerifier();
XAdESService service = new XAdESService(verifier);
service.setTspSource(getOnlineTSPSource());

// a content-timestamp (part of the signed attributes)

TimestampToken contentTimestamp = service.getContentTimestamp(toSignDocument,
parameters);
parameters.setContentTimestamps(Arrays.asList(contentTimestamp));

// Signature process with its 3 stateless steps

ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);
SignatureValue signatureValue = signingToken.sign(dataToSign, parameters
.getDigestAlgorithm(), privateKey);

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);
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This code adds the following elements into the signature :

<xades:SignedProperties Id="xades-id-ea3e16770317bb1a3e97244292931644">
<xades:SignedSignatureProperties>
<xades:SigningTime>2018-03-20T08:17:35Z</xades:SigningTime>
<xades:SigningCertificateV2>
<xades:Cert>
<xades:CertDigest>
<ds:DigestMethod Algorithm="
http://www.w3.0rqg/2000/09/xmldsig#shal" />
<ds:DigestValue>2FeANjXzi109x2877Sfc1R1RVj1E=</ds:DigestValue>
</xades:CertDigest>

<xades:IssuerSerialV2>MD4wNKQyMDAxGzAZBgNVBAMME1Jvb3RTZWxmU21nbmVkRmFrZTERMASGATUECgwI
RENTLXR1c3QCBi7WFNe7Vw==</xades:IssuerSerialV2>
</xades:Cert>
</xades:SigningCertificateV2>
<xades:SignatureProductionPlaceV2>
<xades:City>SimCity</xades:City>
<xades:StateOrProvince>Luxembourg</xades:StateOrProvince>
<xades:PostalCode>1234</xades:PostalCode>
<xades:CountryName>BE</xades:CountryName>
</xades:SignatureProductionPlaceV2>
<xades:SignerRoleV2>
<xades:ClaimedRoles>
<xades:(ClaimedRole>Manager</xades:(ClaimedRole>
</xades:ClaimedRoles>
</xades:SignerRoleV2>
</xades:SignedSignatureProperties>
<xades:SignedDataObjectProperties>
<xades:DatalbjectFormat ObjectReference="#r-id-1">
<xades:MimeType>text/xml</xades:MimeType>
</xades:DatalbjectFormat>
<xades:CommitmentTypeIndication>
<xades:CommitmentTypeld>
<xades:Identifier>
http://uri.etsi.org/01903/v1.2.2#Proof0f0rigin</xades:Identifier>
</xades:CommitmentTypeld>
<xades:A11SignedDatalbjects />
</xades:CommitmentTypeIndication>
<xades:CommitmentTypeIndication>
<xades:CommitmentTypeld>
<xades:Identifier>
http://uri.etsi.org/01903/v1.2.2#ProofOfApproval</xades:Identifier>
</xades:CommitmentTypeld>
<xades:Al1SignedDatalbjects />
</xades:CommitmentTypeIndication>
<xades:Al1DataObjectsTimeStamp Id="TS-
678B5861DBA1469B3AA3DD49DD54D7046BADA578C5561F8ABDA935CEA825279E">
<ds:CanonicalizationMethod
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Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<xades:EncapsulatedTimeStamp>
MIAGCSqGSIb3DQEHAq. ..aAAAAAA=</xades:EncapsulatedTimeStamp>
</xades:Al1DatalbjectsTimeStamp>
</xades:SignedDatalObjectProperties>
</xades:SignedProperties>

Handling signature policy

With the new standards the policy handling is linked to -B level. The old -EPES level is not used
anymore by the framework. This does not alter the structure of the old signature but only modifies
how to control the process of its creation.

The DSS framework allows you to reference a signature policy, which is a set of rules for the
creation and validation of an electronic signature. It includes two kinds of text:

* In human readable form: It can be assessed to meet the requirements of the legal and
contractual context in which it is being applied.

* In a machine processable form: To facilitate its automatic processing using the electronic rules.

If no signature policy is identified then the signature may be assumed to have been generated or
verified without any policy constraints, and hence may be given no specific legal or contractual
significance through the context of a signature policy.

The signer may reference the policy either implicitly or explicitly. An implied policy means the
signer follows the rules of the policy but the signature does not indicate which policy. It is assumed
the choice of policy is clear from the context in which the signature is used and
SignaturePolicyldentifier element will be empty. When the policy is not implied, the signature
contains an Objectldentier that uniquely identifies the version of the policy in use. The signature
also contains a hash of the policy document to make sure that the signer and verifier agree on the
contents of the policy document.

This example demonstrates an implicit policy identifier. To implement this alternative you must set
SignaturePolicyld to empty string.
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XAdES with implicit policy

XAdESSignatureParameters parameters = new XAdESSignatureParameters();
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);
parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

BLevelParameters blLevelParameters = parameters.blLevel();

Policy policy = new Policy();
policy.setId("");

bLevelParameters.setSignaturePolicy(policy);

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create xadesService for signature

XAdESService service = new XAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in

// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

An XML segment will be added to the signature’s qualified and signed properties:

<xades:SignaturePolicyldentifier>
<xades:SignaturePolicyId>
<xades:SignaturePolicyImplied/>
</xades:SignaturePolicyIld>
</xades:SignaturePolicyldentifier>

The next example demonstrates an explicit policy identifier. This is obtained by setting -B profile
signature policy and assigning values to the policy parameters. The Signature Policy Identifier is a
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URI or OID that uniquely identifies the version of the policy document. The signature will contain
the identifier of the hash algorithm and the hash value of the policy document. The DSS framework
does not automatically calculate the hash value; it is to the developer to proceed with the
calculation using for example java.security.MessageDigest class (rt.jar). It is important to keep the
policy file intact in order to keep the hash constant. It would be wise to make the policy file read-
only. See also chapter 7 for further information.
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XAdES with explicit policy

XAdESSignatureParameters parameters = new XAdESSignatureParameters();
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);
parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

BLevelParameters blLevelParameters = parameters.blLevel();

// Get and use the explicit policy

String signaturePolicyId = "http://www.example.com/policy.txt";

DigestAlgorithm signaturePolicyHashAlgo = DigestAlgorithm.SHA256;

String signaturePolicyDescription = "Policy text to digest";

byte[] signaturePolicyDescriptionBytes = signaturePolicyDescription.getBytes();
byte[] digestedBytes = DSSUtils.digest(signaturePolicyHashAlqo,
signaturePolicyDescriptionBytes);

Policy policy = new Policy();
policy.setId(signaturePolicyId);
policy.setDigestAlgorithm(signaturePolicyHashAlgo);
policy.setDigestValue(digestedBytes);

bLevelParameters.setSignaturePolicy(policy);

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create xadesService for signature

XAdESService service = new XAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

The following XML segment will be added to the signature qualified & signed properties
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(<QualifyingProperties><SignedProperties>):

<xades:SignaturePolicyldentifier>
<xades:SignaturePolicyId>
<xades:SigPolicyld>
<xades:Identifier>http://www.example.com/policy.txt</xades:Identifier>
</xades:SigPolicyld>
<xades:SigPolicyHash>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Uw3PxkrX4SpF@3jDvkSu6ZqmIUXDxs56FFXeg7MWy@c=</ds:DigestValue>
</xades:SigPolicyHash>
</xades:SignaturePolicyId>
</xades:SignaturePolicyIdentifier>

XAdES-BASELINE-T

XAdES-BASELINE-T is a signature for which there exists a trusted time associated to the signature. It
provides the initial steps towards providing long term validity and more specifically it provides a
protection against repudiation. This extension of the signature can be created as well during the
generation process as validation process. However, the case when these validation data are not
added during the generation process should no longer occur. The XAdES-BASELINE-T trusted time
indications must be created before the signing certificate has been revoked or expired and close to
the time that the XAdES signature was produced. The XAdES-BASELINE-T form must be built on a
XAdES-BASELINE-B form. The DSS framework allows extending the old -BES and -EPES profiles to
the new BASELINE-T profile, indeed there is no difference in the structure of the signature.

To implement this profile of signature you must indicate to the service the TSA source, which
delivers from each Timestamp Request a Timestamp Response (RFC 3161 (cf. [RO7])) containing
tokens. Below is the source code that creates a XAdES-BASELINE-T signature. For our example, we
will use the Belgian provider and an instance of OnlineTSPSource (see "TSP Sources" chapter for
more details).
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Create a XAdES-Baseline-T with an OnlineTSPSource

// Preparing parameters for the XAdES signature

XAdESSignatureParameters parameters = new XAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_T);

// We choose the type of the signature packaging (ENVELOPED, ENVELOPING, DETACHED).
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create XAdES service for signature

XAdESService service = new XAdESService(commonCertificateVerifier);

// Set the Timestamp source

String tspServer = "http://dss.nowina.lu/pki-factory/tsa/good-tsa";
OnlineTSPSource onlineTSPSource = new OnlineTSPSource(tspServer);
onlineTSPSource.setDataloader (new TimestampDataloader()); // uses the specific
content-type

service.setTspSource(onlineTSPSource);

// Get the SignedInfo XML segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

SignatureValue signatureValue = signingToken.sign(dataToSign, parameters
.getDigestAlgorithm(), privateKey);

// We invoke the service to sign the document with the signature value obtained in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

If the timestamp source is not set a NullPointerException is thrown.

The SignatureTimeStamp mandated by the XAdES-T form appears as an unsigned property within
the QualifyingProperties:
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<SignatureTimeStamp Id="time-stamp-28a441da-4030-46ef-80e1-041b66cAcb96">
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<EncapsulatedTimeStamp
Id="time-stamp-token-76234ed8-cc15-46fc-3a95-9460dd601cad">
MIAGCSqGSIb3DQEHAQCAMIACAQMxCzAIBgUrDgMCGg
UAMIAGCyqGSIb3DQEJEAEE0IAkgARMMEOCAQEGBOIS

</EncapsulatedTimeStamp>
</SignatureTimeStamp>

XAdES-BASELINE-LT

This level has to prove that the certification path was valid, at the time of the validation of the
signature, up to a trust point according to the naming constraints and the certificate policy
constraints from the "Signature Validation Policy". It will add to the signature the CertificateValues
and RevocationValues unsigned properties. The CertificateValues element contains the full set of
certificates that have been used to validate the electronic signature, including the signer’s
certificate. However, it is not necessary to include one of those certificates, if it is already present in
the ds:KeyInfo element of the signature. This is like DSS framework behaves. In order to find a list
of all the certificates and the list of all revocation data, an automatic process of signature validation
is executed. To carry out this process an object called CertificateVerifier must be passed to the
service. The implementer must set some of its properties (e.g. a source of trusted certificates). The
code below shows how to use the default parameters with this object. Please refer to "The Signature
Validation" chapter to have the further information. It also includes an example of how to
implement this level of signature:

SignXmlXadesLTTest.java

// Preparing parameters for the XAdES signature

XAdESSignatureParameters parameters = new XAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignatureLevel.XAdES_BASELINE_LT);

// We choose the type of the signature packaging (ENVELOPED, ENVELOPING, DETACHED).
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier
CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();

CommonsDataloader commonsHttpDataloader = new CommonsDataloader();
0CSPDataloader ocspDataloader = new OCSPDataloader();
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KeyStoreCertificateSource keyStoreCertificateSource = new KeyStoreCertificateSource
(new File("src/main/resources/keystore.p12"), "PKCS12",
"dss-password");

TrustedListsCertificateSource tslCertificateSource = new
TrustedListsCertificateSource();

TSLRepository tslRepository = new TSLRepository();
tslRepository.setTrustedlListsCertificateSource(tslCertificateSource);

TSLValidationJob job = new TSLValidationJob();
job.setDataloader (commonsHttpDataloader);
job.setOjContentKeyStore(keyStoreCertificateSource);
job.setlLot1Ur1("https://ec.europa.eu/tools/lotl/eu-1lotl.xml");
job.setOjUr1("https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv:0J.C_.2019.276.01.0001.01.ENG");
job.setLot1Code("EU");

job.setRepository(tslRepository);

job.refresh();

commonCertificateVerifier.setTrustedCertSource(tslCertificateSource);

OnlineCRLSource onlineCRLSource = new OnlineCRLSource();
onlineCRLSource.setDataloader (commonsHttpDataloader);
commonCertificateVerifier.setCrlSource(onlineCRLSource);

Online0CSPSource onlineOCSPSource = new OnlineOCSPSource();
onlineOCSPSource.setDataloader (ocspDataloader);
commonCertificateVerifier.setOcspSource(onlineOCSPSource);

// For test purpose
// Will request unknown OCSP responder / download untrusted CRL
commonCertificateVerifier.setCheckRevocationForUntrustedChains(true);

// Create XAdES service for signature
XAdESService service = new XAdESService(commonCertificateVerifier);
service.setTspSource(getOnlineTSPSource());

// Get the SignedInfo XML segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

SignatureValue signatureValue = signingToken.sign(dataToSign, parameters
.getDigestAlgorithm(), privateKey);

// We invoke the service to sign the document with the signature value obtained in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);



The following XML segment will be added to the signature qualified and unsigned properties:

<CertificateValues>
<EncapsulatedX509Certificate>
MIIFNTCCBB2gAwIBAgIBATANB...
</EncapsulatedX509Certificate>
<EncapsulatedX509Certificate>
MIIFsjCCBJqgAwIBAgIDAMoBM. . .
</EncapsulatedX509Certificate>
<EncapsulatedX509Certificate>
MIIFRjCCBCogAwIBAgIBATANB...
</EncapsulatedX509Certificate>
</CertificateValues>
<RevocationValues>
<0CSPValues>
<Encapsulated0CSPValue>
MIIGzAoBAKCCBsUwggbBBgkr. . .
</Encapsulated0CSPValue>
</0CSPValues>
</RevocationValues>

o The use of online sources can significantly increase the execution time of the
signing process. For testing purpose you can create your own source of data.

In last example the CommonsHttpDataLoader is used to provide the communication layer for HTTP
protocol. Each source which need to go through the network to retrieve data need to have this
component set.

XAdES-BASELINE-LTA

When the cryptographic data becomes weak and the cryptographic functions become vulnerable
the auditor should take steps to maintain the validity of the signature. The XAdES-BASELINE-A form
uses a simple approach called "archive validation data". It adds additional time-stamps for
archiving signatures in a way that they are still protected, but also to be able to prove that the
signatures were validated at the time when the used cryptographic algorithms were considered
safe. The time-stamping process may be repeated every time the protection used becomes weak.
Each time-stamp needs to be affixed before either the signing key or the algorithms used by the TSA
are no longer secure. XAdES-A form adds the ArchiveTimestamp element within the
UnsignedSignatureProperties and may contain several ArchiveTimestamp elements.

Below is an example of the implementation of this level of signature (but in practice, we will rather
extend the signature to this level when there is a risk that the cryptographic functions become
vulnerable or when one of certificates arrives to its expiration date):

parameters.setSignaturelLevel(SignatureLevel.XAdES_BASELINE_LTA);
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The following XML segment will be added to the signature qualified and unsigned properties:

<ns4:ArchiveTimeStamp
Id="time-stamp-22b92602-2670-410e-888f-937c5777c685">
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14nt" />
<EncapsulatedTimeStamp
Id="time-stamp-token-0bd5aaf3-3850-4911-322d-c98dcacabcea">MIAGCSqGSDHAqCAM
</EncapsulatedTimeStamp>
</ns4:ArchiveTimeStamp>

Various settings

Reference Transformations

In case of 'Enveloping’, 'Enveloped’ and 'Internally Detached' signatures, it is possible to apply
custom transformations for signing references in order to compute proper digest result. Example of
a definition reference transformations, you can find below:

Custom transformations definition

// Prepare transformations in the proper order

List<DSSTransform> transforms = new ArraylList<DSSTransform>();

DSSTransform envelopedTransform = new EnvelopedSignatureTransform();
transforms.add(envelopedTransform);

DSSTransform canonicalization = new CanonicalizationTransform(CanonicalizationMethod
.EXCLUSIVE _WITH_COMMENTS);

transforms.add(canonicalization);

// Assign reference to the document

List<DSSReference> references = new ArraylList<DSSReference>();
DSSReference dssReference = new DSSReference();
dssReference.setContents(toSignDocument);
dssReference.setId("r-" + toSignDocument.getName());
dssReference.setTransforms(transforms);

// set empty URI to cover the whole document
dssReference.setUri("");
dssReference.setDigestMethodAlgorithm(DigestAlgorithm.SHA256);
references.add(dssReference);

// Initialize signature parameters

XAdESSignatureParameters parameters = new XAdESSignatureParameters();
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);

// set references

parameters.setReferences(references);

Current version of DSS supports the following transformations:
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* Canonicalization - any canonicalization algorithm that can be used for 'CanonicalizationMethod'
can be used as a transform:

DSSTransform canonicalization = new CanonicalizationTransform(CanonicalizationMethod
.EXCLUSIVE WITH_COMMENTS);

* Base64 - the transform is used if application needs to sign a RAW data (binaries, images, audio
or other formats). The 'Base64 Transform' is not compatible with following signature
parameters:

o Reference contains more than one transform (must be a sole element of the reference
transforms);

o setEmbedXML(true) - embedded setting cannot be used;

o setManifestSignature(true) - As is apparent from the previous point, Manifest cannot be
used with the Base64 Transform as well since it also must be embedded to the signature.

DSSDocument document = new InMemoryDocument("Hello World!".getBytes(), "Hello.txt",
MimeType.BINARY);

List<DSSTransform> transforms = new ArraylList<DSSTransform>();

DSSTransform base64Transform = new Base64Transform();
transforms.add(base64Transform);

» XPath - allows signing a custom nodes in a signature or embedded document. DSS contains an
additional class 'XPathEnvelopedSignatureTransform' allowing to exclude the signature itself
from the digested content (used for Enveloped signatures by default). Additional information
about the 'XPath Transform' can be found by the link.

List<DSSTransform> transforms = new ArraylList<DSSTransform>();
DSSTransform envelopedTransform = new XPathTransform("not(ancestor-or-
self::ds:Signature)");

transforms.add(envelopedTransform);

e XPath-2-Filter - an alternative to 'XPath Transform'. Additional information about the
'XPath2Filter Transform' can be found by the link.

List<DSSTransform> transforms = new ArraylList<DSSTransform>();

DSSTransform envelopedTransform = new XPath2FilterTransform("descendant::ds:Signature
", "subtract");

transforms.add(envelopedTransform);

* XSLT Transform - This transform requires a 'org.w3.dom.Document’' as an input, compatible
with the normative XSLT Specification. Must be a sole transform.

o All transformations, except Base64, can be applied only to XML objects.
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Trust anchor inclusion policy

It is possible to indicate to the framework if the certificate related to the trust anchor should be
included to the signature or not. The setter #setTrustAnchorBPPolicy of the BLevelParameters class
should be used for this purpose.

This rule applies as follows: when -B level is constructed the trust anchor is not included, when -LT
level is constructed the trust anchor is included.

o when trust anchor baseline profile policy is defined only the certificates previous
to the trust anchor are included when -B level is constructed.

Multiple signatures

In everyday life, there are many examples where it is necessary to have multiple signatures
covering the same document, such as a contract to purchase a vehicle. Independent signatures are
parallel signatures where the ordering of the signatures is not important. The computation of these
signatures is performed on exactly the same input but using different private keys.

The XML Signature Extension (XAdES)

The -B level contains immutable signed properties. Once this level is created, these properties
cannot be changed.

The levels -T/-LT/-LTA add unsigned properties to the signature. This means that the properties of
these levels could be added afterwards to any AdES signature. This addition helps to make the
signature more resistant to cryptographic attacks on a longer period of time. The extension of the
signature is incremental, i.e. when you want to extend the signature to the level -LT the lower level
(-T) will also be added. The whole extension process is implemented by reusing components from
signature production. To extend a signature we proceed in the same way as in the case of a
signature, except that you have to call the function "extendDocument" instead of the "sign"
function. Note that when the document is signed with several signatures then they are all extended.

XAdES-BASELINE-T

The XAdES-BASELINE-T trusted time indications have to be created before a certificate has been
revoked or expired and close to the time that the XAdES signature was produced. It provides a
protection against repudiation. The framework adds the timestamp only if there is no timestamp or
there is one but the creation of a new extension of the level-T is deliberate (using another TSA). It is
not possible to extend a signature which already incorporates higher level as -LT or -LTA. In the
theory it would be possible to add another -T level when the signature has already reached level -LT
but the framework prevents this operation. Note that if the signed document contains multiple
signatures, then all the signatures will be extended to level -T. It is also possible to sign a document
directly at level -T.

Here is an example of creating an extension of type T:
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Extend a XAdES signature
DSSDocument document = new FileDocument("src/test/resources/signedXmlXadesB.xml");

XAdESSignatureParameters parameters = new XAdESSignatureParameters();
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_T);

CommonCertificateVerifier certificateVerifier = new CommonCertificateVerifier();
XAdESService xadesService = new XAdESService(certificateVerifier);
xadesService.setTspSource(getOnlineTSPSource());

DSSDocument extendedDocument = xadesService.extendDocument(document, parameters);
Here is the result of adding a new extension of type-T to an already existing -T level signature:

<UnsignedSignatureProperties>
<SignatureTimeStamp Id="time-stamp-b16a2552-b218-4231-8982-40057525fbb5">
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"
/>
<EncapsulatedTimeStamp Id="time-stamp-token-39fbf78c-9cec-4cc1-ac21-
a467d2238405"> MIAGCSqGSIb3DQEHAG. . .
</EncapsulatedTimeStamp>
</SignatureTimeStamp>
<SignatureTimeStamp Id="time-stamp-5ffab0d9-863b-414a-9690-a311d3el1af1d">
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"
/>
<EncapsulatedTimeStamp Id="time-stamp-token-87e8c599-89e5-4fb3-a32a-
e5e2a40073ad"> MIAGCSqGSIb3DQEHAG. . .
</EncapsulatedTimeStamp>
</SignatureTimeStamp>
</UnsignedSignatureProperties>

XAdES-BASELINE-LT and -LTA

For these types of extensions, the procedure to follow is the same as the case of the extension of
type T. Please refer to the chapter XAdES Profiles (XAdES) to know specific parameters for each
level of signature and which must be positioned.

XAdES and specific schema version

Some signatures may have been created with an older version of XAdES standard using different
schema definition. To take into account the validation of such signatures the class
eu.europa.esig.dss.xades.validation.XPathQueryHolder was created. This class includes all XPath
queries which are used to explore the elements of the signature. It is now easy to extend this class
in order to define specific queries to a given schema. The DSS framework proposes in standard the
class eu.europa.esig.dss.xades.validation. XAdES111XPathQueryHolder that defines the XPath
queries for the version "http://uri.etsi.org/01903/v1.1.1#" of XAdES standard.
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When carrying out the validation process of the signature, the choice of query holder to be used is
taken by invoking the method:
eu.europa.esig.dss.xades.validation.XPathQueryHolder#canUseThisXPathQueryHolder

This choice is made based on the namespace. If the namespace is: http://uri.etsi.org/01903/v1.3.2#
then the default query holder is used, if the namespace is http://uri.etsi.org/01903/v1.1.1# the
XAdES111XPathQueryHolder is used. The element used to choose the namespace is
"QualifyingProperties".

To implement another query holder the class XPathQueryHolder must be extended, new XPath
queries defined and the method canUseThisXPathQueryHolder overridden.

In case there is a need to use only a specific query holder the following steps should be followed:

 Call: eu.europa.esig.dss.xades.validation.XMLDocumentValidator#clearQueryHolders

e Call: eu.europa.esig.dss.xades.validation.XMLDocumentValidator#addXPathQueryHolder and
pass the specific query holder

The signature validation

Generally and following ETSI standard, the validation process of an electronic signature must
provide one of these three following statuses: TOTAL-FAILED, TOTAL-PASSED or INDETERMINATE.
A TOTAL-PASSED response indicates that the signature has passed verification and it complies with
the signature validation policy. A TOTAL_FAILED response indicates that either the signature
format is incorrect or that the digital signature value fails the verification. An INDETERMINATE
validation response indicates that the format and digital signature verifications have not failed but
there is an insufficient information to determine if the electronic signature is valid. For each of the
validation checks, the validation process must provide information justifying the reasons for the
resulting status indication as a result of the check against the applicable constraints. In addition,
the ETSI standard defines a consistent and accurate way for justifying statuses under a set of sub-
indications.

Validation Process

Since version 4.7 of the DSS framework the validation process is based on the latest ETSI standard
[RO8]. It is driven by the validation policy and allows long term signature validation. It not only
verifies the existence of certain data and their validity, but it also checks the temporal dependences
between these elements. The signature check is done following basic building blocks. On the
simplified diagram below, showing the process of the signature validation, you can follow the
relationships between each building block which represents a logic set of checks used in validation
process.
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Note that the current version of the framework during the validation process does not indicate
what part of a document was signed. However, in a case of XAdES signature XPath transformations
presented in the signature will be applied, in the case of CAdES or PAdES signature the whole
document must be signed.

At the end of the validation process four reports are created. They contain the different detail levels
concerning the validation result. They provide four kinds of visions for the validation process:
macroscopic, microscopic, input data and ETSI Validation report conformant with the standard
[RO8]. For more information about these reports, please refer to "Simple Report" chapter.

Below is the simplest example of the validation of the signature of a document. The first thing to do
is instantiating an object named validator, which orchestrates the verification of the different rules.
To perform this it is necessary to invoke a static method fromDocument() on the abstract class
SignedDocumentValidator. This method returns the object in question whose type is chosen
dynamically based on the type of source document.

The next step is to create an object that will check the status of a certificate using the Trusted List
model (see "Trusted Lists of Certification Service Provider" for more information). In our example,
this object is instantiated from the TrustedListCertificateVerifier class. In turn, this object needs an
OCSP and/or CRL source and a TSL source (which defines how the certificates are retrieved from
the Trusted Lists). See chapter "Management of CRL and OCSP Sources" for more information
concerning sources.
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Validation of a signature

40

// First, we need a Certificate verifier
CertificateVerifier cv = new CommonCertificateVerifier();

// We can inject several sources. eg: OCSP, CRL, AIA, trusted lists

// Capability to download resources from AIA
cv.setDataloader (new CommonsDataloader());

// Capability to request OCSP Responders
cv.setOcspSource(new OnlineOCSPSource());

// Capability to download CRL
cv.setCrlSource(new OnlineCRLSource());

// We now add trust anchors (trusted list, keystore,...)
cv.setTrustedCertSource(trustedCertSource);

// We also can add missing certificates
cv.setAdjunctCertSource(adjunctCertSource);

// Here is the document to be validated (any kind of signature file)
DSSDocument document = new FileDocument(new File(
"src/test/resources/signedXmlXadesLT.xml"));

// We create an instance of DocumentValidator

// It will automatically select the supported validator from the classpath
SignedDocumentValidator documentValidator = SignedDocumentValidator.fromDocument
(document);

// We add the certificate verifier (which allows to verify and trust certificates)
documentValidator.setCertificateVerifier(cv);

// Here, everything is ready. We can execute the validation (for the example, we use
the default and embedded

// validation policy)

Reports reports = documentValidator.validateDocument();

// We have 3 reports
// The diagnostic data which contains all used and static data
DiagnosticData diagnosticData = reports.getDiagnosticData();

// The detailed report which is the result of the process of the diagnostic data and
the validation policy
DetailedReport detailedReport = reports.getDetailedReport();

// The simple report is a summary of the detailed report (more user-friendly)
SimpleReport simpleReport = reports.getSimpleReport();



o When using the TrustedListsCertificateSource class, for performance reasons,
consider creating a single instance of this class and initialize it only once.

In general, the signature must cover the entire document so that the DSS
framework can validate it. However, for example in the case of a XAdES signature,
some transformations can be applied on the XML document. They can include

o operations such as canonicalization, encoding/decoding, XSLT, XPath, XML schema
validation, or XInclude. XPath transforms permit the signer to derive an XML
document that omits portions of the source document. Consequently those
excluded portions can change without affecting signature validity.

SignedDocumentValidator

For execution of the validation process, DSS uses the 'SignedDocumentValidator' class. The DSS
framework provides five implementations of validator:

* XMLDocumentValidator,
* CMSDocumentValidator,
¢« PDFDocumentValidator,
* ASiCContainerWithXAdESValidator,
» ASiCContainerWithCAdESValidator.

DSS provides a method to initialize a relevant validator based on the provided signed file (it checks
the file format and loads the required validator from a classpath). Below you can find a list of
settings that can be used for the configuration of the class.

SignedDocumentValidator usage

// The method allows instantiation of a related validator for a provided document
// independently on its format (the target dss module must be added as dependency)
SignedDocumentValidator documentValidator = SignedDocumentValidator.fromDocument
(document);

// Allows specifying a custom certificate verifier (online or offline)
documentValidator.setCertificateVerifier(new CommonCertificateVerifier());

// Allows defining of a signing certificate in the explicit way, in case if the
certificate

// is not provided in the signature itself (can be used for non-ASiC signatures)
documentValidator.defineSigningCertificate(DSSUtils.loadCertificateFromBase64EncodedSt
ring(

"MIIC9TCCAd2gAwIBAgIBAjANBgkghkiG9w@BAQUFADArMQswCQYDVQQGEwIBQTEMMA0GATUEChMDRFNTMQ4wD
AYDVQQDEwVIQOEgQTAeFwoxMzEyMDIxNzMzMTBaFw@xNTEyMDIxNzMzMTBaMDAxCzAJBgNVBAYTAkFBMQwwCgY
DVQQKEwNEU1TMxEzARBgNVBAMTCnVzZXIgQSBSUGEwgZ8wDQYJKoZIhveNAQEBBQADGY@AMIGIA0GBAJUHHAphm
SDdQ1t62tppK+dLTANsE2nAj+HCpasS3oh1BsrhteRsvTAbrDyIzCmTYWu/nVI4TGvbzBESwV/QitlkoMLpYFw
32MIBf2DLmECZzGI3vm5hawbu8S9quR1h8Vu7QWd+5KMabZuR+j91R1SuoYBxS2ZQxIwTvhviWIhRYjAgMBAAG]g
alwgZ8wCQYDVRATBAIWADAdBgNVHQ4EFgQUIESNTWfwg13c3LQZzqqwibY5WVYwUwYDVROjBEwwSoAUIOTCDsB
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SUcEoFZxKaWf1PAL1U+uhL6QtMCsxDDAKBgNVBAoTAGRTUZELMAKGATUEBhMCQUEXDjAMBgNVBAMTBYIDQSBBg
gEBMASGATUdDWQEAwIHgDARBgNVHSAECjAIMAYGBFUdIAAWDQYJKoZIhveNAQEFBQADggEBAGnhhnoyVUhDNr/
BSbZ/uWfSuwzFPG+2VIK6WxdIaaXOORFGIdFwG1AwA/Qzpq9snfBxuTkAykxq@uEDhHTj0gXxWRjQ+Dop/Drme
coF/zDvgGusyY1YXaABd/ke3IYt7ns7z3tpiqlz4A7a/UHp1BRXfqjyaZurZuJQRaSdxh6CNhdEU1UBxkbb1Sd
Mju0gjzSDjcDjcegjvDquMKdDetvtu2Qh4ConBBo3fUImwiFRWnbudS5H2HE181kC7gY/QIuNr7USf1PNyUgcG
2931cMtemj7UTBHZ2V/jPf7ZXqwfnVSaYkNvM3weAI6R3PIOSTjdxN6a9qjtIx1d40YEdw="));

// Sets the detached contents that were used for the detached signature creation
documentValidator.setDetachedContents(Arrays.asList(new InMemoryDocument("Hello
world!".getBytes())));

// Allows defining a custom Process Executor
// By default used {@code new DefaultSignatureProcessExecutor()}
documentValidator.setProcessExecutor(new DefaultSignatureProcessExecutor());

// Sets custom Signature Policy Provider
documentValidator.setSignaturePolicyProvider(new SignaturePolicyProvider());

// Sets an expected signature validation level

// The recommended level is ARCHIVAL DATA (maximal level of the validation)
// Default : ValidationLevel.ARCHIVAL DATA
documentValidator.setValidationLevel(ValidationLevel.ARCHIVAL DATA);

// Sets if the ETSI validation report must be created

// If true, it will become accessible through the method below
// Default : true
documentValidator.setEnableEtsiValidationReport(true);

// Executes the validation process and produces validation reports:

// Simple report, Detailed report, Diagnostic data and ETSI Validation Report (if
enabled)

Reports reports = documentValidator.validateDocument();

// Returns ETSI Validation Report (if enabled, NULL otherwise)
ValidationReportType etsiValidationReport = reports.getEtsiValidationReportlaxb();

EU Trusted Lists of Certification Service Providers

On 16 October 2009 the European Commission adopted a Decision setting out measures facilitating
the use of procedures by electronic means through the "points of single contact" under the Services
Directive. One of the measures adopted by the Decision consisted in the obligation for Member
States to establish and publish by 28.12.2009 their Trusted List of supervised/accredited
certification service providers issuing qualified certificates to the public. The objective of this
obligation is to enhance cross-border use of electronic signatures by increasing trust in electronic
signatures originating from other Member States. The Decision was updated several times since
16.10.2009; the last amendment was made on 01.02.2014. The consolidated version is available here
for information.
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In order to allow access to the trusted lists of all Member States in an easy manner, the European
Commission has published a central list with links to national "trusted lists". This central list will
now be designated in the document under the abbreviation LOTL.

The LOTL is published by the EU at the following URL : https://ec.europa.eu/tools/lotl/eu-lotl.xml.
This XML file contains the list of the trusted list. This file must be signed by an allowed certificate.
To know who has the permission to sign / publish the LOTL, we need to refer to the Official Journal
of the Union (https://eur-lex.europa.eu/legal-content/EN/TXT/?
uri=uriserv:0]J.C_.2019.276.01.0001.01.ENG).

The signature format of the LOTL and TL should be XAdES-BASELINE-B. If the LOTL signature is
valid, its content can be trusted. The LOTL contains for each country some information : urls of the
XML/PDF files, the allowed certificates to sign, ...

So, we trusted the LOTL, we can process each trusted list. If they are valid, we can trust the service
providers and its certificates.

To build the source of trust, DSS requires :

* the LOTL url (XML);
* the LOTL country code;

* a trust store which contains allowed certificates (extracted from the O]).

Below, you can find a complete example to load the LOTL and its linked TLs.
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Configuration to load the LOTL and related TLs
TSLRepository tslRepository = new TSLRepository();

TrustedListsCertificateSource certificateSource = new TrustedListsCertificateSource();
tslRepository.setTrustedlListsCertificateSource(certificateSource);

TSLValidationJob job = new TSLValidationJob();
job.setDataloader (new CommonsDataloader());
job.setCheckLOTLSignature(true);
job.setCheckTSLSignatures(true);
job.setlLotlUr1("https://ec.europa.eu/tools/lotl/eu-lotl.xml");
job.setLot1Code("EU");

// Defines a URL where the keystore certificates were obtained from
// This information is needed to be able to filter the LOTL pivots
job.setOjUr1("https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv:0J.C_.2019.276.01.0001.01.ENG");

// The keystore contains certificates referenced in the Official Journal Link (0] URL)
KeyStoreCertificateSource keyStoreCertificateSource = new KeyStoreCertificateSource
(new File("src/main/resources/keystore.p12"), "PKCS12",

"dss-password");
job.setOjContentKeyStore(keyStoreCertificateSource);
job.setRepository(tslRepository);

job.refresh();

The TrustedListsCertificateSource is updated with the trusted certificates.

To generate the trust store, there’s an utility class CreateKeyStoreApp in the dss-cookbook module.

Non-European trusted lists support

Additionally, DSS can load external trusted lists. These trusted lists are checked against their trust
store (keystore which contains the authorized TL signers).
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Handling of Non-European trusted list(s)

TSLValidationJob job = new TSLValidationJob();
/] ...

// Configuration to load the peruvian trusted list.

// DSS requires the country code, the URL and allowed signing certificates
OtherTrustedList peru = new OtherTrustedList();

peru.setCountryCode("PE");
peru.setUr1("https://iofe.indecopi.gob.pe/TSL/ts1-pe.xml");
peru.setTrustStore(qgetTrustStore());

job.setOtherTrustedLists(Arrays.asList(peru));

Validation Result Materials

The result of the validation process consists of three elements:

¢ the Simple Report,
* the Detailed Report,
 the Diagnostic Data and

 the ETSI Validation Report.

All these reports are encoded using XML, which allows the implementer to easily manipulate and
extract information for further analysis. For each report, XML Schema and JaxB model are
available as maven dependencies.

DSS also provides XSLT to able to generate PDF or HTML reports (simple and detailed reports).

You will find below a detailed description of each of these elements.

Simple Report

This is a sample of the simple validation report:
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Simple Report

46

<SimpleReport xmlns="http://dss.esig.europa.eu/validation/simple-report">
<Policy>
<PolicyName>QES AdESQC TL based</PolicyName>
<PolicyDescription>Validate electronic signatures and indicates whether they
are Advanced electronic Signatures (AdES), AdES supported by a Qualified Certificate
(AdES/QC) or a
Qualified electronic Signature (QES). A1l certificates and their related
chains supporting the signatures are validated against the EU Member State Trusted
Lists (this includes
signer's certificate and certificates used to validate certificate validity
status services - CRLs, OCSP, and time-stamps).
</PolicyDescription>
</Policy>
<ValidationTime>2019-07-25T06:28:44</ValidationTime>
<DocumentName>sample-signed-xades-baseline-1ta.xml</DocumentName>
<ValidSignaturesCount>1</ValidSignaturesCount>
<SignaturesCount>1</SignaturesCount>
<Signature Id="S-F55073FB926640BC883BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F"
SignatureFormat="XAdES-BASELINE-LTA">
<SigningTime>2019-07-25T06:28:24</SigningTime>
<BestSignatureTime>2019-07-25T06:28:27</BestSignatureTime>
<SignedBy>C-
B9BB051A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352</S1gnedBy>
<CertificateChain>
<Certificate>
<id>C-
B9B8051A58645938F660EC1261B7534E2DC7422882D873B2876204BBA1078352</1d>
<qualifiedName>good-user</qualifiedName>
</Certificate>
<Certificate>
<id>C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C80AFOC4180F3</1d>
<qualifiedName>good-ca</qualifiedName>
</Certificate>
<Certificate>
<id>C-
120E8DC626116B9D1456E98E8950961212CFA6A68BI11CE2E78C76CF85868AB8</1d>
<qualifiedName>root-ca</qualifiedName>
</Certificate>
</CertificateChain>
<Signaturelevel description="Not applicable">N/A</SignaturelLevel>
<Indication>TOTAL_PASSED</Indication>
<Errors>The certificate path is not trusted!</Errors>
<SignatureScope name="0-i1d-87e10c3267a50d56de93241478704549-1" scope="PARTIAL
">The XML element with ID '0-1d-87e10c3267a50d56de93241478704549-1" with
transformations.</SignatureScope>
</Signature>
</SimpleReport>



The result of the validation process is based on very complex rules. The purpose of this report is to
make as simple as possible the information while keeping the most important elements. Thus the
end user can, at a glance, have a synthetic view of the validation. To build this report the
framework uses some simple rules and the detailed report as input.

Detailed Report

This is a sample of the detailed validation report. Its structure is based on the ETSI standard [R08]
and is built around Basic Building Blocks, Basic Validation Data, Timestamp Validation Data, AAES-T
Validation Data and Long Term Validation Data. Some segments were deleted to make reading
easier. They are marked by three dots:

Detailed Report

<DetailedReport xmlns="http://dss.esig.europa.eu/validation/detailed-report">
<Signatures Id="S-
F55073FB926640BC883BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F" >
<ValidationProcessBasicSignatures Title="Validation Process for Basic
Signatures">
<Constraint Id="S-
F55073FB926640BC883BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F" >
<Name NameId="ADEST ROBVPIIC">Is the result of the Basic Validation
Process conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<ProofOfExistence>
<Time>2019-07-25T06:28:44</Time>
</ProofOfExistence>
</ValidationProcessBasicSignatures>
<ValidationProcessTimestamps Id="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" Type=
"SIGNATURE _TIMESTAMP" ProductionTime="2019-07-25T06:28:27" Title="Validation Process
for Timestamps">
<Constraint Id="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74">
<Name NameId="ADEST_ROTVPIIC">Is the result of the timestamps
validation process conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</ValidationProcessTimestamps>
<ValidationProcessTimestamps Id="T-
OAQAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1C1F95510D173" Type=
"ARCHIVE_TIMESTAMP" ProductionTime="2019-07-25T06:28:27" Title="Validation Process for
Timestamps">
<Constraint Id="T-
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OAOAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1CT1F95510D173">
<Name NameId="ADEST_ROTVPIIC">Is the result of the timestamps
validation process conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</ValidationProcessTimestamps>
<ValidationProcessLongTermData Title="Validation Process for Signatures with
Time and Signatures with Long-Term Validation Data">
<Constraint>
<Name NameId="LTV_ABSV">Is the result of the Basic Validation Process
acceptable?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="TSV_ASTPTCT">Are timestamps in the right order?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_SAV_ISQPSTP">Is signed qualifying property:
'signing-time' present?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="ADEST_ISTPTDABST">Is the signing-time plus the timestamp
delay after the best-signature-time?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_SAV_ISVA">Is the signature acceptable?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<ProofOfExistence>
<Time>2019-07-25T06:28:27</Time>
<TimestampId>T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74</Timestampld>
</ProofOfExistence>
</ValidationProcessLongTermData>
<ValidationProcessArchivalData Title="Validation Process for Signatures with
Archival Data">
<Constraint>
<Name NameId="ARCH_LTVV">Is the result of the LTV validation process
acceptable?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
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<Indication>PASSED</Indication>
</Conclusion>
<ProofOfExistence>
<Time>2019-07-25T06:28:27</Time>
<TimestampId>T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74</TimestampId>
</ProofOfExistence>
</ValidationProcessArchivalData>
<ValidationSignatureQualification Id="S-
F55073FB926640BC883BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F"
SignatureQualification="N/A" Title="Signature Qualification">
<Constraint>
<Name NameId="QUAL_IS_ADES">Is the signature/seal an acceptable AdES
(ETSI EN 319 102-1) ?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TRUSTED_CERT_PATH">Is the certificate path
trusted?</Name>
<Status>NOT OK</Status>
<Error NameId="QUAL_TRUSTED_CERT_PATH_ANS">The certificate path is not
trusted!</Error>
</Constraint>
<Conclusion>
<Indication>FAILED</Indication>
<Errors NameId="QUAL_TRUSTED_CERT_PATH_ANS">The certificate path is
not trusted!</Errors>
<Errors NameId="QUAL_TRUSTED_CERT_PATH_ANS">The certificate path is
not trusted!</Errors>
</Conclusion>
</ValidationSignatureQualification>
</Signatures>
<BasicBuildingBlocks Id="R-
379134AF270381E452E0B9336911E44134304A46A2DEFQ45E43682603C33D7DE" Type="REVOCATION">
<ISC Title="Identification of the Signing Certificate">
<Constraint>
<Name NameId="BBB ICS ISCI">Is there an identified candidate for the
signing certificate?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CertificateChain>
<ChainItem Id="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDI9F6DBB246DCC890FFDC4163B230">
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
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</ChainItem>
</CertificateChain>
</ISC>
<CV Title="Cryptographic Verification">
<Constraint>
<Name NameId="BBB_CV_ISI">Is the signature intact?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</CV>
<SAV ValidationTime="2019-07-25T06:28:44" Title="Signature Acceptance
Validation">
<Constraint>
<Name NameId="ARCCM">Are revocation cryptographic constraints
met?</Name>
<Status>0K</Status>
<AdditionalInfo>Validation time : 2019-07-25 06:28 for token with ID :
[R-379134AF270381E452E0B9336911E44134304A46A2DEFA45E43682603C33D7DE]</Additionallnfo>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CryptographicInfo>
<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256</Algorithm>
<KeyLength>2048</KeyLength>
<Secure>true</Secure>
<NotAfter>2022-12-31T723:00:00</NotAfter>
</CryptographicInfo>
</SAV>
<XCV Title="X509 Certificate Validation">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<SubXCV Id="C-
F945D749E930BB699A5B5C62CF3DIF6F5QEDIIF6DBB246DCC890FFDC4163B230" TrustAnchor="false"
Title="Certificate Id = C-
F945D749E930BB699A5B5C62CF3DIF6F50EDI9F6DBB246DCC890FFDC4163B230">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</SubXCV>
<SubXCV Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" TrustAnchor="true"
Title="Certificate Id = C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Conclusion>
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<Indication>PASSED</Indication>
</Conclusion>
</SubXCV>
</XCV>
<CertificateChain>
<ChainItem Id="C-
F945D749E930BB699A5B5C62CF3D9F6F50ED99F6DBB246DCC890FFDC4163B230" >
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
</ChainItem>
</CertificateChain>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
<BasicBuildingBlocks Id="R-
F96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476" Type="REVOCATION">
<ISC Title="Identification of the Signing Certificate">
<Constraint>
<Name NameId="BBB ICS ISCI">Is there an identified candidate for the
signing certificate?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CertificateChain>
<ChainItem Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
</ChainIltem>
</CertificateChain>
</ISC>
<CV Title="Cryptographic Verification">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</CV>
<SAV ValidationTime="2019-07-25T06:28:44" Title="Signature Acceptance
Validation">

<Conclusion>
<Indication>PASSED</Indication>

</Conclusion>

</SAV>
<XCV Title="X509 Certificate Validation">
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<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<SubXCV Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" TrustAnchor="true"
Title="Certificate Id = C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</SubXCV>
</XCV>
<CertificateChain>
<ChainItem Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
</ChainItem>
</CertificateChain>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
<BasicBuildingBlocks Id="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" Type="TIMESTAMP">
<ISC Title="Identification of the Signing Certificate">
<Constraint>
<Name NameId="BBB ICS ISCI">Is there an identified candidate for the
signing certificate?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CertificateChain>
<ChainItem Id="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955">
<Source>TIMESTAMP</Source>
</ChainIltem>
<ChainItem Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
</ChainItem>
</CertificateChain>
</ISC>
<CV Title="Cryptographic Verification">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</CV>



<SAV ValidationTime="2019-07-25T06:28:44" Title="Signature Acceptance
Validation">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CryptographicInfo>
<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256</Algorithm>
<KeyLength>2048</KeyLength>
<Secure>true</Secure>
<NotAfter>2022-12-31723:00:00</NotAfter>
</CryptographicInfo>
</SAV>
<XCV Title="X509 Certificate Validation">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<SubXCV Id="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955" TrustAnchor="false"
Title="Certificate Id = C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<RFC Id="R-
FO96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476" Title="Revocation
Freshness Checker">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</RFC>
</SubXCV>
<SubXCV Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" TrustAnchor="true"
Title="Certificate Id = C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</SubXCV>
</XCV>
<CertificateChain>
<ChainItem Id="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955">
<Source>TIMESTAMP</Source>
</ChainItem>
<ChainItem Id="C-
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120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
</ChainIltem>
</CertificateChain>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
<BasicBuildingBlocks Id="T-

OAOAA730F5D2C057EA93ATFD318FBE1D547A4(624C0635B318C1C1F95510D173" Type="TIMESTAMP">

<ISC Title="Identification of the Signing Certificate">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CertificateChain>
<ChainItem Id="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955">
<Source>TIMESTAMP</Source>
</ChainIltem>
<ChainItem Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
</ChainItem>
</CertificateChain>
</ISC>
<CV Title="Cryptographic Verification">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</CV>
<SAV ValidationTime="2019-07-25T06:28:44" Title="Signature Acceptance
Validation">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CryptographicInfo>
<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#frsa-
sha256</Algorithm>
<KeyLength>2048</KeyLength>
<Secure>true</Secure>
<NotAfter>2022-12-31723:00:00</NotAfter>
</CryptographicInfo>
</SAV>
<XCV Title="X509 Certificate Validation">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>



<SubXCV Id="C-

DC1CD75D6EQF8F1D6D33F1F99ET1B709693A38DDFA7DC7A357100295A6CF4C955" TrustAnchor="false"

Title="Certificate Id = C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955" >

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<RFC Id="R-
FO96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476" Title="Revocation
Freshness Checker">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</RFC>
</SubXCV>
<SubXCV Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" TrustAnchor="true"
Title="Certificate Id = C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</SubXCV>
</XCV>

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
<BasicBuildingBlocks Id="S-
F55073FB926640BC883BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F" Type="SIGNATURE">
<FC Title="Format Checking">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</FC>
<ISC Title="Identification of the Signing Certificate">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CertificateChain>
<ChainItem Id="C-
BIB8051A58645938F660EC1261B7534E2DC7422882D873B2876204BBA1078352">
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C80AFAC4180F3">
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<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
</ChainItem>
</CertificateChain>
</ISC>
<VCI Title="Validation Context Initialization">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</VCI>
<CV Title="Cryptographic Verification">
<Constraint>
<Name NameId="BBB_CV_IRDOF">Is the reference data object found?</Name>
<Status>0K</Status>
<AdditionalInfo>Reference : r-id-87e10c3267350d56de93241478704549-
1</AdditionalInfo>
</Constraint>

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</CV>
<SAV ValidationTime="2019-07-25T06:28:44" Title="Signature Acceptance
Validation">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CryptographicInfo>
<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256</Algorithm>
<KeylLength>2048</KeyLength>
<Secure>true</Secure>
<NotAfter>2022-12-31T723:00:00</NotAfter>
</CryptographicInfo>
</SAV>
<XCV Title="X509 Certificate Validation">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<SubXCV Id="C-
BIBBO51A58645938F660EC1261B7534E2DC7422882D873B2876204BBA1078352" TrustAnchor="false"
Title="Certificate Id = C-
BIBBO51A58645938F660EC1261B7534E2DC7422882D873B2876204BBA1078352">

<Conclusion>



<Indication>PASSED</Indication>
</Conclusion>
<RFC Id="R-
379134AF270381E452E0B9336911E44134304A46A2DEFQ45E43682603C33D7DE" Title="Revocation
Freshness Checker">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</RFC>
</SubXCV>
<SubXCV Id="C-

FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C80AFOC4180F3" TrustAnchor="false"

Title="Certificate Id = C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE4A9C8OAFOC4180F3" >

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<RFC Id="R-
FO6DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476" Title="Revocation
Freshness Checker">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</RFC>
</SubXCV>
<SubXCV Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" TrustAnchor="true"
Title="Certificate Id = C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</SubXCV>
</XCV>
<CertificateChain>
<ChainItem Id="C-
BIB8BO51A58645938F660EC1261B7534E2DC7422882D873B2876204BBA1078352">
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C8AAFAC4180F3" >
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<Source>TRUSTED_STORE</Source>
</ChainItem>
</CertificateChain>
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<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
</DetailedReport>

For example the Basic Building Blocks are divided into seven elements:

* FC- Format Checking

 ISC - Identification of the Signing Certificate

VCI - Validation Context Initialization

¢ RFC - Revocation Freshness Checker

XCV - X.509 certificate validation

CV - Cryptographic Verification

» SAV - Signature Acceptance Validation
The following additional elements also can be executed in case of validation in the past :

e PCV - Past Certificate Validation
* VTS - Validation Time Sliding process
» POE extraction - Proof Of Existence extraction

* PSV - Past Signature Validation

Past certificate/signature validation is used when basic validation of a certificate/signature fails at
the current time with an INDETERMINATE status such that the provided proofs of existence may
help to go to a determined status. The process shall initialize the best-signature-time either to a time
indication for a related POE provided, or the current time when this parameter has not been used
by the algorithm.

* Best-signature-time is an internal variable for the algorithm denoting the earliest time when it
can be trusted by the SVA (either because proven by some POE present in the signature or
passed by the DA and for this reason assumed to be trusted) that a signature has existed. [R08]

Each block contains a number of rules that are executed sequentially. The rules are driven by the
constraints defined in the validation policy. The result of each rule is OK or NOT OK. The process is
stopped when the first rule fails. Each block also contains a conclusion. If all rules are met then the
conclusion node indicates PASSED. Otherwise FAILED or INDETERMINATE indication is returned
depending on the ETSI standard definition.

Diagnostic Data

This is a data set constructed from the information contained in the signature itself, but also from
information retrieved dynamically as revocation data and information extrapolated as the
mathematical validity of a signature. All this information is independent of the applied validation
policy. Two different validation policies applied to the same diagnostic data can lead to different
results.
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This is an example of the diagnostic data for a XAdES signature. Certain fields and certain values
were trimmed or deleted to make reading easier:

Diagnostic Data

<DiagnosticData xmlns="http://dss.esig.europa.eu/validation/diagnostic">
<DocumentName>sample-signed-xades-baseline-1ta.xml</DocumentName>
<ValidationDate>2019-07-25T06:28:44</ValidationDate>
<Signatures>
<Signature Id="S-
F55073FB926640BC883BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F ">
<DAIdentifier>id-87e10c3267a50d56de93241478704549</DAIdentifier>
<SignatureFilename>sample-signed-xades-baseline-
1ta.xml</SignatureFilename>
<DateTime>2019-07-25T06:28:24</DateTime>
<SignatureFormat>XAdES-BASELINE-LTA</SignatureFormat>
<StructuralValidation>
<Valid>true</Valid>
</StructuralValidation>
<DigestMatchers>
<DigestMatcher type="OBJECT" name="r-id-
87e10c3267350d56de93241478704549-1">
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
kcDHOZ jwZhVfuDhuhCeCERRmYpTH4Jj4RmfVVi31Q9g=</DigestValue>
<DataFound>true</DataFound>
<Datalntact>true</Datalntact>
</DigestMatcher>
<DigestMatcher type="SIGNED_PROPERTIES" name="#xades-id-
87e10c3267350d56de93241478704549" >
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
uwcJgm1GTIt+YsM6I2Iz/01CaFZHh+vhRUz10w+e8fk=</DigestValue>
<DataFound>true</DataFound>
<Datalntact>true</Datalntact>
</DigestMatcher>
</DigestMatchers>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>2048</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<SignatureIntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
B9B80D51A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352">
<AttributePresent>true</AttributePresent>
<DigestValuePresent>true</DigestValuePresent>
<DigestValueMatch>true</DigestValueMatch>
<IssuerSerialMatch>true</IssuerSerialMatch>
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</SigningCertificate>
<CertificateChain>
<ChainItem Certificate="C-
B9B80O51A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352" />
<ChainItem Certificate="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C80AFOC4180F3" />
<ChainItem Certificate="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
</CertificateChain>
<MimeType>text/xml</MimeType>
<CommitmentTypelndication/>
<SignerDocumentRepresentations HashOnly="false" DocHashOnly="false"/>
<FoundCertificates>
<RelatedCertificate Certificate="C-
B9IB80D51A58645938F660EC1261B7534E2DC7422882D873B2876204BBA1078352">
<0rigin>KEY_INFO</Origin>
<CertificateRef>
<0rigin>SIGNING_CERTIFICATE</Origin>

<IssuerSerial>MFYwUaRPME@xEDAOBgNVBAMMB2dvb2QtY2ExGTAXBgNVBAOMEESvd21uYSBTb2x1dG1vbnMx
ETAPBgNVBAsMCFBLSSTURVNUMQswCQYDVQQGEwIMVQIBCg==</IssuerSerial>
<DigestAlgoAndValue>
<DigestMethod>SHA512</DigestMethod>

<DigestValue>1teY@ORv@BNnZ801ubGTCI81/QTXWQg1LncD81d9fvnyHwDqc2901RkCpnscOmK7 TbKAcusH2W
c9vzNQ4mCyTCg==</DigestValue>
</DigestAlgoAndValue>
</CertificateRef>
</RelatedCertificate>
<RelatedCertificate Certificate="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C8QAFAC4180F3" >
<0rigin>KEY_INFO</Origin>
</RelatedCertificate>
<RelatedCertificate Certificate="C-
F945D749E930BB699A5B5C62CF3D9F6F50ED99F6DBB246DCC890FFDC4163B230" >
<0rigin>CERTIFICATE_VALUES</Origin>
</RelatedCertificate>
</FoundCertificates>
<FoundRevocations>
<RelatedRevocation Revocation="R-
F96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476">
<Type>CRL</Type>
<0rigin>REVOCATION_VALUES</0Origin>
</RelatedRevocation>
<RelatedRevocation Revocation="R-
379134AF270381E452E0B9336911E44134304A46A2DEF045E43682603C33D7DE" >
<Type>0CSP</Type>
<0rigin>REVOCATION_VALUES</Origin>
</RelatedRevocation>
</FoundRevocations>
<FoundTimestamps>
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<FoundTimestamp Timestamp="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" Location="XAdES"/>
<FoundTimestamp Timestamp="T-
OAQAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1C1F95510D173" Location="XAdES"/>
</FoundTimestamps>
<SignatureScopes>
<SignatureScope SignerData="D-
QEF@990FA5C83EF3047CAEEDA758AFE3183D1FD4B64601AOB34EBC1881CT1FDFB">
<Scope>PARTIAL</Scope>
<Name>o0-1d-87e10c3267a50d56de93241478704549-1</Name>
<Description>The XML element with ID 'o-id-
87e10¢3267350d56de93241478704549-1" with transformations.</Description>
<Transformations>
<Transformation>Baseb4 Decoding</Transformation>
</Transformations>
</SignatureScope>
</SignatureScopes>
<SignatureDigestReference>
<CanonicalizationMethod>http://www.w3.0rg/2001/10/xml-exc-
c14n#t</CanonicalizationMethod>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
cT57n+Qadqp/FY8vpIlOyymv76Z+hX71y@cTspOLGYew=</DigestValue>
</SignatureDigestReference>

<SignatureValue>nZYz1HBV21w+vk1vBpmphA8MdUhHAMQ3Z5qQWZCEnkNnUi5bxMsAHI7WqTcnbW+Nt1CaEy
2P+6viGfRUSYIb5chA67LZTPaYNOHfr03BWI901CDg34yuRrHOmkpJIBzG96vTbRIy3L3jiph4bFLOB/0AX1F3Ng
EX2MS71ErXd/tP5q1TIZf8namEkJIKdk4FoAmL3GhphXK32jd@F rWbTYRD+WEzHRKsbborPRV1vFb1CbIfca9IN
€J9qAPAK2nkzWSIVd7BS5206YWF21usfLgpIwfrSZVQ640330mKf2d2De9mBpqx81bnFpPvbQQ570WFets2dCM

PcXI2QNyhL1tjg==</SignatureValue>
</Signature>
</Signatures>
<UsedCertificates>
<Certificate Id="C-

B9B80O51A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352">

<SubjectDistinguishedName Format="CANONICAL">c=1u,ou=pki-test,o=nowina
solutions,cn=good-user</SubjectDistinguishedName>

<SubjectDistinguishedName Format="RFC2253">C=LU,Q0U=PKI-TEST,0=Nowina
Solutions,CN=good-user</SubjectDistinguishedName>

<IssuerDistinguishedName Format="CANONICAL">c=1u,ou=pki-test,o=nowina
solutions, cn=good-ca</IssuerDistinguishedName>

<IssuerDistinguishedName Format="RF(2253">C=LU,QU=PKI-TEST,0=Nowina
Solutions,CN=good-ca</IssuerDistinguishedName>

<SerialNumber>10</SerialNumber>

<CommonName>good-user</CommonName>

<CountryName>LU</CountryName>

<0rganizationName>Nowina Solutions</0OrganizationName>

<0OrganizationalUnit>PKI-TEST</OrganizationalUnit>

<AuthorityInformationAccessUrls>

<aialrl>http://dss.nowina.lu/pki-factory/crt/good-ca.crt</aialrl>
</AuthorityInformationAccessUrls>
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<CRLDistributionPoints/>
<0CSPAccessUrls>
<ocspServerUrl>http://dss.nowina.lu/pki-factory/ocsp/good-
ca</ocspServerUrl>
</0CSPAccessUrls>
<Sources>
<Source>SIGNATURE</Source>
</Sources>
<NotAfter>2020-03-05T09:20:36</NotAfter>
<NotBefore>2018-05-05T08:20:36</NotBefore>
<PublicKeySize>2048</PublicKeySize>
<PublicKeyEncryptionAlgo>RSA</PublicKeyEncryptionAlgo>
<KeyUsageBits>
<KeyUsage>nonRepudiation</KeyUsage>
</KeyUsageBits>
<ExtendedKeyUsages/>
<IdPkix0cspNoCheck>false</IdPkix0cspNoCheck>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>2048</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<Signaturelntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C80AFOC4180F3" />
<CertificateChain>
<ChainItem Certificate="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C80AFOC4180F3" />
<ChainItem Certificate="C-
120E8DC626116B9D1456E98E8950961212CFA6A68BI11CE2E78C76CF85868AB8" />
</CertificateChain>
<Trusted>false</Trusted>
<SelfSigned>false</SelfSigned>
<CertificatePolicies/>
<QCStatementIds/>
<QCTypes/>
<TrustedServiceProviders/>
<Revocations>
<CertificateRevocation Revocation="R-
379134AF270381E452E0B9336911E44134304A46A2DEFO45E43682603C33D7DE">
<Status>true</Status>
</CertificateRevocation>
</Revocations>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
ubgFG1hkWTj2YOwSYbdTT1i3HQi1C2H0yh2IEubEHg1I=</DigestValue>
</DigestAlgoAndValue>
</Certificate>



<Certificate Id="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C8OAFAC4A180F3" >

</Certificate>
<Certificate Id="C-
DC1CD75D6EOF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955">

</Certificate>
<Certificate Id="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDI9F6DBB246DCC890FFDC4163B230" >

</Certificate>
<Certificate Id="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >

</Certificate>
</UsedCertificates>
<UsedRevocations>
<Revocation Id="R-
379134AF270381E452E0B9336911E44134304A46A2DEFQ45E43682603C33D7DE">
<0rigin>SIGNATURE</Origin>
<Type>0CSP</Type>
<ProductionDate>2019-07-25T06:28:27</ProductionDate>
<ThisUpdate>2019-07-25T06:28:27</ThisUpdate>
<CertHashExtensionPresent>false</CertHashExtensionPresent>
<CertHashExtensionMatch>false</CertHashExtensionMatch>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>2048</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<SignaturelIntact>true</SignatureIntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDIIF6DBB246DCC890OFFDC4163B230" />
<CertificateChain>
<ChainItem Certificate="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDIIF6DBB246DCC890FFDC4163B230" />
<ChainItem Certificate="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
</CertificateChain>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
N5E@rycDgeRS4LkzaRHkQTQwSkai3vBF5DaCYDwz194=</DigestValue>
</DigestAlgoAndValue>
</Revocation>
<Revocation Id="R-
F96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8CAC7CD3E476">

63



64

</Revocation>
</UsedRevocations>
<UsedTimestamps>
<Timestamp Type="SIGNATURE_TIMESTAMP" Id="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74">
<ProductionTime>2019-07-25T06:28:27</ProductionTime>
<DigestMatcher type="MESSAGE_IMPRINT">
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
CHIoArhVVPVdhn9Pn7AvBPIGa+LI5e+0A+e2XaytWDM=</DigestValue>
<DataFound>true</DataFound>
<Datalntact>true</Datalntact>
</DigestMatcher>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>2048</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<SignatureIntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955" />
<CertificateChain>
<ChainItem Certificate="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955" />
<ChainItem Certificate="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
</CertificateChain>
<TimestampedObjects>
<TimestampedObject Token="D-
QEF@990FA5C83EF3047CAEEDA758AFE3183D1FD4B64601AOB34EBC1881CTFDFB" Category=
"SIGNED_DATA"/>
<TimestampedObject Token="S-
F55073FB926640BC883BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F" Category="SIGNATURE
"/>
<TimestampedObject Token="C-
B9B8051A58645938F660EC1261B7534E2DC7422882D873B2876204BBA1078352" Category=
"CERTIFICATE"/>
</TimestampedObjects>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
zpaXI3FcEVL+FpWFWvnJ4vEghdyx2HY300NOdKBHfHQ=</DigestValue>
</DigestAlgoAndValue>
</Timestamp>
<Timestamp Type="ARCHIVE_TIMESTAMP" Id="T-
OAQAA730F5D2C057EA93ATFD318FBETD547A4C624C0635B318C1C1F95510D173">

</Timestamp>
</UsedTimestamps>



<0OrphanTokens/>
<0riginalDocuments>
<SignerData Id="D-
OEFO990FA5C83EF3047CAEEDA758AFE3183D1FD4B64601AOB34EBC1881C1FDFB">
<ReferencedName>o0-id-87e10c3267a50d56de93241478704549-1</ReferencedName>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
kcDHOZ jwZhVfuDhuhCeCERRmYpTH4Jj4RmfVVi31Q9g=</DigestValue>
</DigestAlgoAndValue>
</SignerData>
</0riginalDocuments>
<TrustedLists/>
</DiagnosticData>

ETSI Validation Report

The ETSI Validation Report represents an implementation of TS 119 102-2 (cf. [R12]). The report
contains a standardized result of an ASiC digital signature validation. It includes the original
validation input data, the applied validation policy, as well as the validation result of one or more
signature(s) and its(their) constraints.

This is an example of the ETSI validation report:

ETSI Validation Report (TS 119 102-2)

<ValidationReport xmlns="http://uri.etsi.org/19102/v1.2.1#" xmlns:ns2=
"http://www.w3.0rg/2000/09/xmldsig#" xmlns:ns4="http://uri.etsi.org/02231/v24"
xmlns:ns3="http://uri.etsi.orqg/01903/v1.3.2#">
<SignatureValidationReport>
<Signatureldentifier id="S-
F55073FB926640BC8383BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F ">
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
"
<ns2:DigestValue>
uwcJIqm16TIt+YsM6I21z/01CaFZHh+vhRUz10w+e8fk=</ns2:DigestValue>
</DigestAlgAndValue>

<ns2:SignatureValue>nZYz1HBV21w+vk1vBpmphA8MdUhHAMQ3Z5qQWZCEnkNnU15bxMsAH97WqTcnbW+Nt1
CaEy2P+6viGfRUsYIb5chA67LZTPaYNOHfr03BWI01CDg34yuRrHOmkpIBzG96vTbRIy3L3jiph4bFLOB/0AX1
F3NgEX2MS71ErXd/tP5g1TIZf8namEkJKdk4FoAmL3GhphXK32jdOF rWbTYRD+WEzHRKsbborPRV1vFb1CbIfc
a9INejgqAPAK2nkzWSIVd7BS5206YWF21usfLqpIwfrSZVQ640330mKf2d2De9mBpqx81bnFpPvbQQ570WFets
2dCMPcXI2QNyhL1tjg==</ns2:SignatureValue>
<HashOnly>false</HashOnly>
<DocHashOnly>false</DocHashOnly>
<DAIdentifier>id-87e10c3267a50d56de93241478704549</DAldentifier>
</Signatureldentifier>
<ValidationConstraintsEvaluationReport>
<ValidationConstraint>
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<ValidationConstraintIdentifier>
urn:cef:dss:bbb:formatChecking</ValidationConstraintIdentifier>
<ConstraintStatus>
<Status>urn:etsi:019102:constraintStatus:applied</Status>
</ConstraintStatus>
<ValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
</ValidationStatus>
</ValidationConstraint>
<ValidationConstraint>

<ValidationConstraintIdentifier>urn:cef:dss:bbb:identification0fTheSigningCertificate<
/ValidationConstraintIdentifier>
<ConstraintStatus>
<Status>urn:etsi:019102:constraintStatus:applied</Status>
</ConstraintStatus>
<ValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
</ValidationStatus>
</ValidationConstraint>
<ValidationConstraint>

<ValidationConstraintIdentifier>urn:cef:dss:bbb:validationContextInitialization</Valid
ationConstraintIdentifier>
<ConstraintStatus>
<Status>urn:etsi:019102:constraintStatus:applied</Status>
</ConstraintStatus>
<ValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
</ValidationStatus>
</ValidationConstraint>
<ValidationConstraint>

<ValidationConstraintIdentifier>urn:cef:dss:bbb:cryptographicVerification</ValidationC
onstraintIdentifier>
<ConstraintStatus>
<Status>urn:etsi:019102:constraintStatus:applied</Status>
</ConstraintStatus>
<ValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
</ValidationStatus>
</ValidationConstraint>
<ValidationConstraint>

<ValidationConstraintIdentifier>urn:cef:dss:bbb:signatureAcceptanceValidation</Validat
ionConstraintIdentifier>
<ConstraintStatus>



<Status>urn:etsi:019102:constraintStatus:applied</Status>
</ConstraintStatus>
<ValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
</ValidationStatus>
</ValidationConstraint>
<ValidationConstraint>

<ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation</ValidationC
onstraintIdentifier>
<ConstraintStatus>
<Status>urn:etsi:019102:constraintStatus:applied</Status>
</ConstraintStatus>
<ValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
</ValidationStatus>
</ValidationConstraint>
<ValidationConstraint>

<ValidationConstraintIdentifier>urn:cef:dss:bbb:pastSignatureValidation</ValidationCon
straintIdentifier>
<ConstraintStatus>
<Status>urn:etsi:019102:constraintStatus:disabled</Status>
</ConstraintStatus>
</ValidationConstraint>
<ValidationConstraint>

<ValidationConstraintIdentifier>urn:cef:dss:bbb:pastCertificateValidation</ValidationC
onstraintIdentifier>
<ConstraintStatus>
<Status>urn:etsi:019102:constraintStatus:disabled</Status>
</ConstraintStatus>
</ValidationConstraint>
<ValidationConstraint>
<ValidationConstraintIdentifier>
urn:cef:dss:bbb:validationTimeSliding</ValidationConstraintIdentifier>
<ConstraintStatus>
<Status>urn:etsi:019102:constraintStatus:disabled</Status>
</ConstraintStatus>
</ValidationConstraint>
</ValidationConstraintsEvaluationReport>
<ValidationTimeInfo>
<ValidationTime>2019-07-25T06:28:447</ValidationTime>
<BestSignatureTime>
<POETime>2019-07-25T06:28:277</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
<POEObject VOReference="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" />
</BestSignatureTime>
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</ValidationTimeInfo>
<SignersDocument>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
"/>
<ns2:DigestValue>
kcDHOZ jwZhVfuDhuhCeCERRmYpTH4Jj4RmfVVi31Q9g=</ns2:DigestValue>
</DigestAlgAndValue>
<SignersDocumentRef VOReference="D-
OEFO990FASC83EF3047C4EEDA758AFE3183D1FD4B64601AOB34EBC1881C1FDFB" />
</SignersDocument>
<SignatureAttributes>
<SigningTime Signed="true">
<Time>2019-07-25T06:28:247</Time>
</SigningTime>
<SigningCertificate Signed="true">
<AttributeObject VOReference="C-
B9B80O51A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352" />
<CertID>

<X509IssuerSerial>MFYwUaRPME@xEDAOBgNVBAMMB2dvb2QtY2ExGTAXBgNVBAOMEESvd21uYSBTb2x1dG1v

bnMxETAPBgNVBASMCFBLSSTURVNUMQswCQYDVQQGEwIMVQIBCg==</X509IssuerSerial>
<ns2:DigestMethod Algorithm=

“http://www.w3.0rg/2001/04/xmlenc#sha512"/>

<ns2:DigestValue>1teYORvOBnnZ801lubGTCI81/QTXWQg1LncD81d9fvnyHwDqc2901RkCpnsc@mK7TbKAcu
sH2Wc9vzNQ4mCyTCg==</ns2:DigestValue>
</CertID>
</SigningCertificate>
<DatalbjectFormat Signed="true">
<MimeType>text/xml</MimeType>
</DatalbjectFormat>
<SignatureTimeStamp>
<AttributeObject VOReference="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" />
<TimeStampValue>2019-07-25T06:28:277</TimeStampValue>
</SignatureTimeStamp>
<CertificateValues>
<AttributeObject VOReference="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDIIF6DBB246DCC890FFDC4163B230" />
</CertificateValues>
<RevocationValues>
<AttributeObject VOReference="R-
F96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476" />
<AttributeObject VOReference="R-
379134AF270381E452E0B9336911E44134304A46A2DEFQ45E43682603C33D7DE" />
</RevocationValues>
<ArchiveTimeStamp>
<AttributeObject VOReference="T-
OAQAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1C1F95510D173" />
<TimeStampValue>2019-07-25T06:28:277</TimeStampValue>
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</ArchiveTimeStamp>

</SignatureAttributes>

<SignerInformation Pseudonym="false">
<SignerCertificate VOReference="C-

B9B8O51A58645938F66QECT1261B7534E2DC7422882D873B2876204BBA1078352" />

<Signer>good-user</Signer>

</SignerInformation>

<SignatureQuality>

<SignatureQualityInformation>urn:cef:dss:signatureQualification:notApplicable</Signatu
reQualityInformation>
</SignatureQuality>
<SignatureValidationProcess>
<SignatureValidationProcessID>
urn:etsi:019102:validationprocess:LTA</SignatureValidationProcessID>
</SignatureValidationProcess>
<SignatureValidationStatus>
<MainIndication>urn:etsi:019102:mainindication:total-
passed</MainIndication>
<AssociatedValidationReportData>
<TrustAnchor VOReference="C-
120E8DC626116B9D1456E98E8950961212CFA6A68BI11CE2E78C76CF85868AB8" />
<CertificateChain>
<SigningCertificate VOReference="C-
B9IBB0O51A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352" />
<IntermediateCertificate VOReference="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C80AF0C4180F3" />
<TrustAnchor VOReference="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
</CertificateChain>
<CryptoInformation>
<ValidationObjectId VOReference="S-
F55073FB926640BC883BC1E6D8D262776621E3E8CCFB1C53485CB62EAD435C2F" />
<Algorithm>http://www.w3.0rg/2001/04/xmldsig-moreffrsa-
sha256</Algorithm>
<SecureAlgorithm>true</SecureAlgorithm>
<NotAfter>2022-12-31T723:00:00Z</NotAfter>
</CryptoInformation>
</AssociatedValidationReportData>
</SignatureValidationStatus>
</SignatureValidationReport>
<SignatureValidationObjects>
<ValidationObject id="C-
B9IBB0O51A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352">
<0bjectType>urn:etsi:019102:validationObject:certificate</ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ns2:DigestValue>
ubgFGThkWTj2YOwSYbdTT1i3HQi1C2HOyh2IEubEHg1I=</ns2:DigestValue>



</DigestAlgAndValue>
</ValidationObject>
<POE>
<POETime>2019-07-25T06:28:27Z</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
<POEObject VOReference="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" />
</POE>
</ValidationObject>
<ValidationObject id="C-
FE7DFD7173311743BAFD5D919292663470D94A18FCF4300BE49C80AFOC4180F3">
<0bjectType>urn:etsi:019102:validationObject:certificate</ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlencfsha256"/>
<ns2:DigestValue>
/n39cXMxF@06/V2RkpImNHDZShj89DAL5]yArwxBgPM=</ns2:DigestValue>
</DigestAlgAndValue>
</ValidationObject>
<POE>
<POETime>2019-07-25T06:28:44Z</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
</POE>
</ValidationObject>
<ValidationObject id="C-
DC1CD75D6EQF8F1D6D33F1F99ET1B709693A38DDFA7DC7A357100295A6CF4C955">
<0bjectType>urn:etsi:019102:validationObject:certificate</ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ns2:DigestValue>
3BzXXW4Pjx1tM/H5nhtwlp0jjd+n3Ho1cQApWmzOyVU=</ns2:DigestValue>
</DigestAlgAndValue>
</ValidationObject>
<POE>
<POETime>2019-07-25T06:28:27Z</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
<POEObject VOReference="T-
OAOAA730F5D2C057EA93ATFD318FBETD547A4C624C0635B318C1C1F95510D173" />
</POE>
</ValidationObject>
<ValidationObject id="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDIIF6DBB246DCC890OFFDC4163B230">
<0bjectType>urn:etsi:019102:validationObject:certificate</ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlencfsha256"/>
<ns2:DigestValue>

70



+UXXSekwu2maW1xizz2fb1DtmfbbskbcyJD/3EFjsjA=</ns2:DigestValue>
</DigestAlgAndValue>
</ValidationObject>
<POE>
<POETime>2019-07-25T06:28:277</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
<POEObject VOReference="T-
QAOAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1C1F95510D173" />
</POE>
</ValidationObject>
<ValidationObject id="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" >
<ObjectType>urn:etsi:019102:validationObject:certificate</ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
“http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ns2:DigestValue>
EgbNxiYRa50UVum0iVCWEhLPpgalLkRz154x2z4WG1irg=</ns2:DigestValue>
</DigestAlgAndValue>
</ValidationObject>
<POE>
<POETime>2019-07-25T06:28:27Z</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
<POEObject VOReference="T-
OAQAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1C1F95510D173" />
</POE>
</ValidationObject>
<ValidationObject id="R-
379134AF270381E452E0B9336911E44134304A46A2DEFQ45E43682603C33D7DE">
<0bjectType>urn:etsi:019102:validationObject:0CSPResponse</0bjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ns2:DigestValue>
N5E@rycDgeRS4LkzaRHkQTQwSkai3vBF5DaCYDwz194=</ns2:DigestValue>
</DigestAlgAndValue>
</ValidationObject>
<POE>
<POETime>2019-07-25T06:28:272</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
<POEObject VOReference="T-
OABAA730F5D2C057EA93ATFD318FBETD547A4C624C0635B318C1C1F95510D173" />
</POE>
<ValidationReport>
<SignerInformation>
<SignerCertificate VOReference="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDIIF6DBB246DCC890OFFDC4163B230" />
<Signer>ocsp-responder</Signer>
</SignerInformation>
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<SignatureValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
<AssociatedValidationReportData>
<TrustAnchor VOReference="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68BI11CE2E78C76CF85868AB8" />
<CertificateChain>
<SigningCertificate VOReference="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDIIF6DBB246DCC890OFFDC4163B230" />
<TrustAnchor VOReference="C-
120E8DC626116BID1456E98E8950961212CFA6A68BI11CE2E78C76CF85868AB8" />
</CertificateChain>
<CryptoInformation>
<ValidationObjectId VOReference="R-
379134AF270381E452E0B9336911E44134304A46A2DEFO45E43682603C33D7DE" />
<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#frsa-
sha256</Algorithm>
<SecureAlgorithm>true</SecureAlgorithm>
<NotAfter>2022-12-31723:00:00Z</NotAfter>
</CryptoInformation>
</AssociatedValidationReportData>
</SignatureValidationStatus>
</ValidationReport>
</ValidationObject>
<ValidationObject id="R-
F96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476">
<0bjectType>urn:etsi:019102:validationObject:CRL</0ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ns2:DigestValue>
+W39ynAgdcw/Ui 1KNRbHFhXdLyT+6ZfxTfyMTHzT5HY=</ns2:DigestValue>
</DigestAlgAndValue>
</ValidationObject>
<POE>
<POETime>2019-07-25T06:28:27Z</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
<POEObject VOReference="T-
OAQAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1C1F95510D173" />
</POE>
<ValidationReport>
<SignerInformation>
<SignerCertificate VOReference="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
<Signer>root-ca</Signer>
</SignerInformation>
<SignatureValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
<AssociatedValidationReportData>
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<TrustAnchor VOReference="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
<CertificateChain>
<SigningCertificate VOReference="C-
120E8DC626116BID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
<TrustAnchor VOReference="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
</CertificateChain>
<CryptoInformation>
<ValidationObjectId VOReference="R-
F96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476" />
<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256</Algorithm>
<SecureAlgorithm>true</SecureAlgorithm>
<NotAfter>2022-12-31723:00:00Z</NotAfter>
</CryptoInformation>
</AssociatedValidationReportData>
</SignatureValidationStatus>
</ValidationReport>
</ValidationObject>
<ValidationObject id="T-
OAOAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1C1F95510D173">
<0bjectType>urn:etsi:019102:validationObject:timestamp</0ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ns2:DigestValue>
CgqnMPXSwF fqk6HIMY++HVR6TGIMBjWzGMHB+VUQOXM=</ns2:DigestValue>
</DigestAlgAndValue>
</ValidationObject>
<POEProvisioning>
<POETime>2019-07-25T06:28:27Z</POETime>
<ValidationObject VOReference="C-
B9B80O51A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352" />
<ValidationObject VOReference="C-
120E8DC626116BID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
<ValidationObject VOReference="C-
DC1CD75D6EQF8F1D6D33F1FI9ET1B709693A38DDFA7DC7A357100295A6CF4C955" />
<ValidationObject VOReference="C-
F945D749E930BB699A5B5C62CF3DIF6F50EDI9F6DBB246DCC89QFFDC4163B230" />
<ValidationObject VOReference="R-
F96DFDCA7020E1CC3F52294A3516C71615DD2F24FEE997F14DFC8C4C7CD3E476" />
<ValidationObject VOReference="R-
379134AF270381E452E0B9336911E44134304A46A2DEFO45E43682603C33D7DE" />
<ValidationObject VOReference="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" />
<ValidationObject VOReference="D-
OEFO990FASC83EF3047C4EEDA758AFE3183D1FD4B64601AOB34EBC1881C1FDFB" />
<SignatureReference>
<CanonicalizationMethod>http://www.w3.0rqg/2001/10/xml-exc-
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c14n#</CanonicalizationMethod>
<DigestMethod>
http://www.w3.0rg/2001/04/xmlenc#sha256</DigestMethod>
<DigestValue>
cT57n+Qadqp/FY8vplOyymv76Z+hX71y@cTspOLGYew=</DigestValue>
</SignatureReference>
</POEProvisioning>
<ValidationReport>
<SignerInformation>
<SignerCertificate VOReference="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955" />
<Signer>good-tsa</Signer>
</SignerInformation>
<SignatureValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
<AssociatedValidationReportData>
<TrustAnchor VOReference="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
<CertificateChain>
<SigningCertificate VOReference="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955" />
<TrustAnchor VOReference="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
</CertificateChain>
<CryptoInformation>
<ValidationObjectId VOReference="T-
OAQAA730F5D2C057EA93ATFD318FBE1D547A4C624C0635B318C1C1F95510D173" />

<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#rsa-

sha256</Algorithm>
<SecureAlgorithm>true</SecureAlgorithm>
<NotAfter>2022-12-31723:00:00Z</NotAfter>
</CryptoInformation>
</AssociatedValidationReportData>
</SignatureValidationStatus>
</ValidationReport>
</ValidationObject>
<ValidationObject id="T-
CE969723715C1152FE1695855AF9CIE2F12085DCB1D87637A3437474A0477C74" >
<0bjectType>urn:etsi:019102:validationObject:timestamp</0ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ns2:DigestValue>
zpaXI3FcEVL+FpWFWvnJ4vEghdyx2HY300N@dKBHfHQ=</ns2:DigestValue>
</DigestAlgAndValue>
</ValidationObject>
<POEProvisioning>
<POETime>2019-07-25T06:28:27Z</POETime>
<ValidationObject VOReference="C-



B9BB051A58645938F660ECT1261B7534E2DC7422882D873B2876204BBA1078352" />
<ValidationObject VOReference="D-
QEFO990OFA5C83EF3047CAEEDA758AFE3183D1FD4B64601AOB34EBC1881C1FDFB" />
<SignatureReference>
<CanonicalizationMethod>http://www.w3.0rqg/2001/10/xml-exc-
c14n#t</CanonicalizationMethod>
<DigestMethod>
http://www.w3.0rg/2001/04/xmlenc#sha256</DigestMethod>
<DigestValue>
cT57n+Qadqp/FY8vplOyymv76Z+hX71y@cTspOLGYew=</DigestValue>
</SignatureReference>
</POEProvisioning>
<ValidationReport>
<SignerInformation>
<SignerCertificate VOReference="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955" />
<Signer>good-tsa</Signer>
</SignerInformation>
<SignatureValidationStatus>
<MainIndication>
urn:etsi:019102:mainindication:passed</MainIndication>
<AssociatedValidationReportData>
<TrustAnchor VOReference="C-
120E8DC626116B9ID1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
<CertificateChain>
<SigningCertificate VOReference="C-
DC1CD75D6EQF8F1D6D33F1F99E1B709693A38DDFA7DC7A357100295A6CF4C955" />
<TrustAnchor VOReference="C-
120E8DC626116B9D1456E98E8950961212CFA6A68B911CE2E78C76CF85868AB8" />
</CertificateChain>
<CryptoInformation>
<ValidationObjectId VOReference="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" />

<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#frsa-

sha256</Algorithm>
<SecureAlgorithm>true</SecureAlgorithm>
<NotAfter>2022-12-31723:00:00Z</NotAfter>
</CryptoInformation>
</AssociatedValidationReportData>
</SignatureValidationStatus>
</ValidationReport>
</ValidationObject>
<ValidationObject id="D-
OEFO990FA5C83EF3047CAEEDA758AFE3183D1FD4B64601AOB34EBC1881C1FDFB">
<0bjectType>urn:etsi:019102:validationObject:signedData</0ObjectType>
<ValidationObject>
<DigestAlgAndValue>
<ns2:DigestMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ns2:DigestValue>
kcDHOZ jwZhVfuDhuhCeCERRmYpTH4Jj4RmfVVi31Q9g=</ns2:DigestValue>
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</DigestAlgAndValue>
</ValidationObject>
<POE>
<POETime>2019-07-25T06:28:27Z</POETime>
<TypeOfProof>urn:etsi:019102:poetype:validation</TypeOfProof>
<POEObject VOReference="T-
CE969723715C1152FE1695855AF9C9E2F12085DCB1D87637A3437474A0477C74" />
</POE>
</ValidationObject>
</SignatureValidationObjects>
</ValidationReport>

Customised Validation Policy

The validation process may be driven by a set of constraints that are contained in the XML file
constraint.xml.

co
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nstraint.xml (default policy is provided in validation-policy module)

<ConstraintsParameters Name="QES AdESQC TL based" xmlns=
"http://dss.esig.europa.eu/validation/policy">
<Description>Validate electronic signatures and indicates whether they are
Advanced electronic Signatures (AdES), AdES supported by a Qualified Certificate
(AdES/QC) or a
Qualified electronic Signature (QES). A1l certificates and their related
chains supporting the signatures are validated against the EU Member State Trusted
Lists (this includes
signer's certificate and certificates used to validate certificate validity
status services - CRLs, OCSP, and time-stamps).
</Description>
<ContainerConstraints>
<AcceptableContainerTypes Level="FAIL">
<Id>ASiC-S</Id>
<Id>ASiC-E</Id>
</AcceptableContainerTypes>
<MimeTypeFilePresent Level="FAIL" />
<AcceptableMimeTypeFileContent Level="WARN">
<Id>application/vnd.etsi.asic-s+zip</Id>
<Id>application/vnd.etsi.asic-e+zip</Id>
</AcceptableMimeTypeFileContent>
<ManifestFilePresent Level="FAIL" />
<A11FilesSigned Level="WARN" />
</ContainerConstraints>
<SignatureConstraints>
<AcceptablePolicies Level="FAIL">
<Id>ANY_POLICY</Id>
<Id>NO_POLICY</Id>
</AcceptablePolicies>
<PolicyAvailable Level="FAIL" />
<PolicyHashMatch Level="FAIL" />



<AcceptableFormats Level="FAIL">
<Id>*</1d>
</AcceptableFormats>
<BasicSignatureConstraints>
<ReferenceDataExistence Level="FAIL" />
<ReferenceDatalntact Level="FAIL" />
<Signaturelntact Level="FAIL" />
<ProspectiveCertificateChain Level="FAIL" />
<SigningCertificate>
<Recognition Level="FAIL" />
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<AuthorityInfoAccessPresent Level="WARN" />
<RevocationInfoAccessPresent Level="WARN" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<KeyUsage Level="WARN">
<Id>nonRepudiation</Id>
</KeyUsage>
<SerialNumberPresent Level="WARN" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<NotSelfSigned Level="WARN" />
<UsePseudonym Level="INFORM" />
<Cryptographic />
</SigningCertificate>
<CACertificate>
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />
</CACertificate>
<Cryptographic />
</BasicSignatureConstraints>
<SignedAttributes>
<SigningCertificatePresent Level="FAIL" />
<CertDigestPresent Level="FAIL" />
<CertDigestMatch Level="FAIL" />
<IssuerSerialMatch Level="WARN" />
<SigningTime Level="FAIL" />
<MessageDigestOrSignedPropertiesPresent Level="FAIL" />
</SignedAttributes>
<UnsignedAttributes />
</SignatureConstraints>
<CounterSignatureConstraints>
<BasicSignatureConstraints>

77



<ReferenceDataExistence Level="FAIL" />
<ReferenceDatalntact Level="FAIL" />
<Signaturelntact Level="FAIL" />
<ProspectiveCertificateChain Level="FAIL" />
<SigningCertificate>
<Recognition Level="FAIL" />
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<AuthorityInfoAccessPresent Level="WARN" />
<RevocationInfoAccessPresent Level="WARN" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<KeyUsage Level="WARN">
<Id>nonRepudiation</Id>
</KeyUsage>
<SerialNumberPresent Level="WARN" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<NotSelfSigned Level="WARN" />
<UsePseudonym Level="INFORM" />
<Cryptographic />
</SigningCertificate>
<CACertificate>
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />
</CACertificate>
<Cryptographic />
</BasicSignatureConstraints>
<SignedAttributes>
<SigningCertificatePresent Level="FAIL" />
<CertDigestPresent Level="FAIL" />
<CertDigestMatch Level="FAIL" />
<IssuerSerialMatch Level="WARN" />
<SigningTime Level="FAIL" />
<MessageDigestOrSignedPropertiesPresent Level="FAIL" />
</SignedAttributes>
</CounterSignatureConstraints>
<Timestamp>
<TimestampDelay Level="FAIL" Unit="DAYS" Value="0" />
<RevocationTimeAgainstBestSignatureTime Level="FAIL" />
<BestSignatureTimeBeforeIssuanceDateOfSigningCertificate Level="FAIL" />
<Coherence Level="WARN" />
<BasicSignatureConstraints>
<ReferenceDataExistence Level="FAIL" />



<ReferenceDatalntact Level="FAIL" />
<Signaturelntact Level="FAIL" />
<ProspectiveCertificateChain Level="FAIL" />
<SigningCertificate>
<Recognition Level="FAIL" />
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<ExtendedKeyUsage Level="WARN">
<Id>timeStamping</Id>
</ExtendedKeyUsage>
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<NotSelfSigned Level="WARN" />
<Cryptographic />
</SigningCertificate>
<CACertificate>
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="WARN" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />
</CACertificate>
<Cryptographic>
<AcceptableDigestAlgo>
<Algo>MD5</Algo>
<Algo>SHA1</Algo>
<Algo>SHA224</Algo>
<Algo>SHA256</Algo>
<Algo>SHA384</Algo>
<Algo>SHA512</Algo>
<Algo>SHA3-224</Alqgo>
<Algo>SHA3-256</A1go>
<Algo>SHA3-384</Alqgo>
<Algo>SHA3-512</Algo>
<Al1go>RIPEMD160</Algo>
<Algo>WHIRLPOOL</Algo>
</AcceptableDigestAlgo>
<AlgoExpirationDate Format="yyyy">
<!-- Digest algorithms -->
<Algo Date="2007">MD5</Algo>
<Algo Date="2009">SHA1</Algo>
<Algo Date="2023">SHA224</Algo>
<Algo Date="2026">SHA256</Algo>
<Algo Date="2026">SHA384</Algo>
<Algo Date="2026">SHA512</Algo>
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<Algo Date="2026">SHA3-224</Algo>
<Algo Date="2026">SHA3-256</Algo>
<Algo Date="2026">SHA3-384</Algo>
<Algo Date="2026">SHA3-512</Algo>
<Algo Date="2011">RIPEMD160</Algo>
<Algo Date="2015">WHIRLPOOL</Algo>
<!-- end Digest algorithms -->
<!-- Encryption algorithms -->
<Algo Date="2013">DSA160</Algo>
<Algo Date="2013">DSA192</Algo>
<Algo Date="2023">DSA224</Algo>
<Algo Date="2026">DSA256</Algo>
<Algo Date="2009">RSA1024</Algo>
<Algo Date="2016">RSA1536</Algo>
<Algo Date="2023">RSA2048</Algo>
<Algo Date="2026">RSA3072</Algo>
<Algo Date="2026">RSA4096</Algo>
<Algo Date="2013">ECDSA160</Algo>
<Algo Date="2013">ECDSA192</Algo>
<Algo Date="2016">ECDSA224</Algo>
<Algo Date="2026">ECDSA256</Algo>
<Algo Date="2026">ECDSA384</Algo>
<Algo Date="2026">ECDSA512</Algo>
<Algo Date="2013">PLAIN-ECDSA160</Algo>
<Algo Date="2013">PLAIN-ECDSA192</Algo>
<Algo Date="2016">PLAIN-ECDSA224</Algo>
<Algo Date="2026">PLAIN-ECDSA256</Algo>
<Algo Date="2026">PLAIN-ECDSA384</Algo>
<Algo Date="2026">PLAIN-ECDSA512</Algo>
<!-- end Encryption algorithms -->
</AlgoExpirationDate>
</Cryptographic>
</BasicSignatureConstraints>
</Timestamp>
<Revocation>
<RevocationFreshness Level="FAIL" Unit="DAYS" Value="0" />
<BasicSignatureConstraints>
<ReferenceDataExistence Level="FAIL" />
<ReferenceDatalntact Level="FAIL" />
<Signaturelntact Level="FAIL" />
<ProspectiveCertificateChain Level="WARN" />
<SigningCertificate>
<Recognition Level="FAIL" />
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />



</SigningCertificate>
<CACertificate>
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="WARN" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />
</CACertificate>
<Cryptographic />
</BasicSignatureConstraints>
</Revocation>
<Cryptographic Level="FAIL">
<AcceptableEncryptionAlgo>
<Algo>RSA</Algo>
<Algo>DSA</Algo>
<Algo>ECDSA</Algo>
<Algo>PLAIN-ECDSA</Algo>
</AcceptableEncryptionAlgo>
<MiniPublicKeySize>
<Algo Size="160">DSA</Algo>
<Algo Size="1024">RSA</Algo>
<Algo Size="160">ECDSA</Algo>
<Algo Size="160">PLAIN-ECDSA</Algo>
</MiniPublicKeySize>
<AcceptableDigestAlgo>
<Algo>SHA1</Algo>
<Algo>SHA224</A1go>
<Algo>SHA256</A1lgo>
<Algo>SHA384</Algo>
<Algo>SHA512</Algo>
<Algo>SHA3-224</Algo>
<Algo>SHA3-256</Algo>
<Algo>SHA3-384</Algo>
<Algo>SHA3-512</Algo>
<Algo>RIPEMD160</Algo>
<Al1go>WHIRLPOOL</Algo>
</AcceptableDigestAlgo>
<AlgoExpirationDate Format="yyyy">
<!-- Digest algorithms -->
<Algo Date="2009">SHA1</Algo>
<Algo Date="2023">SHA224</Algo>
<Algo Date="2026">SHA256</Algo>
<Algo Date="2026">SHA384</Algo>
<Algo Date="2026">SHA512</Algo>
<Algo Date="2026">SHA3-224</Algo>
<Algo Date="2026">SHA3-256</Algo>
<Algo Date="2026">SHA3-384</Algo>
<Algo Date="2026">SHA3-512</Algo>



<Algo Date="2011">RIPEMD160</Algo>
<Algo Date="2015">WHIRLPOOL</Algo>
<!-- end Digest algorithms -->
<!-- Encryption algorithms -->
<Algo Date="2013">DSA160</Algo>
<Algo Date="2013">DSA192</Algo>
<Algo Date="2023">DSA224</Algo>
<Algo Date="2026">DSA256</Algo>
<Algo Date="2009">RSA1024</Algo>
<Algo Date="2016">RSA1536</Algo>
<Algo Date="2023">RSA2048</Algo>
<Algo Date="2026">RSA3072</Algo>
<Algo Date="2026">RSA4096</Algo>
<Algo Date="2013">ECDSA160</Algo>
<Algo Date="2013">ECDSA192</Algo>
<Algo Date="2016">ECDSA224</Algo>
<Algo Date="2026">ECDSA256</A1lgo>
<Algo Date="2026">ECDSA384</Algo>
<Algo Date="2026">ECDSA512</Algo>
<Algo Date="2013">PLAIN-ECDSA160</Algo>
<Algo Date="2013">PLAIN-ECDSA192</Algo>
<Algo Date="2016">PLAIN-ECDSA224</Algo>
<Algo Date="2026">PLAIN-ECDSA256</Algo>
<Algo Date="2026">PLAIN-ECDSA384</Algo>
<Algo Date="2026">PLAIN-ECDSA512</Algo>
<!-- end Encryption algorithms -->
</AlgoExpirationDate>
</Cryptographic>
<Model Value="SHELL" />
<!-- eIDAS REGL 910/EU/2014 -->
<eIDAS>
<TLFreshness Level="WARN" Unit="HOURS" Value="6" />
<TLNotExpired Level="WARN" />
<TLWellSigned Level="FAIL" />
<TLVersion Level="FAIL" value="5" />
<TLConsistency Level="FAIL" />
</eIDAS>
</ConstraintsParameters>

CAdES signature (CMS)

To familiarize yourself with this type of signature it is advisable to read the following document:
* CAdES Specifications (cf. [RO2])

To implement this form of signature you can use the XAdES examples. You only need to instantiate
the CAdES object service and change the SignatureLevel parameter value. Below is an example of
the CAdES-Baseline-B signature:
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Signing a file with CAdES

// Preparing parameters for the CAdES signature

CAdESSignatureParameters parameters = new CAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.CAdES_BASELINE_B);

// We choose the type of the signature packaging (ENVELOPING, DETACHED).
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPING);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
// SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create CAdES xadesService for signature

CAdESService service = new CAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

PAdES signature (PDF)

The standard ISO 32000-1 (cf. [RO5]) allows defining a file format for portable electronic documents.
It is based on PDF 1.7 of Adobe Systems. Concerning the digital signature it supports three
operations:

* Adding a digital signature to a document,

» Providing a placeholder field for signatures,

* Checking signatures for validity.
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PAdES defines eight different profiles to be used with advanced electronic signature in the meaning
of European Union Directive 1999/93/EC (cf. [RO6]):

PAdES Basic - PDF signature as specified in ISO 32000-1 (cf. [RO5]). The profile is specified in
ETSI EN 319 142 (cf. [RO3]).

PAdES-BES Profile - based upon CAdES-BES as specified in ETSI EN 319 122 (cf. [R02]) with the
option of a signature time-stamp (CAdES-T).

PAJES-EPES profile - based upon CAdES-EPES as specified in ETSI EN 319 122 (cf. [R02]). This
profile is the same as the PAdES - BES with the addition of a signature policy identifier and
optionally a commitment type indication.

PAdES-LTV Profile - This profile supports the long term validation of PDF Signatures and can be
used in conjunction with the above-mentioned profiles.

Four other PAdES profiles for XML Content.

To familiarize yourself with this type of signature it is advisable to read the documents referenced
above.

Below is an example of code to perform a PAJES-BASELINE-B type signature:
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Signing a PDF file with PAdES

// Preparing parameters for the PAdES signature

PAdESSignatureParameters parameters = new PAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.PAdES_BASELINE_B);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
// SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create PAdESService for signature

PAdESService service = new PAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

To add the timestamp to the signature (PAdES-T or LTA), please provide TSP source to the service.

To create PAJES-BASELINE-B level with additional options: signature policy identifier and
optionally a commitment type indication, please observe the following example in code 5.

All these parameters are optional.

 SignaturePolicyOID : The string representation of the OID of the signature policy to use when
signing.

 SignaturePolicyHashValue : The value of the hash of the signature policy, computed the same
way as in clause 5.2.9 of CAdES (ETSI EN 319 122 (cf. [RO2])).

* SignaturePolicyHashAlgorithm : The hash function used to compute the value of the
SignaturePolicyHashValue entry. Entries must be represented the same way as in table 257 of
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ISO 32000-1 (cf. [RO5]).

* SignaturePolicyCommitmentType : If the SignaturePolicyOID is present, this array defines the
commitment types that can be used within the signature policy. An empty string can be used to
indicate the default commitment type.

If the SignaturePolicyOID is absent, the three other fields defined above will be ignored. If the
SignaturePolicyOID is present but the SignaturePolicyCommitmentType is absent, all commitments
defined by the signature policy will be used.

The extension of a signature of the level PAAES-BASELINE-B up to PAdES-BASELINE-LTA profile will
add the following features:

» Addition of validation data to an existing PDF document which may be used to validate earlier
signatures within the document (including PDF signatures and time-stamp signatures).

* Addition of a document time-stamp which protects the existing document and any validation
data.

* Further validation data and document time-stamp may be added to a document over time to
maintain its authenticity and integrity.

PAdES Visible Signature

The framework also allows creation of PDF files with visible signature as specified in ETSI EN 319
142 (cf. [RO3]). In the SignatureParameters object, there’s a special attribute named
ImageParameters. This parameter allows you customize the visual signature (with text, with image
or with image and text). Below there is an example of code to perform a PADES-BASELINE-B type
signature with a visible signature:

Add a visible signature to a PDF document

// Preparing parameters for the PAdES signature
PAdESSignatureParameters parameters = new PAdESSignatureParameters();
// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.PAdES_BASELINE_B);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Initialize visual signature

SignatureImageParameters imageParameters = new SignatureImageParameters();

// set an image

imageParameters.setImage(new InMemoryDocument(getClass().getResourceAsStream(
"/signature-pen.png")));

// the origin is the left and top corner of the page
imageParameters.setxAxis(200);

imageParameters.setyAxis(400);

imageParameters.setWidth(300);

imageParameters.setHeight(200);
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// Initialize text to generate for visual signature

DSSFileFont font = new DSSFileFont(getClass().getResourceAsStream(
"/fonts/OpenSansRegular.ttf"));

SignatureImageTextParameters textParameters = new SignatureImageTextParameters();
textParameters.setFont(font);

textParameters.setSize(14);

textParameters.setTextColor(Color.BLUE);

textParameters.setText("My visual signature \n #1");
textParameters.setBackgroundColor(Color.YELLOW);

textParameters.setPadding(20);
textParameters.setSignerTextPosition(SignerTextPosition.LEFT);
textParameters.setSignerTextHorizontalAlignment(SignerTextHorizontalAlignment.RIGHT);
imageParameters.setTextParameters(textParameters);

parameters.setSignatureImageParameters(imageParameters);

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create PAdESService for signature

PAdESService service = new PAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

Additionally, DSS also allows you to insert a visible signature to an existing field :
parameters.setSignatureFieldId("field-id");

In case of placing an image or text to an existing field, the visible signature will fill out the whole
available area of the field.

Visible signature parameters (image and text)

This chapter introduces existing parameters for creation of visible signatures with DSS. DSS has
three implementations for visible signature drawing:
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* OpenPDF (iText) - supports separate image and text drawing;

* PDFBox Default - supports separate image and text drawing, as well as a joint drawing of

image and text together. Transforms text to an image;

* PDFBox Native - supports separate image and text drawing, as well as a joint drawing of image

and text together. Prints text in a native way, that increases quality of the produced signature.

Positioning

DSS provides a set of functions allowing to place the signature field on a specific place in the PDF
page.
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setPage(int page) - allows defining of a specific page in a PDF document where the signature
must be placed. The counting of pages starts from 1 (the first page) (the default value = 1).

setxAxis(float xAxis) - absolute positioning function, allowing to specify a margin between the
left page side and a signature field (if no rotation and alignment is applied).

setyAxis(float yAxis) - absolute positioning function, allowing to specify a margin between the
top page side and a signature field (if no rotation and alignment is applied).

setAlignmentHorizontal(VisualSignatureAlignmentHorizontal alignmentHorizontal) -
allows alignment of a signature field horizontally to a page. Allows the following values:

o NONE (DEFAULT value. None alignment is applied, coordinates are counted from the left
page side);

o LEFT (the signature is aligned to the left side, coordinated are counted from the left page
side);

o CENTER (the signature is aligned to the center of the page, coordinates are counted
automatically);

o RIGHT (the signature is aligned to the right side, coordinated are counted from the right
page side).

setAlignmentVertical(VisualSignatureAlignmentVertical alignmentVertical) - allows
alignment of a signature field vertically to a page. Allows the following values:

NONE (DEFAULT value. None alignment is applied, coordinated are counted from the top side of
a page);

TOP (the signature is aligned to a top side, coordinated are counted from the top page side);
MIDDLE (the signature aligned to a middle of a page, coordinated are counted automatically);

BOTTOM (the signature is aligned to a bottom side, coordinated are counted from the bottom
page side).

setRotation(VisualSignatureRotation rotation) - rotates the signature field and changes the
coordinates' origin respectively to its values as following:

o NONE (DEFAULT value. No rotation is applied. The origin of coordinates begins from the top
left corner of a page);

o AUTOMATIC (Rotates a signature field respectively to the page’s rotation. Rotates the
signature field on the same value as a defined in a PDF page);



o ROTATE_90 (Rotates a signature field for a 90° clockwise. Coordinates' origin begins from top
right page corner);

o ROTATE 180 (Rotates a signature field for a 180° clockwise. Coordinates' origin begins from
the bottom right page corner);

o ROTATE_270 (Rotates a signature field for a 270° clockwise. Coordinates' origin begins from
the bottom left page corner).

Dimensions

DSS framework provides a set of functions to manage the signature field size:
» setWidth(int width) - allows specifying of a precise signature field’s width in pixels. If not
defined, the default image/text width will be used;

 setHeight(int height) - allows specifying of a precise signature field’s height in pixels. If not
defined, the default image/text height will be used;

* setZoom(int zoom) - defines a zoom of the image. The value is applied to width and height of a
signature field. The value must be defined in percentage (default value is 100, no zoom is
applied);

» setBackgroundColor(Color backgroundColor) - specifies a background color for a signature
field.

Text Parameters
The available implementations allow placing of a visible text to a signature field.

List of available visible text parameters

SignatureImageTextParameters textParameters = new SignatureImageTextParameters();
textParameters.setFont(font);

textParameters.setSize(14);

textParameters.setTextColor(Color.BLUE);

textParameters.setText("My visual signature \n #1");
textParameters.setBackgroundColor(Color.YELLOW);

textParameters.setPadding(20);
textParameters.setSignerTextPosition(SignerTextPosition.LEFT);
textParameters.setSignerTextHorizontalAlignment(SignerTextHorizontalAlignment.RIGHT);

» setFont(DSSFont dssFont) - allows you to set a DSSFont object that defines the text style (see
more information in the section "Fonts usage");

» setText(String text) - defins the text content;
* setSize(int size) - specifies the text size value (the default font size is 12pt);
» setTextColor(Color textColor) - defines the color of the characters;

» setBackgroundColor(Color backgroundColor) - defines the background color for the area
filled out by the text;

» setPadding(float padding) - defines a padding between the text and a border of its bounding
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area.

Text and image combination

DSS provides a set of functions to align a text respectively to an image. The parameters must be
applied to a 'SignatureImageTextParameters' object:

» setSignerNamePosition(SignerPosition signerNamePosition) - specifies a text position
relatively to an image (Note: applicable only for joint image+text visible signatures). Thus with
SignerPosition.LEFT value, the text will be placed on the left side, and image will appear on the
right side inside the signature field.

» setSignerTextHorizontalAlignment(SignerTextHorizontalAlignment
signerTextHorizontalAlignment) - specifies a horizontal alignment of a text with respect to its
area.

» setSignerTextVerticalAlignment(SignerTextVerticalAlignment
signerTextVerticalAlignment) - specifies a vertical alignment of a text block with respect to a
signature field area.

The result of applying the foregoing transformations is provided on the image below:

My visual signature
#1

Fonts usage

Since version 5.5, DSS supports two types of fonts. The custom font must be added as an instance of
'DSSFont' interface to a 'SignaturelmageTextParameters' object. 'DSSFont' interface has two
implementations:

» 'DSSFileFont' for using of physical fonts, which must be embedded to the produced PDF
document. To create an instance of the class, you must pass to a 'DSSFileFont' constructor an
object of 'DSSDocument' type or InputStream of the font file;

» 'DSSJavaFont' for using of logical fonts (default Java fonts). The logical Java fonts allow you to
significantly reduce the document size, because these fonts cannot be embedded to the final
PDF document. Be aware, because of the fact, using of logical fonts does not allow producing
PDF documents satisfying the PDF/A standard. To create an instance of this class, you should
pass as an input a java.awt.Font object or target font parameters (name, style, size).

You can create a custom font as following (for a physical font):
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Add a custom font as a file

// Initialize text to generate for visual signature

DSSFileFont font = new DSSFileFont(getClass().getResourceAsStream(
"/fonts/OpenSansReqular.ttf"));

SignatureImageTextParameters textParameters = new SignatureImageTextParameters();
textParameters.setFont(font);

textParameters.setSize(14);

textParameters.setTextColor(Color.BLUE);

textParameters.setText("My visual signature \n #1");
textParameters.setBackgroundColor (Color.YELLOW);

textParameters.setPadding(20);
textParameters.setSignerTextPosition(SignerTextPosition.LEFT);
textParameters.setSignerTextHorizontalAlignment(SignerTextHorizontalAlignment.RIGHT);

or for a logical font:

Java font usage

SignatureImageTextParameters textParameters = new SignatureImageTextParameters();
DSSJavaFont font = new DSSJavaFont(new Font(Font.SERIF, Font.PLAIN, 16));
textParameters.setFont(font);

textParameters.setTextColor(Color.BLUE);

textParameters.setText("My visual signature");
imageParameters.setTextParameters(textParameters);

By default, DSS uses a Google font : 'PT Serif Regular' (its physical implementation).

o 'Native PDFBox Drawer' implementation supports only one of the following fonts:
SERIF, SANS-SERIF, MONOSPACED, DIALOG and DIALOG_INPUT.

ASIiC signature (containers)

When creating a digital signature, the user must choose between different packaging elements,
namely enveloping, enveloped or detached. This choice is not obvious, because in one case the
signature will alter the signed document and in the other case it is possible to lose the association
between the signed document and its signature. That’s where the standard ETSI EN 319 162 (cf.
[RO4]) offers a standardized use of container forms to establish a common way for associating data
objects with advanced signatures or time-stamp tokens.

A number of application environments use ZIP based container formats to package sets of files
together with meta-information. ASiC technical specification is designed to operate with a range of
such ZIP based application environments. Rather than enforcing a single packaging structure, ASiC
describes how these package formats can be used to associate advanced electronic signatures with
any data objects.

The standard defines two types of containers; the first (ASiC-S) allows you to associate one or more
signatures with a single data element. In this case the structure of the signature can be based (in a
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general way) on a single CAdES signature or on multiple XAdES signatures or finally on a single
TST; the second is an extended container (ASiC-E) that includes multiple data objects. Each data
object may be signed by one or more signatures which structure is similar to ASiC-S. This second
type of container is compatible with OCF, UCF and ODF formats.

For the moment the DSS framework has some restrictions on the containers you can generate,
depending on the input file. If the input file is already an ASiC container, the output container must
be the same type of container based on the same type of signature. If the input is any other file, the
output does not have any restriction.

Input Output

ASiC-S CAdES ASiC-S CAdES

ASiC-S XAdES ASiC-S XAdES

ASiC-E CAdES ASiC-E CAdES

ASiC-E XAdES ASiC-E XAdES

Binary ASiC-S CAdES, ASiC-S XAdES, ASiC-E CAdES, ASiC-
E XAdES

This is an example of the source code for signing a document using ASiCS-S based on XAdES-B:
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Sign a file within an ASiC-S container

// Preparing parameters for the AsicS signature

ASiCWithXAdESSignatureParameters parameters = new ASiCWithXAdESSignatureParameters();
// We choose the level of the signature (-B, -T, -LT, LTA).
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);

// We choose the container type (ASiC-S or ASiC-E)
parameters.aSiC().setContainerType(ASiCContainerType.ASiC_S);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
// SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create ASiC service for signature

ASiCWithXAdESService service = new ASiCWithXAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in

// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

This is another example of the source code for signing multiple documents using ASiCS-E based on
CAdES:
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Sign multiple files within an ASiC-E container

// Preparing the documents to be embedded in the container and signed
List<DSSDocument> documentsToBeSigned = new ArraylList<DSSDocument>();
documentsToBeSigned.add(new FileDocument("src/main/resources/hello-world.pdf"));
documentsToBeSigned.add(new FileDocument("src/main/resources/xml_example.xml"));

// Preparing parameters for the ASiC-E signature
ASiCWithCAdESSignatureParameters parameters = new ASiCWithCAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT or -LTA).
parameters.setSignaturelLevel(SignaturelLevel.CAdES_BASELINE_B);
// We choose the container type (ASiC-S pr ASiC-E)

parameters.aSiC().setContainerType(ASiCContainerType.ASiC_E);

// We set the digest algorithm to use with the signature algorithm. You
// must use the

// same parameter when you invoke the method sign on the token. The

// default value is

// SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create ASiC service for signature

ASiCWithCAdESService service = new ASiCWithCAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(documentsToBeSigned, parameters);

// This function obtains the signature value for signed information

// using the

// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature

// value obtained in

// the previous step.

DSSDocument signedDocument = service.signDocument(documentsToBeSigned, parameters,
signatureValue);

Please note that you need to pass only few parameters to the service. Other parameters, although
are positioned, will be overwritten by the internal implementation of the service. Therefore, the
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obtained signature is always based on CAdES and of DETACHED packaging.

It is also possible with the framework DSS to make an extension of an ASiC container to the level
XAdES-BASELINE-T or -LT.

Available implementations of DSSDocument

DSS allows creation of different kinds of DSSDocument :

* InMemoryDocument : fully loads in memory. This type of DSSDocument can be instantiated
with an array of bytes, an InputStream,...

» FileDocument : refers an existing File

* DigestDocument : only contains pre-computed digest values for a given document. That allows a
user to avoid sending the full document (detached signatures).

DigestDocument

// Firstly, we load a basic DSSDocument (FileDocument or InMemoryDocument)
DSSDocument fileDocument = new FileDocument("src/main/resources/xml_example.xml");

// After that, we create a DigestDocument

DigestDocument digestDocument = new DigestDocument(DigestAlgorithm.SHAT, fileDocument
.getDigest(DigestAlgorithm.SHAT));

digestDocument.setName(fileDocument.getName());

// We can add an additional needed digest value(s). Eg : for a SHA-256 based signature
digestDocument.addDigest(DigestAlgorithm.SHA256, fileDocument.getDigest
(DigestAlgorithm.SHA256));

Management of signature tokens

The DSS framework is able to create signatures from PKCS#11, PKCS#12 and MS CAPI. Java 6 is
inherently capable of communicating with these kinds of KeyStores. To be independent of the
signing media, DSS framework uses an interface named SignatureTokenConnection to manage
different implementations of the signing process. The base implementation is able to sign a stream
of the data in one step. That means that all the data to be signed needs to be sent to the SSCD. This is
the case for MS CAPIL. As to the PKCS#11 and PKCS#12, which give to the developer a finer control in
the signature operation, the DSS framework implements the AsyncSignatureTokenConnection
abstract class that permits to execute the digest operation and signature operation in two different
threads or even two different hardwares.

This design permits also other card providers/adopters to create own implementations. For
example, this can be used for a direct connection to the Smartcard through Java 6 PC/SC.
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PKCS#11

PKCS#11 is widely used to access smart cards and HSMs. Most commercial software uses PKCS#11
to access the signature key of the CA or to enrol user certificates. In the DSS framework, this
standard is encapsulated in the class Pkcs11SignatureToken.

Pkcs11SignatureToken usage

try (Pkcs11SignatureToken token = new Pkcs11SignatureToken("C:\\Windows\\System32
\\beidpkes11.d11")) {

List<DSSPrivateKeyEntry> keys = token.getKeys();
for (DSSPrivateKeyEntry entry : keys) {
System.out.println(entry.getCertificate().getCertificate());

}

ToBeSigned toBeSigned = new ToBeSigned("Hello world".getBytes());
SignatureValue signatureValue = token.sign(toBeSigned, DigestAlgorithm.SHA256,

keys.get(0));

)));
}

System.out.println("Signature value : " + Utils.toBase64(signatureValue.getValue(

PKCS#12

This standard defines a file format commonly used to store the private key and corresponding
public key certificate protecting them by password.

In order to use this format with the DSS framework you have to go through the class
Pkecs12SignatureToken.
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Pkcs12SignatureToken usage

try (Pkes12SignatureToken token = new Pkcs12SignatureToken(
"src/main/resources/user_a_rsa.p12", new PasswordProtection("password".toCharArray())

) A

List<DSSPrivateKeyEntry> keys = token.getKeys();
for (DSSPrivateKeyEntry entry : keys) {
System.out.println(entry.getCertificate().getCertificate());

}

ToBeSigned toBeSigned = new ToBeSigned("Hello world".getBytes());
SignatureValue signatureValue = token.sign(toBeSigned, DigestAlgorithm.SHA256,

keys.get(0));

System.out.println("Signature value : " + Utils.toBase64(signatureValue.getValue(

)));
}

MS CAPI

If the middleware for communicating with an SSDC provides a CSP based on MS CAPI specification,
then to sign the documents you can use MSCAPISignatureToken class.

MSCAPISignatureToken usage
try (MSCAPISignatureToken token = new MSCAPISignatureToken()) {

List<DSSPrivateKeyEntry> keys = token.getKeys();
for (DSSPrivateKeyEntry entry : keys) {
System.out.println(entry.getCertificate().getCertificate());

}

ToBeSigned toBeSigned = new ToBeSigned("Hello world".getBytes());
SignatureValue signatureValue = token.sign(toBeSigned, DigestAlgorithm.SHA256,
keys.get(0));

System.out.println("Signature value : " + Utils.toBase64(signatureValue.getValue(

)));
}

Other Implementations

As you can see, it is easy to add another implementation of the SignatureTokenConnection, thus
enabling the framework to use other API than the provided three (PKCS#11, PKCS#12 and MS CAPI).
For example, it is likely that in the future PC/SC will be the preferred way of accessing a Smartcard.
Although PKCS#11 is currently the most used API, DSS framework is extensible and can use PC/SC.
For our design example we propose to use PC/SC to communicate with the Smartcard.
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Management of certificates sources

The validation of a certificate requires the access to some other certificates from multiple sources
like trusted lists, trust store, the signature itself: certificates can be contained inside or any other
source. Within the framework, an X509 certificate is modelled through the class:

* eu.europa.esig.dss.x509.CertificateToken

This encapsulation helps make certificate handling more suited to the needs of the validation in the
context of trust. Each certificate is unambiguously identified by its issuer DN and serial number.
The framework associates a unique internal identifier to each certificate but this identifier is not
calculated on the data contained in the certificate and therefore varies from one application to
another. However, it is independent of its source. It allows comparison of certificates issued by
different sources. Certificate tokens are grouped into pools. A certificate token can be declared in
several pools. The class that models a pool is called:

* eu.europa.esig.dss.x509.CertificatePool
This class allows keeping only one occurrence of the certificate in the given context (i.e. validation).

The CertificateSource interface provides abstraction for accessing a certificate, regardless of the
source. However, each source has its own type:

* eu.europa.esig.dss.x509.CertificateSourceType

This information is used, for example, to distinguish between the certificate from a trusted source
and the others. A source has one and only one type, but a certificate token can be found in multiple
sources. The DSS framework supplies some standard implementations, but also gives the possibility
to implement owner solutions. Among the standard solutions you can find:

* eu.europa.esig.dss.x509.CommoncCertificateSource

This is the superclass of almost of the certificate sources. It implements the common method
CommonCertificateSource#get returns the list of CertificateToken(s) corresponding to the given
subject distinguished name. Note that the content of the encapsulated certificates pool can be
different from the content of the source. Only CertificateToken(s) present in the source are taken
into account. It exposes also the method CommonCertificateSource#addCertificate which gives the
possibility to add manually any X509Certificate as a part of this source and as a part of the
encapsulated pool. If the certificate is already present in the pool its source type is associated to the
token.

* eu.europa.esig.dss.x509.SignatureCertificateSource

Some certificate sources are based on data encapsulated within the signature. That means that the
set of certificates is available and the software only needs to find the certificate using its subject
name. This class adds also new methods to obtain specialized list of certificates contained in the
source:.

« SignatureCertificateSource#getKeyInfoCertificates
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* SignatureCertificateSource#getEncapsulatedCertificates

o eu.europa.esig.dss.tsl.TrustedListsCertificateSource

Certificates coming from the list of Trusted Lists. This class gives the mechanism to define the set of
trusted certificates (trust anchors). They are used in the validation process to decide if the
prospective certificate chain has a trust anchor. See chapter 5.2 to know more about EU Trusted
Lists.

Management of CRL and OCSP sources

A CRL is a time-stamped list identifying revoked certificates. It is signed by a Certificate Authority
(CA) and made freely available in a public repository. Each revoked certificate is identified in a CRL
by its certificate serial number.

The Online Certificate Status Protocol (OCSP) is an Internet protocol used for obtaining the
revocation status of an unique X.509 digital certificate.

For every certificate, the validity has to be checked via CRL or OCSP responses. The information
may originate from different CRLSources or OCSPSources: For easing the usage of such sources, DSS
implements a CRLSource and OCSPSource interfaces (which inherit from RevocationSource), which
offer a generic, uniform way of accessing CRL and OCSP sources. Furthermore, a caching
mechanism can be easily attached to those sources, optimizing the access time to revocation
information by reducing network connections to online servers.

The interface CRLSource defines the method which returns CRLToken for the given
certificate/issuer certificate couple:

CRLSource usage

CRLToken crlToken = crlSource.getRevocationToken(certificateToken,
issuerCertificateToken);

The interface OCSPSource defines the method which returns OCSPToken for the given
certificate/issuer certificate couple:

OCSPSource usage

0CSPToken ocspToken = ocspSource.getRevocationToken(certificateToken,
issuerCertificateToken);

We use these classes during the certificate validation process through "validationContext" object
(based on ValidationContext class) which is a "cache" for one validation request that contains every
object retrieved so far. This object in turn instantiates a "verifier" based on
CSPAndCRLCertificateVerifier class whose role is to fetch revocation data by querying an OCSP
server first and then a CRL server if no OCSP response could be retrieved. In general, we can
distinguish three main sources:

* Offline sources;
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¢ Online sources;

e Sources with the cache mechanism.

Repository Revocation Source

The above-mentioned class allows caching of CRL and OCSP responses to a user-chosen source. By
default DSS provides a JDBC based implementation for this class, but other implementations also
can be created. The class contains a complete set of functions to save revocation data to a database,
extract, update and remove it.

Furthermore, the Repository Revocation Source allows the implementer to define a backup
revocation source, for the case if the database does not contains the certificate’s revocation data
yet.

List of cached Revocation sources implemented in DSS:

* JdbcRevocationSource
o JdbcCacheCRLSource
o JdbcCacheOCSPSource

Examples of usage Repository Revocation Source can be found below (for CRL and OCSP
implementations):

JdbcCacheCRLSource usage

JdbcCacheCRLSource cacheCRLSource = new JdbcCacheCRLSource();
cacheCRLSource.setDataSource(dataSource);
cacheCRLSource.setProxySource(onlineCRLSource);

Long oneWeek = (long) (60 * 60 * 24 * 7);
cacheCRLSource.setMaxNextUpdateDelay(oneWeek); // force refresh every week (eg : ARL)
cacheCRLSource.initTable();

RevocationToken crlRevocationToken = cacheCRLSource.getRevocationToken
(certificateToken, certificateToken);

JdbcCacheOCSPSource usage

JdbcCacheQCSPSource cacheQOCSPSource = new JdbcCacheOCSPSource();
cache0CSPSource.setDataSource(dataSource);
cache0CSPSource.setProxySource(online0CSPSource);

Long threeMinutes = (long) (60 * 3);
cache0CSPSource.setDefaultNextUpdateDelay(threeMinutes); // default nextUpdateDelay
(if not defined in the revocation data)

cache0CSPSource.initTable();

RevocationToken ocspRevocationToken = cacheOCSPSource.getRevocationToken
(certificateToken, certificateToken);

Be aware that you have to initialize a table before start of working with the cached revocation
repository.
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Other implementations of CRL and OCSP Sources

Such sources find the status of a certificate either from a list stored locally or using the information
contained in the advanced signature or online way. Here is the list of sources already implemented
in the DSS framework:

¢ CRL sources

o OfflineCRLSource : This class that implements in a generic way the findCrl method that
operates on the different CRLs implemented in children classes.

» ListCRLSource : This source maintains a list of CRLToken.

= SignatureCRLSource : The advanced signature contains a list of CRL that was needed to
validate the signature. This class is a basic skeleton that is able to retrieve the needed
CRL from a list. The child needs to retrieve the list of wrapped CRLs.

= CAJESCRLSource : Retrieves information from a CAdES signature.
= PAAESCRLSource : Retrieves information from a PAdES signature.
= XAdESCRLSource : Retrieves information from a XAdES signature.

» ExternalResourcesCRLSource : A class that can instantiate a list of certificate
revocation lists from a directory where should be the individual lists (each individual
list file must end with the extension ".crl").

o OnlineCRLSource : This is a representation of an Online CRL repository. This
implementation will contact using HTTP protocol the CRL Responder to download the CRLs
from the given URI Note that certificate"s Authority Information Access (AIA) extension is
used to find issuer’s resources location like CRT file and/or Online Certificate Status Protocol
(OCSP). The URIs of CRL server will be extracted from this property (OID value:
1.3.6.1.5.5.7.48.1.3).

o JdbcCacheCrlSource : Implementation of the 'JdbcRevocationSource'. This implementation
allows storage of valid CRL entries to a defined 'DataSource' and retrieve them locally.

¢ OCSP sources

o OfflineOCSPSource : An abstract class that helps to implement OCSPSource with an already
loaded list of OCSPToken. It implements in a generic way the getOCSPResponse method that
operates on the different OCSP implementations in children classes.

= ListOCSPSource : Implements an OCSPSource from a list of OCSPToken.

= SignatureOCSPSource : The advanced signature contains a list of OCSPResp that was
needed to validate the signature. This class is a basic skeleton that is able to retrieve the
needed OCSPResp from a list. The children need to retrieve the list of wrapped
OCSPResp.

= CAJESOCSPSource : Retrieves information from a CAdES signature.
= PAJESOCSPSource : Retrieves information from a PAdES signature.
= XAdESOCSPSource : Retrieves information from a XAdES signature.

» ExternalResourcesOCSPSource : A class that can instantiate a list of OCSPToken from
a directory where should be the individual DER Encoded X509 certificates files (each
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individual file must end with the extension ".der").

> OnlineOCSPSource : This is a representation of an Online OCSP repository. This
implementation will contact using HTTP protocol the OCSP Responder to retrieve the OCSP
response. Note that certificate’s Authority Information Access (AIA) extension is used to find
issuer’s resources location like CRT file and/or Online Certificate Status Protocol (OCSP). The
URIs of OCSP server will be extracted from this property (OID value: 1.3.6.1.5.5.7.48.1).

o JdbcCacheOcspSource : Implementation of the 'JdbcRevocationSource'. This implementation
allows storage of valid OCSP entries to a defined 'DataSource' and retrieve them locally.

CertificateVerifier configuration

The CertificateVerifier and its implementation CommonCertificateVerifier determine how DSS
accesses to external resources and how it should react in some occasions. This configuration is used

in both extension and validation mode.

CertificateVerifier usage

CertificateVerifier cv = new CommonCertificateVerifier();

//
//

Cv.

//
//

CV.

//
//

CV.

//
//

Cv.

//
//

CV.

//
//
//
//

CVv.

//
//
//
cv
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This data loader is used to collect certificates from external resources
(AIA)
setDataloader(dataloader);

This certificate source is used to provide missing intermediate certificates
(not trusted certificates)
setAdjunctCertSource(adjunctCertSource);

This certificate source is used to provide trusted certificates (the trust
anchors where the certificate chain building should stop)
setTrustedCertSource(trustedCertSource);

The CRL Source to be used for external accesses (can be confiqured with a
cache,...)
setCrlSource(crlSource);

The OCSP Source to be used for external accesses (can be confiqgured with a
cache,...)
setOcspSource(ocspSource);

Sets the default digest algorithm that will be used for digest calculation
of tokens used during the validation process.

The values will be used in validation reports.

Default : DigestAlgorithm.SHA256
setDefaultDigestAlgorithm(DigestAlgorithm.SHA512);

Define the behavior to be followed by DSS in case of revocation checking for
certificates issued from an unsure source (DSS vb5.4+)
Default : revocation check is disabled for unsure sources (security reasons)

.setCheckRevocationForUntrustedChains(false);



// DSS v5.4+ : The 3 below configurations concern the extension mode (LT/LTA
// extension)

// DSS throws an exception by default in case of missing revocation data
// Default : true
cv.setExceptionOnMissingRevocationData(true);

// DSS throws an exception if a TSU certificate chain is not covered with a
// revocation data (timestamp generation time > CRL/OCSP production time).
// Default : false

cv.setExceptionOnUncoveredPOE(true);

// DSS interrupts by default the extension process if a revoked certificate is
// present

// Default : true

cv.setExceptionOnRevokedCertificate(true);

// DSS stops the extension process if an invalid timestamp is met
// Default : true
cv.setExceptionOnInvalidTimestamp(true);

// DSS v5.5+ : throw an exception in case if there is no valid revocation data

// with thisUpdate time after the best signature time

// Example: if a signature was extended to T level then the obtained revocation
// must have thisUpdate time after production time of the signature timestamp.

// Default : false

cv.setExceptionOnNoRevocationAfterBestSignatureTime(true);

// DSS v5.4+ : defines if binary of certificates used during validation must be
included

// to produced validation reports. If false only digests will be included.

// Default : false

cv.setIncludeCertificateRevocationValues(true);

// DSS v5.4+ : defines if binary of revocation data used during validation must be
included

// to produced validation reports. If false only digests will be included.

// Default : false

cv.setIncludeCertificateRevocationValues(true);

// DSS v5.4+ : defines if binary of timestamps present into the signature must be
included

// to produced validation reports. If false only digests will be included.

// Default : false

cv.setIncludeTimestampTokenValues(true);
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TSP Sources

The Time Stamp Authority by creating time-stamp tokens provides independent and irrefutable
proof of time for business transactions, e-documents and digital signatures. The TSA must comply
with the IETF RFC 3161 specifications (cf. [RO7]). A time-stamp is obtained by sending the digest
value of the given data and digest algorithm to the Time Stamp Authority. The returned time-stamp
is a signed data that contains the digest value, the identity of the TSA, and the time of stamping. This
proves that the given data existed before the time of stamping. The DSS framework proposes
TSPSource interface to implement the communication with TSA. The class OnlineTSPSource is the
default implementation of TSP using HTTP(S) communication layer. The following bit of Java code
illustrates how you might use this class:

OnlineTSPSource usage

final String tspServer = "http://dss.nowina.lu/pki-factory/tsa/good-tsa";
OnlineTSPSource tspSource = new OnlineTSPSource(tspServer);
tspSource.setDataloader(new TimestampDataloader()); // uses the specific content-type

final DigestAlgorithm digestAlgorithm = DigestAlgorithm.SHA256;

final byte[] toDigest = "Hello world".getBytes("UTF-8");

final byte[] digestValue = DSSUtils.digest(digestAlgorithm, toDigest);
final TimeStampToken tsr = tspSource.getTimeStampResponse(digestAlgorithm,
digestValue);

System.out.println(DSSUtils.toHex(tsr.getEncoded()));

Time-stamp policy

A time-stamp policy is a "named set of rules that indicates the applicability of a time-stamp token to
a particular community and/or class of application with common security requirements”. A TSA
may define its own policy which enhances the policy defined in RFC 3628. Such a policy shall
incorporate or further constrain the requirements identified in RFC 3628. A time-stamp policy may
be defined by the user of times-stamp services.

Composite TSP Source

Sometimes, timestamping servers may encounter interruptions (restart,...). To avoid failing
signature extension, DSS allows a user to configure several TSP Sources. DSS will try source by
source until getting an usable timestamp token.

104



Configuration of a CompositeTSPSource

// Create a map with several TSPSources
TimestampDataloader timestampDataloader = new TimestampDataloader();// uses the
specific content-type

OnlineTSPSource tsal = new OnlineTSPSource("http://dss.nowina.lu/pki-factory/tsa/ee-
good-tsa");

tsal.setDataloader(timestampDataloader);

OnlineTSPSource tsa2 = new OnlineTSPSource("http://dss.nowina.lu/pki-factory/tsa/good-
tsa");

tsa2.setDataloader(timestampDataloader);

Map<String, TSPSource> tspSources = new HashMap<String, TSPSource>();
tspSources.put("TSA1", tsal);
tspSources.put("TSA2", tsa2);

// Instantiate a new CompositeTSPSource and set the different sources
CompositeTSPSource tspSource = new CompositeTSPSource();
tspSource.setTspSources(tspSources);

final DigestAlgorithm digestAlgorithm = DigestAlgorithm.SHA256;
final byte[] toDigest = "Hello world".getBytes("UTF-8");
final byte[] digestValue = DSSUtils.digest(digestAlgorithm, toDigest);

// DSS will request the tsp sources (one by one) until getting a valid token.
// 1f none of them succeed, a DSSException 1is thrown.

final TimeStampToken tsr = tspSource.getTimeStampResponse(digestAlgorithm,
digestValue);

System.out.println(DSSUtils.toHex(tsr.getEncoded()));

Supported algorithms

DSS supports several signature algorithms (combination of an encryption algorithm and a digest
algorithm). Below, you can find the supported combinations. The support of the algorithms depends
on the registered OID (ASN1) or URI (XML).

In the next table, XAdES also applies to ASiC with embedded XAdES signatures and CAdES also
concerns PAdES and ASiC with embedded CAdES signatures.

o SmartCards/HSMs don’t allow signing with all digest algorithms. Please refer to
your SmartCard/HSM provider.

SHA-1 SHA- SHA- SHA- SHA- SHA3- SHA3- SHA3- SHA3- MD2 MDS5S RIPE
224 256 384 512 224 256 384 512 MD16
0

RSA
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SHA-1 SHA- SHA- SHA- SHA- SHA3- SHA3- SHA3- SHA3- MD2 MDS5 RIPE

224 256 384 512 224 256 384 512 MD16
0
XAdES ©@ @) (@) © © @) @)
CAdES © @) @) @) @) @) © @) @) @) @) @)
RSA-PSS

XAdES O @) (@) @) @) @) © © @)
CAdES © @) (@) © @) © @) © @)

ECDSA
XAdES © @ @) @ ©) ©)
CAJES © @) ©) ©) ©) @) @ @ @)
DSA
XAdES © ©)
CAdES © @) O] ©) ©) @] @ @) @)
HMAC
XAdES © @) ©) ©) ©@ ©)

CAdES © @) @) @) @) @) © © @)

Multi-threading

DSS can be used in multi-threaded environments but some points need to be considered like
resources sharing and caching. All operations are stateless and this fact requires to be maintained.
Some resources can be shared, others are proper to an operation.

For each provided operation, DSS requires a CertificateVerifier object. This object is responsible to
provide certificates and accesses to external resources (AIA, CRL, OCSP.,...). At the beginning of all
operation, a new internal CertificatePool is created and all available certificates are copied.
Throughout the signature/validation process, the CertificatePool content evolves. Certificates are
added/updated from the signature, timestamp(s), revocation data,... Revocation data / issuer
certificates are collected and added to the certificate. Certificate status are updated to give as much
as possible information. For these reasons, integrators need to be careful about the
CertificateVerifier configuration.

Resource sharing

The trusted certificates can be shared between multiple threads because these certificates are
static. This means they don’t require more analysis. Their status won’t evolve. For these certificates,
DSS doesn’t need to collect issuer certificate and/or their revocation data.

In opposition, the adjunct certificates cannot be shared. These certificates concern a specific
signature/validation operation. This parameter is used to provide missing certificate(s). When DSS
is unable to build the complete certificate path with the provided certificates (as signature
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parameters or embedded within a signature), it is possible to inject not present certificates. These
certificates are not necessarily trusted and may require future "modifications" like revocation data
collection,...

Caching

In case of multi-threading usage, we strongly recommend caching of external resources. All
external resources can be cached (AIA, CRL, OCSP) to improve performances and to avoid
requesting too much time the same resources. FileCacheDataLoader and JdbcCacheCRLSource can
help you in this way.

JAXB modules useful classes

Since the version 5.5, JAXB modules are provide with a harmonized structure :

dss-detailed-report
src/main/java
eu.europa.esig.dss.detailedreport

* DetailedReport.java wrapper(s) which ease the JAXB manipulation

* DetailedReportFacade.java class which allows to marshall/unmarshall jaxb objects,
generate HTML/PDF content,...

* DetailedReportXmlDefiner.java class which contains the model definition (XSD, XSLT
references, ObjectFactory)

* jaxb generated on compile time
o XmlDetailedReport.java JAXB model

o

src/main/resources
xsd

* DetailedReport.xsd XML Schema (XSD) for the Detailed Report model

* binding.xml X]JC instructions to generate the JAXB model from the XSD

xslt
o html
o detailed-report.xslt XML Stylesheet for the HTML generation
o pdf
o detailed-report.xslt XML Stylesheet for the PDF generation

In the main classes, a Facade is present to quickly operate with the JAXB objects (eg: marshall,
unmarshall, generate the HTML/PDF, validate the XML structure,...).
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DetailedReportFacade usage
Reports completeReports = documentValidator.validateDocument();
DetailedReportFacade detailedReportFacade = DetailedReportFacade.newFacade();

// Transforms the JAXB object to String (xml content)
String marshalledDetailedReport = detailedReportFacade.marshall(completeReports
.getDetailedReportJaxb());

// Transforms the String (xml content) to a JAXB Object
XmlDetailedReport xmlDetailedReport = detailedReportFacade.unmarshall
(marshalledDetailedReport);

// Generates the HTML content for the given Detailed Report (compatible with

// BootStrap)

// Similar method is available for PDF generation (requires Apache FOP)

String htmlDetailedReport = detailedReportFacade.generateHtmlReport(completeReports
.getDetailedReportlaxb());

A XmlDefiner is also available with the access to the embedded XML Schemas (XSD), the XML
Stylesheets (XSLT) to be able to generate the HTML or the PDF content (for DSS specific JAXB) and
the JAXB Object Factory.

DetailedReportXmlDefiner usage

// The JAXB Object Factory
ObjectFactory objectFactory = DetailedReportXmlDefiner.0BJECT_FACTORY;

// The JAXBContext (cached)
JAXBContext jaxbContext = DetailedReportXmlDefiner.getJAXBContext();

// The XML Schema to validate a XML content (cached)
Schema schema = DetailedReportXmlDefiner.getSchema();

// The Templates object with the loaded XML Stylesheet to generate the HTML

// content from the JAXB Object (cached)

Templates bootstrap3Templates = DetailedReportXmlDefiner.getHtmlBootstrap3Templates();
// The Templates object with the loaded XML Stylesheet to generate the PDF

// content from the JAXB Object (cached)
Templates pdfTemplates = DetailedReportXmlDefiner.getPdfTemplates();

Additional features

Certificate validation

DSS offers the possibility to validate a certificate. For a given certificate, the framework builds a
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certificate path until a known trust anchor (trusted list, keystore,...), validates each found certificate
(OCSP / CRL) and determines its European "qualification".

To determine the certificate qualification, DSS follows the draft standard ETSI TS 119 172-4 ([R09]).
It analyses the certificate properties (QCStatements, Certificate Policies,...) and applies possible
overrules from the related trusted list ("catched" qualifiers from a trust service). More information
about qualifiers can be found in the standard ETSI TS 119 612 ([R10]).

DSS always computes the status at 2 different times : certificate issuance and signing/validation
time. The certificate qualification can evolve in the time, its status is not immutable (eg: a trust
service provider lost its granted status). The eIDAS regulation ([R11]) clearly defines these different
times in the Article 32 and related Annex I.

Validate a certificate and retrieve its qualification level

// Firstly, we load the certificate to be validated
CertificateToken token = DSSUtils.loadCertificate(new File(
"src/main/resources/keystore/ec.europa.eu.1.cer"));

// We need a certificate verifier and configure it (see specific chapter about the
CertificateVerifier configuration)
CertificateVerifier cv = new CommonCertificateVerifier();

// We create an instance of the CertificateValidator with the certificate
CertificateValidator validator = CertificateValidator.fromCertificate(token);
validator.setCertificateVerifier(cv);

// We execute the validation
CertificateReports certificateReports = validator.validate();

// We have 3 reports

// The diagnostic data which contains all used and static data

DiagnosticData diagnosticData = certificateReports.getDiagnosticData();

// The detailed report which is the result of the process of the diagnostic data and
the validation policy

DetailedReport detailedReport = certificateReports.getDetailedReport();

// The simple report is a summary of the detailed report or diagnostic data (more

user-friendly)
SimpleCertificateReport simpleReport = certificateReports.getSimpleReport();

Extract the signed data from a signature

DSS is able to retrieve the original data from a valid signature.
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Retrieve original data from a signed document

// We have our signed document, we want to retrieve the original/signed data
DSSDocument signedDocument = new FileDocument("src/test/resources/signedXmlXadesB.xml

")

// We create an instance of DocumentValidator. DSS automatically selects the validator
depending of the

// signature file

SignedDocumentValidator documentValidator = SignedDocumentValidator.fromDocument
(signedDocument);

// We set a certificate verifier. It handles the certificate pool, allows to check the
certificate status,...
documentValidator.setCertificateVerifier(new CommonCertificateVerifier());

// We retrieve the found signatures
List<AdvancedSignature> signatures = documentValidator.getSignatures();

// We select the wanted signature (the first one in our current case)
AdvancedSignature advancedSignature = signatures.get(0);

// We call get original document with the related signature id (DSS unique ID)
List<DSSDocument> originalDocuments = documentValidator.getOriginalDocuments
(advancedSignature.getId());

// We can have one or more original documents depending of the signature (ASiC,
PDF,...)
DSSDocument original = originalDocuments.get(0);

original.save("target/original.xml");

REST Services

DSS offers some REST and SOAP web services. The documentation will covers the REST calls.
Additionally, we also provide a SOAP-UI project and Postman samples in the cookbook module.

The different webservices are :
» Signature webservices (dss-soap / dss-rest and their clients) : they expose methods to allow

signing or extending a signature from a client.

» Server-signing webservice (dss-server-signing-soap / dss-server-signing-rest and their clients) :
they expose method to retrieve keys from a server (PKCS#11, PKCS#12, HSM,...) and to sign the
digest on the server side.

» Validation webservices (dss-validation-soap / dss-validation-rest and their client) : they expose
methods to allow signature validation, with an optional detached file and an optional validation

policy.
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The data structure in webservices is similar in REST and SOAP.

REST signature service

This service exposes 3 methods for one or more document(s) :

» getDataToSign : computes the digest to be signed
* signDocument : adds the signature value in the document

* extendDocument : extends an existing signature

Get data to sign

The method allows retrieving the data to be signed. The user sends the document to be signed, the
parameters (signature level,...) and the certificate chain.

ﬁ The parameters in getDataToSign and signDocument MUST be the same (especially
the signing date).

Request

POST /services/rest/signature/one-document/getDataToSign HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 2753

{
"parameters" : {
"signingCertificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt 1MREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqgkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuBeHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@Rd5DQtWSgkeVCCNOIKNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vzb4eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28xOM3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMA@GCSqGSIb3DQEBCWUAAAIBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWj ft1mcovq+b6eVGAScvT2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXGIc15eYr3SzUmvbky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

¥

"certificateChain" : [ ],
"detachedContents" : null,
"asicContainerType" : null,
"signaturelLevel” : "CAdES_BASELINE_B",
"signaturePackaging” : "ENVELOPING",
"signatureAlgorithm" : "RSA_SHA256",
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"SHA256",
IIRSAII ,
null,
{

"digestAlgorithm" :
"encryptionAlgorithm" :
"referenceDigestAlgorithm" :
"contentTimestampParameters"” :
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3
)
"signatureTimestampParameters” :
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3
b
"archiveTimestampParameters" :
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3

{

{

}

ignWithExpiredCertificate" : false,
"generateTBSWithoutCertificate" : false,
"blevelParams" : {
"trustAnchorBPPolicy" : true,
"signingDate" : 1566540526950,
"claimedSignerRoles" : null,
"policyId" : null,
"policyQualifier" :
"policyDescription" : null,
"policyDigestAlgorithm" : null,
"policyDigestValue" : null,
"policySpuri" : null,
"commitmentTypeIndications" : null,
"signerLocationPostalAddress" : [ 1],
"signerLocationPostalCode" : null,
"signerLocationLocality" : null,
"signerLocationStateOrProvince" :
"signerLocationCountry” : null,
"signerLocationStreet" : null
}
H
"toSignDocument” : {
"bytes" : "SGVsbG8=",
"digestAlgorithm" : null,
“name" : "RemoteDocument"
}
}

null,

null,
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Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 448

{

"bytes" :
"MYIBOzARBgsqhkiGIw@BCRACDZzECBQAWFQYLKoZIhvecNAQkQAhEXBjAEogIwADAYBgkqhkiGIw@BCQMxCwY JK
0ZIhvcNAQeBMBwGCSqGSIb3DQEIBTEPFwAXOTA4MjMwNjA4NDZaMCAGCSqGSIb3DQEINDEGMBAWDQYIYIZIAWU
DBAIBBQChDQYJKoZIhvcNAQELBQAwLwYJKoZIhveNAQKEMSIEIBhT jbMicf419WGm/JOLL1ZDBuwwTtpRgAfRd
kgmOB1pMHcGCyqGSIb3DQEJEAIvMWgwZ jBKMGIEIALZz680BYydCU7yAnSd]jdQbsDFtfmsGaWARXeFVWI2cMD4
wNKQyMDAxGzAZBgNVBAMME1Jvb3RTZWxmU21nbmVkRmF rZTERMA8GATUECgwIRFNTLXR1c3QCB1i7WFNe7Vw=="

}

Sign document

The method allows generation of the signed document with the received signature value.

a The parameters in getDataToSign and signDocument MUST be the same (especially
the signing date).

Request

POST /services/rest/signature/one-document/signDocument HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 2842

{
"parameters" : {
"signingCertificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMME1Jvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt1MREwDwYDVQQKDAhEUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqgkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01Kjs0Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbdedvQIbpjHGar If1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28x@M3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
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wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMA@GCSqGSIb3DQEBCWUAA4IBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZCOxqh1X2j6pgWzarb@b/MUix@0IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXG9c15eYr3SzUmvokyOIOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9j9jk9LTc08B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAqm+Xq0"
¥
"certificateChain" : [ ],
"detachedContents” : null,
"asicContainerType" : null,
"signaturelLevel" : "CAdES_BASELINE_B",
"signaturePackaging” : "ENVELOPING",
"signatureAlgorithm" : "RSA_SHA256",
"digestAlgorithm" : "SHA256",
"encryptionAlgorithm" : "RSA",
"referenceDigestAlgorithm" : null,
"contentTimestampParameters” : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/2001/10/xml-exc-c14n#"
)
"signatureTimestampParameters” : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/20@01/10/xml-exc-c14n#"
b
"archiveTimestampParameters" : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/20@01/10/xml-exc-c14n#"

b
"signWithExpiredCertificate" : false,
"generateTBSWithoutCertificate" : false,

"blevelParams" : {
"trustAnchorBPPolicy" : true,
"signingDate" : 1566540526716,
"claimedSignerRoles" : null,
"policyId" : null,
"policyQualifier" : null,
"policyDescription” : null,
"policyDigestAlgorithm" : null,
"policyDigestValue" : null,
"policySpuri" : null,
"commitmentTypeIndications" : null,
"signerLocationPostalAddress" : [ 1],
"signerLocationPostalCode" : null,
"signerLocationLocality" : null,
"signerLocationStateOrProvince" : null,
"signerLocationCountry” : null,
"signerLocationStreet" : null

}

¥

"signatureValue" : {
"algorithm" : "RSA_SHA256",
"value" : "AQIDBA=="
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}

"toSignDocument" : {
"bytes" : "SGVsbG8=",
"digestAlgorithm" : null,
"name" : "RemoteDocument"

}

}

Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 1769

{

"bytes" :
"MIIE2QYJKoZIhvcNAQcCoIIEyjCCBMYCAQExDzANBglghkgBZQMEAGEFADAUBgkghkiG9w@BBwGgBwQFSGVsb
G+gggLuMIIC6jCCAdKgAWIBAGIGLtYU17tXMAOGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMETIvb3RTZWxmU21
nbmVkRmFrZTERMA8GATUECgWIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWheNNDcwNzA@MDc 1Nz IOWjAoMRMwE
QYDVQQDDApTaWduZXJGYWt IMREwDwYDVQQKDAhEUTMtdGVzdDCCASIwDQYJKoZ IhveNAQEBBQADgGEPADCCAQo
CggEBAMI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAED3R1ZQUp6/BQnBt7000IWBtcIgkv7IUDdcBIXPV5QWS
5AyMPHpqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@RA5DQtWSgkeVCCNOIKNOZSZOENY+Ip8Q
xSmyztsStkYXdULqpwz4JEXWI9vz64eTbdedvQlopjHGarJf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdeqAB
TUzYCRJITkWBRPm4qo@LN405c94QQd45a5k TgowHzEgLnAQI28x@M3A59TKC+ieNcoVFIPsTLpUw7PNI2VstX5j
AuasCAwEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMARGCSqGSIb3DQEBCWUAA4IBAQCK6LGAATTR+rmU8pbyhAi40
kDN2b1dbIL8181CMYopLCxx8xqq3ubZCOxqh1X2j6pgWzarb@b/MUix@@IoUvNbFOXAW7PBZIKDLnmbLsckRxs
1U325C9d1L0He3WKBNB6GZALT1ewjh7hSbWjft1imcovq+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypE
tXjetzD7UT93Nuw3xcV8VIFftIvHTILjU7h+U;jGmKXG9c15eYr3SzUmvoky0IOBvw14PWtsWG10QdOSRvIBBrP4
adCnGTgjgjk9LTcO8B8FKrr+81HGuc@bp41IUToiUKGILXsiEeEqIWAqm+XqOMYIBpjCCAaICAQEWOjAwMRSWG
QYDVQQDDBJISb290QU2VsZ1NpZ251ZEZha2UxETAPBgNVBAOMCERTUY10ZXNOAGYuThTXu1ewDQYJYIZIAWUDBAI
BBQCgggE7MBEGCYyqGSIb3DQEJEAIPMQIFADAVBgsqhkiGIwABCRACETEGMAS1AjAAMBgGCSqGSIb3DQEJAZELB
gkqhkiG9w@BBwWEWHAYJKoZIhvcNAQkFMQ8XDTE5SMDgyMzA2MDg@ONTowLQYJIKoZ IhveNAQk@MSAwHjANBglghkg
BZQMEAQEFAKENBgkqhkiG9w@BAQsFADAvBgkqhkiG9w@BCQQxIgQgGF+NsyJx/iX1Yab8k4suJkMG7DBO21GAB
9F2SCY4AGWkwdwYLKoZIhveNAQkQAi8xaDBmMGQwYgQgAvPrygFjJaITvICdIOmNTBuwMW1+awZpYBFd4VVYnZw
wPjA@pDIwMDEbMBkGATUEAwWwSUmIvdFN1bGZTaWduZWRGYWt LMREwDwYDVQQKDAREUTMtdGVzdAIGLtYUT7tXM
A@GCSqGSIb3DQEBCWUABAQBAGME",

"digestAlgorithm" : null,

“name" : "RemoteDocument-signed-cades-baseline-b.pkcs7"

}
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Extend document
The method allows extension of an existing signature to a stronger level.

Request

POST /services/rest/signature/one-document/extendDocument HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 8885

{
"toExtendDocument" : {

"bytes" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZG1luZz@iVVRGLTgiPz48ZHM6U21nbmFOdXI1IHhtbG520mRzPS]od
HRwO18vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjI1B1ZD01aWQtYWZkZTc4MjQzNjQ20GRkNzR1ZWIxODF
mN2NIMTEwZTEiPjxkczpTaWduZWRIbmZvPjxkczpDYW5vbmljYWxpemF@aW9uTWV@aGIkIEFsZ29yaXRobT01ia
HR@cDovL3d3dy53My5vemevMj AwMS8xMCI4bWwtZXhjLWMxNG4j118+PGRz01NpZ25hdHVyZU11dGhvZCBBbGd
veml0aG09Imh@dHA6LY93d3cudzMub3InLzIwMDEVMDQveG1sZHNpZy1tb3J11312YS12zaGEYNTYiLz48ZHM6U
mVmZXJ1bmN1IELkPSIyLWLkLTE1IFR5cGUII1IgVVIIPSIzYWIwbGUueG1sIj48ZHMORGTNZXNOTWVOaGIKIEF
sZ29yaXRobT@1iaHRAcDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMjU2118+PGRz0kRpZ2VzdFZhb
HV1Pmt jREhPWmp3WmhWZnVEaHVoQ2VDRVISbV1wVEgASmo@UmImV1ZpMzFROWcIPCIkczpEaWdlc3RWYWx1ZT4
8L2Rz01J1ZmVyZW55ZTA8ZHM6UmVmZXI1bmN1IFR5cGUIImh@dHAGLYI9TcmkuZXRzaS5vemevMDESMDMjU21nb
mVkUHJvcGVydGl1lcyIgVVIIPSIjeGFkZXMtaWQtYWZkZTc4MjQzNjQ20GRkNZR1ZWIXODFmN2NIMTEWZTE1Pjx
kezpUemFuc2Zvem1zPjxkezpUemFuc2Zvemd@gQWxnb3JpdGhtPSJodHRwO18vd3d3LnczLm9yZy8yMDAXL zEwL
3htbC11eGMtYzE@bi1MiLz48L2Rz01RyYW5zZm9ybXM+PGRz0kRpZ2VzdE11dGhvZ(BBbGdvem10aG@9Imh@dHA
6Ly93d3cudzMub3InLzIwMDEVMDQveG1sZW5jI3NoYTITNiIvPjxkeczpEaWd1lc3RWYWx1ZT5EenR3T1RtUmIPQ
WO2L2xNSThSeW01eFpQek12TF1Eem4vZWIZWWtQc3I0PTwvZHMORGLNZXNOVmMF sdWU+PCkczpSZWZ1emVuY2U
+PC9kczpTaWduZWRIbmZvPjxkczpTaWduYXR1emVWYWx1ZSBJIZD@1dmFsdWUtaWQtYWZkZTc4M;jQzNjQ20GRKN
ZR1ZWIxODFmN2NIMTEWZTE1P11BN3NFTnQzTjh1ZkxGTW5LcjM2cjBQeXpNaVkzUTBzKytIRTRFVUMwe3BheFV
2MGRIWkOWZCI5bjNrcExKTGIVabk@TTNmbGo1V@duODNrZjA1QnFNMWtoc1g2MUdKemFGVFBHcGA3YWtSUUtod
m9IMjV5eXFUWVhFU2xCY20wNG16aUtoTET6WmpVZng@LOIxWk15¢3Y1cE1CZAoycjIvaTZqTGIwOXd3M2dINGM
OWUpvYUsrUThrNmh5VE5PY@44UGpHZTYZV11PVESWUFFGdmphOEJud2crYTBiQnV3RCs4TjZmd21nQ2RXNWEVN
ERKVWUvSjhNY jcwWkk4UGIPem5HRGZpKTRQYm1IZVZtQ2IsNW1Vb1VnM1EveF1sdUpmTGgzdUdRQVhLQNZGNDV
VRE1IU1Z1Zm50L0QvV31@QUNSVVZEDb1FTeXd1bW5qUHBXxRjh1Zz@9PC9kczpTaWduYXRTemVWYWx1ZT48ZHM6S
2V5SW5mbz48ZHM6WDUWOURhdGE+PGRz01g1MD1DZXJ@aWZpY2F@ZT5NSULEMURDQOFyeWdBd@1CQWdIQkNgQU5
CZ2txaGtpRz13MEIBUXNGQURCTk1SQXdEZT1EVIFRRERBZG51Mj1rTFd0aE1Sa3dGd11EVIFRSARCQkI 1M2RwY
m1FZ1UyOXNkWFJIwYjI1ek1SRXdEd11EV1IFRTERBaFFTMGtOVKVWVFZERUXNQWtHQTFVRUJoTUNURLV3SGhj Tk
UWXhNREkyTURjMUSETXhXaGNOTVRnd@9ESTINRGMxTkRNeFdqQ1BNUk13RUFZRFZRUUREQWxuYjI5a@xYVnpaW
ET4RTRBWEInT1ZCQWINRUUTdmQybHVZU@IUY j JAMWRHbHZ 1bk T4RVRBUEInT1ZCQXNNQ@ZCTFNTMVVSVKSVTVF
zd@NRWURWUVFHRXdKTVZUQ@ONBU@13RFFZSktvik 1odmNOQVFFQk JRQURnZ@VQQURDQAFRbONNZAVCQUXSQTVIU
VpidzNuU2RMcCtCOWNORUNNcFpralE1eFY0Zz1NLzd3bGe5N29DQ2Y3VUVoOUIBMWQrellqe3p2K@IKMWIKW1B
nYW4yMTQOQXZnc29HSmZiN1VIeVZXNGdrbFVnSWwxYXJVdm9uK1drS25zZUZ1UU9mSn1qUAZVRE13bnV2cDBoe
mNKWEhYUmTMZG15aCtuKzZ0TUgwb201dFZvU2ZRenRCYmLDTGVTTVZ6dUQTRVBgMGTIUMNAOTFwTDM4ZTNGT1R
XN@5hR1pMZWV6dUZ1U19xN305M2xMa3ZaNFZBTU5HRAx2SVhPWWVSQLpNeVBocEJaNEwzQThIMAVFbEtXSC8xT
HdpaVhUVFNHMXNNN1d2TVRWYmYydmJkNDduW1JRQTJtU3BOR2pRb3VPQUVYZmVWV1Vxek1DZ2hRQOhSRAIOAVN
MRy9IZnFGSGI0aldnMENBdOVBQWFPQnZEQOJ1VEFPQmdOVkhROEIBZjhFQkFNQ@IrQXdnWWNHQONzROFRVUZCd
@VCQkhzd2VUQTVCZ2dyQmdFRkJRY3dBWV1AYUhSMGNEDb3ZMM116Y3k1dWIZzZHB1bUV1YkhVdmNHdHBMV1poWTN
SdmNua3ZiMk56Y@M5bmIyOWtMV@50TUR3RANDcOdBUVVGQNpBQ2hqQm9IkSFI3T2k4d1pITnpMbTV2ZDIsdV1TN
XNkUz13YTJIrdFptRmpkRz15ZVM5amNuUXZaMj12WkMxal1TNWpjb1F3SFFZRFZSMEICQL1FRk4ycEhELZdQZWZ
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tQ1Q4b1gy0VpoV3kvT@OhKMUTBMEdDU3FHUA11MORRRUIDd1VBQTRIQkFRQkszVk9MaERIV1dLb@AZycmhoV3phZ
GROazZYUXRjd1JvT1BWU3NpL2dPcnpzZE@3MEEZMXhIVHe3WWZMaHBvVkExeG83b3ZIbGRwTGxocXk5bzV3aDI
4AMn1DcHFCVUF0Z3JTa@RHb2crSzdDTDZnVXBybF1pWnVHWNI0ZzJYM2ZIUzIVe3goWkozdE1qNndWZWNERVVXS
VNGZkZUMkVzbTBRWFVuZ@1LRk1s0TVYZ210dz]3eFhiT3pVZURKNERIJUHI2K2T1XNXBvQVdyNk1@c1YrSDIWUSt
aTC9rQm53VOhqUTRPYUdGaXNxWFkvYUgvMVBOQLhBKZE1K11JV2VtSkITdjNrRGFGek9YQUVOU;j1aSThsWUIKY
XJuWTdBeS9hT;jZi0XVHZmZyYm8vaFZBYOwAVORkaGtiQk4zbTh3K2c3NkxvQVh0ZUV1dTAAQS8weExaelVCPCI
kczpYNTA5Q2VydG1maWNhdGU+PGRz01g1MD1DZXJ0aWZpY2FAZT5NSUTENmpDQOFAS2dBdA1CQWdIQkJEQUSCZ
2txaGtpRz13MEJBUXNGQURCTk1SQXdEZ11EV1IFRRERBZH1iMjkwTFdOaE1Sa3dad11EV1IFRSORCQk9iM2RwYm1
FZ1UyOXNkWFIwYjI1ek1SRXdEdT1EVLFRTERBaFFTMGt@OVKVWVFZERUXNQWtHQTFVRUJoTUNURTV3SGhj Tk TUW
XhNREkyTURjMUSETXdXaGNOTVRnd@9ESTINRGMxTkRNd1dqQk 5SNUkF3RGdZRFZRUUREQWRuY j I5a@xXTmhNUmt
3RndZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGIyNXpNUkV3RHdZRFZRUUXEQWhRUZBrdFZFV1RWREVMTUFrR
OExVUVCaE1DVEZVd2dnRWINQTBHQINxR1NJYjNEUUVCQVFVQUE@SUJEd@F3Z72dFS@OFvSUIBUUN1Ymw1c@tCQ2p
TQjhUTWRhY31teC9XZk9qTVexZ21JalZKUlkyOEpiTldrQ1ZtdHpnbW10Z2hme1BRUGX1ZXUwRFRhbGIEa3]TU
310Q3Z6e1BTR1B3Q0ZPYWhGL243aFFhMUYZVWFIU3hUS31GQzVuT3dkTHp4S1IPM1dqVnRIR1ITWDIrdjFGZ1V
wUXk1RX15K3JzZ1IN6SjUSZFUTWLpkV3BkYURTRHhWVN1EZXIZzRU15Q2JHNy81SD1INRDRZdXpOcGVURLAtTTZjV
VNUMDc5N1hEbGIFeFNUVEJRWEZKQTIrQONzeT1EWG5KYThuejBGRThmbWN2UUhLVTZrOVFicHpHak TkMORXbEU
2bm83VWRDWUQxSDABK3VzQnA1aGhDckFCNjcwTmRvVHIOVGTHTKFGdDRKVDB2aXRqS@hx0UtFSWQ2TGhkY2@yV
Gc5M2REY1dGdEFNTUIBQUdqZ2RRd2dkRXdEZ 11EV1IWUEFRSCICQVFEQWd1QUTFRUdBMVVKSHARNK1EZ3d0cUE
wbORLROTHaDBkSEE2THk5a2MzTXVibTkzYVc1aExteDFMM@IyYVMxbV1XTjBiM@o1TDI0eWIDOX1iMjkwTFdOa
ExtTn1iREINQmdnckJnRUZCUWNCQVFSQU1ENHAQQV1JS3dZQkJRVURNQUtHTUdoMGRIQTZMeT1rYzNNdWItOTN
hVzVoTG14MUwzQnJIhUzFtWVdOMGIZSjVMMk55ZEM5eWIy0TBMVO50TG10eWREQWRCZO5WSFEARUZNUVUrMnRGe
XBOZTNHMjNZUjh5cUJaSW1WV1Mzd1V3RHdZRFZSMFRBUUgvQkFVd@OF3RUIvekFOQmdrcWhralc5dzBCQVFzRkF
BTONBUUVBRSt0dWQwNVhHT@02RkVaSFdUYzgrYm16LzZCMFhRWE41NjRLV@ICaGNoOWk 1R2FkanFwU3NT1dmtuK
3R1THE1bTZDTG8zZTRsWDJIkSjdoc1BBdn1hTHFPSXB6ZzQ5VEdkaWIxbk9CMk83NCt5QWhUOHY5R1pASDFFQOh
YeF1zdX1TRO1LdmQrTDVJakpUaXMzbGwdd1U4Rkh6eVIsTT1IUW53W1ITMDZqRmNKZUdsT2d5WmgrVUxXb1JOR
UV3cU44RFRGMkQWWGInWUIzckN4Q@IqMFBwYUpGenV2RVFxcFV1dV1nMTRSMURKRmFoTHdXxV11TT0Q1Z1BobUE
wSFI0ejNHRjNgSFN6MGk5alhTVE9ZzVWNka3ZVSnkwdE1PbnVqc1VFa2czSDZXZzNsejhUdzNIYzdWMUSIY1itNQ
ZVLNFp2WCsTU115dTArZX13YkZzY@1yWVp3PTO8L2Rz01g1MD1DZXI0aWZpY2FAZT48L2Rz01gTMDLEYXRhPjw
VZHM6S2V5SW5mbz48ZHM6T21qZWNOPjx4YWR1czpRdWFsaWZ5aW5nUH]veGVydG11eyB4bWxuczp4YWR1cz@1ia
HROcDovL3VyaS51dHNpLmIyZy8wMTkwMy92MS4zLjIjI1BUYXInZXQ9IiNpZC1hZmR1NzgyNDM2NDY4ZGQ3NGY
1YjEAMWY3Y2UxMTB1MSI+PHhhZGVZ01NpZ251ZFByb3B1lcnRpZXMgSWQ9InhhZGVzLW1kLWFmZGU30DIOMZYON
jhkZDc@ZWViMTgxZjdjZTEXMGUXIj48eGFkZXMoU21nbmVkU21nbmFAdXI1UHIvcGVydG11cz48eGFkZXMOU21
nbmluZ 1RpbWU+MjAxNy@w0S@yO0FQxMTowOTowNFo8L3hhZGVz01NpZ25pbmdUaW11Pjx4YWR1czpTaWduaW5nQ
2VydG1lmaWNhdGVWMj48eGFkZXM6Q2VydD48eGFkZXM6Q2VydERpZ2VzdD48ZHM6RG1NZXNOTWVAaGIkIEFsZ29
yaXRobT@1iaHRAcDovL3d3dy53My5vemevMjAwMC8wOS94bWxke21nI3NoYTE L z48ZHMO6RG1NZXNAVmMF sdWU+Y
ytWb2hnMGpJY10@VVFTV2VnbENNMGIHT1dzPTwvZHMERG1NZXNOVmF sdWU+PC94YWR1czpDZXIORG1NZXNOPj x
AYWR1czpJe3NTZXITZXIpYWxWMj5NR113VWFSUETFMHhFREFPQmdOVkJBTU1CMmR2Yj JRAFkyRXhHVEFYQmdOV
kJBbO1FRTV2ZDIsdV1TQLRiMngxZEdsdmJuTXhFVEFQQmdOVkIBc@1DRkIMUTMXxVVIWT1VNUXN3Q1FZRFZRUUd
FdOpNV1FIQkNnPT@8L3hhZGVz0k1zc3V1icINlemlhbFYyPjwveGFkZXM6Q2VydD48L3hhZGVz01NpZ25pbmdDZ
XJ0aWZpY2FOZVYyPjwveGFkZXM6U21nbmVkU21nbmF@dXJ1UHIvcGVydG1l1cz48eGFkZXM6U21nbmVkRGFAYU9
iamVjdFByb3BlcnRpZXM+PHhhZGVz0kRhdGFPYmp1Y3RGb3JtYXQgT2IqZWNOUMVmZXI1bmN1PSIjci1pZCOxI
j48eGFkZXM6TW1tZVR5cGU+dGV4dC94bWw8L3hhZGVzO0k1pbWVUeXB1PjwveGFkZXM6RGFOYU9iamVjdEZvem1
hdD48L3hhZGVz01NpZ251ZERhdGFPYmp1Y3RQcm9wZXI0aWVzPjwveGFkZXM6U21nbmVkUHIveGVydG11ez48L
3hhZGVzO1F1YWxpZn1pbmdQem9wZXJ0aWVzPjwvZHM6T2IqZWNOPjwvZHM6U2 1nbmFAdXJ1Pg==",

"digestAlgorithm" : null,

“name" : "xades-detached.xml"

¥
"parameters" : {

"signingCertificate" : null,

"certificateChain" : [ ],

"detachedContents" : [ {
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"bytes" :
"77u/PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZG1luZz@1VVRGLTgiPz4NCjxo0nRhYmx1IHhtbG5z0mg9Imhod
HA6LY93d3cudzMub3InL1RSL2h@bWwOLYI+DQoIPGgbdHI+DQoICTx00nRkPkh1bGxvPC900nRkPgOKCQk8aDp
0ZD5Xb3JsZDwvaDp0@ZD4NCgk8L2g6dHI+DQo8L2g6dGFibGU+",

"digestAlgorithm" : null,

"name" : "sample.xml"

P,
"asicContainerType" : null,
"signaturelLevel” : "XAdES_BASELINE_T",
"signaturePackaging" : null,
"signatureAlgorithm" : "RSA_SHA256",
"digestAlgorithm" : "SHA256",
"encryptionAlgorithm" : "RSA",
"referenceDigestAlgorithm" : null,
"contentTimestampParameters” : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/20@01/10/xml-exc-c14n#"
¥
"signatureTimestampParameters" : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/2001/10/xml-exc-c14n#"
¥
"archiveTimestampParameters" : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/2001/10/xml-exc-c14n#"

}

ignWithExpiredCertificate" : false,
"generateTBSWithoutCertificate" : false,
"blevelParams" : {

"trustAnchorBPPolicy" : true,
"signingDate" : 1566540523973,
"claimedSignerRoles" : null,
"policyId" : null,

"policyQualifier" : null,
"policyDescription” : null,
"policyDigestAlgorithm" : null,
"policyDigestValue" : null,
"policySpuri" : null,
"commitmentTypelndications" : null,
"signerLocationPostalAddress" : [ 1],
"signerLocationPostalCode" : null,
"signerLocationlocality" : null,
"signerLocationStateOrProvince" : null,
"signerLocationCountry” : null,
"signerLocationStreet" : null

Response

118



HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:44 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 10477

{

"bytes" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiIHNOYWS5kYWxvbmU9Im5vIj8+PGRz0O1NpZ25hd
HVyZSB4bWxuczpkcz@iaHRAcDovL3d3dy53My5vemevMjAwMC8w0S94bWxkc21nIyIgSWQIImlkLWFmZGU30DI
OMzYONjhkZDc@ZWViMTgxZjdjZTExMGUXIj48ZHM6U21nbmVkSW5mbz48ZHM6Q2Fub25pY2FsaXphdGlvbk1ld
GhvZ(BBbGdvem10aG09Imh@dHAGLY93d3cudzMub3InLzIwMDEVMTAveG1sLWVAYy1jMTRuIyIvPjxkeczpTald
uYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJodHRwO18vd3d3LnczLm9yZy8yMDAxLzAAL3htbGRzaWe tbWIyZSNyc
2Etc2hhMjU2118+PGRz01I1ZmVyZW5jZSBIZD0B1ci1pZCOxI1BUeXB1PSIi1IFVSSTO1c2FtcGx1LnhtbCI+PGR
z0kRpZ2VzdE11dGhvZCBBbGdvem10aG@9Imh@dHAGLY93d3cudzMub3InLzIwMDEVMDQveG1sZW5j I3NoYTIIN
1IvPjxkczpEaWd1lc3RWYWx1ZT5rYORIT1pqd1poVmZTRGh1aEN1QOVSUM1ZcFRINEpgNFItZ1ZWaTMxUT1nPTw
vZHM6RGTNZXN@VmFsdWU+PC9kczpSZWZ1emVuY2U+PGRz01I1ZmVyZW55ZSBUeXB1PSJodHRwO18vdXJpLmV@c
2kub3InLzAx0TAzITNpZ251ZFByb3B1lcnRpZXMiIFVSSTO1I3hhZGVzLW1kLWFmZGU30DIOMZY@NjhkZDc@ZWV
iMTgxZjdjZTExMGUxIj48ZHM6VHIhbnNmb3Jtcz48ZHM6VHIhbnNmb3JtIEFsZ29yaXRobT@1aHR@cDovL3d3d
y53My5vemevMjAwMS8xMC94bWwtZXhj LWMxNG4j I18+PC9kczpUemFuc2Zvem1zPjxkezpEald1e3RNZXRob2Q
gQWxnb3JpdGhtPSJodHRwO18vd3d3LnczLm9yZy8yMDAXLzABL3htbGVuYyNzaGEyNTY1Lz48ZHMORGLnZXNGV
mFsdWU+RHp@d@5UbVIvTOFtNi9sTUk4Un1tNXhaUHpJdkxZRHpul2ViWV1rUHNyND@8L2Rz0kRpZ2VzdFZhbHV
1PjwvZHMOUMVmZXJ1bmNTPjwvZHM6U21nbmVk SW5mbz48ZHM6U2 1nbmFAdXI1VmFsdWUgSWQIInZhbHVILWLkL
WFmZGU30DIOMzY@NjhkZDcOZWViMTgxZjdjZTEXMGUxIj5ZQTdzRU50MO44dWZMRkTuS3IzNnIwUHF6TWLZMTE
weysrSUdURVVDMHNwYXhVdjBkSFpNMGQveW4za3BMSkxvVWt INE@zZmxgNVdHbjgza2YwNUIXTTFraHNYNjFHS
nphR1RQR3BtN2FrU1FLaHZvSDI1eX1xVF1YRVNsQmNtMDRpemlLaExNelpqVWZ4NCICMVpIeXN2NXBIQmdKMnI
yb2k2akxveD13dzNnZTRjNF1Kb2FLK1NYazZoeVROT2NOOFBqR2U2M1dZT1ROV1BRRnZqYThCbndnK2EwYkJ1d
0QrOE42ZndpZ@NkVzVhLZzRES1V1LO04ATWI3MFpJOFBvT3puRGRmMaStUUGIpSWVWDUN1bDVtVWIVZZIRL3hZbHV
KZkxoM3VHUUFYS@J2RjQ1bORISFIWZWZuTi9EL1d5dEFDbFVWRGIRU3T3ZW1ualBwcUY4ZWcIPTwvZHMOUZ1nb
mFOdXJ1VmFsdWU+PGRzOkt1eUTluZm8+PGRz01g1MD1EYXRhPjxkczpYNTA5Q2VydG1lmaWNhdGU+TU1IRDFEQ@N
Bcn1nQXdJQkFnSUJDakFOQmdrcWhralc5dzBCQVFzRkFEQk5NUkF3RGdZRFZRUUREQWRUYj I5a@xXTmhNUmt3R
ndZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGIyNXpNUkV3RHAZRFZRUUXEQWhRUZBrdFZFV1RWREVMTUF rROE
xVUVCaE1DVEZVd@hoY@5NVF14TURIMk1EYZFORET14V2hj Tk 1UZ3dPREKYTURJMUSETXhXakJQTVIId@VBWURWU
VFEREFsbmIyOWtMWFZ6W1hJeEdUQVhCZO5WQkFvTUVFNXZkMmx TWVNCVGIyeDFkR2x2Ym5NeEVUQVBCZ@5WQkF
zTUNGQkxTUzFVU1Z0VU1TRc3dDUV1EV1FRRAV3SkTWVENDQVNIdORRWUpLb1pJaHZ j TkFRRUICUUFEZ2dFUEFEQ
ONBUWIDZ2dFQkFMUKNVSVFaYnczb1INkTHArQj1jekVDZ3Baa2tRNXhWNGc5TS83d2xn0TdvQ@ONmN1VFaD1CQTF
kK3pZanN6ditCSjFiS1pQZ2FuMjE@NEF2Z3NvROpmYjZVSX1WVzRna2xVZ01sMWFyVXZvbitXa@tuc2VGdVFPZ
kp5alNGVURId251dnAwaHpjSThIWFItTGRteWgrbis2Tk1IMGItNXRWbTNmUXJ0QLZpQ@x1UBTWenVENUVQajB
tSVJjeDkxcEwz0GUzRk5UVzd0YUdaTGV1enVGdVIveTd60TNSTGt2WjRWQU1ORAdMdk1YT111UkJaTX1QaHBCW
JRMM@E4STNFRWxLV@gvMUx3aW1YVFRTRzFzTTZXdk1UVmImMnZ1ZDQ3b1pSUUEYybVNwTkdqUWI1TAFFemZ1V1Z
VcXpJQ2doUUNIUkdPTnVTTEcvSGZxRkhiNGpXZzBDQXdFQUFhT@J2RENCAVRBT@InT1ZIUThCQWY4RUIBTUNCa
OF3Z11jRONDc@OdBUVVGQndFQkIIc3d1VEET1QmdnckInRUZCUWN3QV1ZdGFIUjBjRGI2TDISemN5NXViM2RwYm1
FAWJIIVXZjR3RwTFdaaFkzUnZjbmt2YjJ0emNDOW51Mj1rTFdOaET1Ed@dDQ3NHQVFVRkI6QUNoakJIvZEhSd@9p0
HZaSE56TGO1dmQybHVZUzVzZFM5d2Eya3RabUZqZEc5eWVTOWpjb1F2WjI5d1pDMWpZUzVqY25Rd@hRWURWU B

119



PQkJZRUZOMnBIRC83UGVmbUJUOGIYM]j1aaFd5L@9ISjFNQTBHQTNXRTNIYjNEUUVCQ3dVQUEASUIBUUILMTZPT
GhESVZXS29GcnJoaFd6YWRkdGs2WFFAY3dSbe5QV1INzaSInT3I6c2RNNzBBMzFASVR3NT1mTGhwb1ZBMXhvN29
256GxkcExsaHF50W81d2gy0D]5Q3BxQ1VBdGdyU2tER29nK@s3Q0w2Z1VwemxZaVp1R1pydGeyWDNmSFMyVXN4AN
FpKM3RJajZ3VmVjREVVcULTRmZGVDIFc20wUVhVbmdIS@ZNbDk TWGdtdHeyd3hYYk96VWVEZDRESVBydittVzV
wb@FXcjZJdHNWK@gyV1ErWkwva@Jud1dIalNUT2FHRmlzcVhZL2FILzFQAEJYQSsxNStZSVd1bUpCU3Yza@RhR
npPWEFFdFI5Wkk4bF1PSmFyb1k3QXkvYU42Yj11R2ZmemIvL2hWQWNMNFAEZGhrYkJOM204dytnNzZMbOFYTmV
FZXUwNEEvMHhMWnpVQjwvZHMOWDUwOUNTcnRpZm1jYXR1PjxkczpYNTA5Q2VydG1lmaWNhdGU+TUTIRDZqQONBd
EtnQXdJQkFnSUJCREFOQmdrcWhralc5dzBCQVFzRkFEQk5NUkF3RGAZRFZRUUREQWRSY j ISMExXTmhNUmt 3Rnd
ZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGIyNXpNUkV3RHdZRFZRUUXEQWhRUZBrdFZFV1RWREVMTUF rROEXV
UVCaE1DVEZVd@hoY@5NVF14TURIMk1EYZFORE13V2hjTk1UZ3dPREKYTURJMUSETXdXakJOTVIBd@RNWURWUVF
EREFkbmIyOWtMV@50TVIrd@Z3WURWUVFLREICT2IzZHBibUVnVTI5c2RYUnBiMjV6TVIFdOR3WURWUVFMREFoU
VMwa3RWRVZUVKRFTE1Ba@dBMVVFQmhNQTRGVXdnZ@VpTUEWR@ONTcUdTSWIZzRFFFQkFRVUFBNE1CRHdBd2dnRUt
BbO1CQVFDYmIsSNXNLQkNQUAI4VETkYWN5bXgvV2ZPak1XMWdpSWpWS1IZMjhKYk5Xa@NWbXR6Z21pdGdoZnIQU
VBsdWVIMERUYWx1RGtyUTN5aEN2enpQUOdQdONGT2FoR19uN2hRYTFGMTVhSFN4VEtyRkM1bk93ZEx6eEtSTzN
XalZeSuUdSU1gya3YxRmZVcFF5NUV5eStyc27Teko10WRVNVpaZFdwZGFEdUR4AV1Z5RGVyMAVIeUNiRzcvNUg5T
UQ@WXV6TnB1VEZXbUB2Y1VTVDA30TZYRGX 1RXhTVFRHUVhGSKEYK@ONDc3k5RFhuSmE4bnowRkU4Zm1jd1FIZVU
2az1RYnB6R2pNZDNEV2xFNm5vN1VkQ11EMUgwNCt1c@IwNWhoQ3JBQjY3MESkb 1Ry T1IRtRO5BRNQAS1Qwdm10a
ktIcT1LRULkNkxoZGNtMLRNnOTNKkRGNXRNRBZ0@1CQUFHamdkUXdnZEV3RGdZRFZSMFBBUUgvQkFRREFNZUFNRUV
HQTFVZEh3UTZNRGd3TnFBMGIES@ANR2gwZEhBNkx50Wt jMO11Ym@A5M2FXNWhMbXgx TDNCemFTMW1ZV@4wY jNKN
UwyTn1iQz15Y;j ISMExXTmhMbU55YkRCTUINZ31CZ0VGQLFjQkFRUKFNRDR3UEFZSUt3WUJCUVVITUFLROTHaDB
kSEE2THk5a2MzTXVibTkzYVc1aExteDFMM@IyYVMxbV1XTjBiMOo1TDI0eWRDOXT1MjkwTFdOaExtTn1kREFKQ
mdOVkhRNEVGZ1FVKzJORnFwTmUzRzIzWVI4eXFCWk1pV1dTM3ZVd@R3WURWU;jBUQVFIL@IBVXdBd@VCL3pBTk]
na3Foa21HOXcwQkFRc@ZBQUIDQVFFQUUr TnVkMDVYRAINNKkZFWkhXVGM4K2Itei82Q3BYUVhONTY@S1dCQmhja
D1pNUdhZGpxcFNzZXZrbit@ZUxxNW@2Q0xvM2UBbFgyZEo3aHNQQXZ5YUxxT@1wemc@OVRHZGTiMW5PQj IPNzQ
reUFoVDh20UZadEgxRUNIWHhZc3V5U0dIS3ZkKOw1SWpKVG1zM2xsNHZVOEZIen1SbE@SSVFud1pSNTA2akZjS
mVHbE9neVpoK1VMV25STkVFd3FOOERUR JEMFhvZ11Cc3IDeENCajBQcGFKRNI1dkVRcXBVdXVZZzE@UjFESkZ
haEx3cVZZUA9IENWdQaG1BMEhSNHozRAYzakhTe jBpOWpYUTRPc1VjZGt2VUp5MHRIT251anNVRWtnMAg2V2czb
Ho4VHczSWM3V;j FOSGIrTUM1SzRad1grNVNZeXUwK2VyN23Ge2NJc11adz@9PC9kczpYNTASQ2VydGImaWNhdGU
+PC9kczpYNTASRGFOYT48L2Rz0k t 1eUluZm8+PGRz0k91amVjdD48eGFkZXM6UXVhbG1meWluZ1Byb3BlcnRpZ
XMgeG1sbnMbeGFkZXMIImh@dHA6LY91emkuZXRzaS5vemevMDESMDMvdj EuMy4yTIyIgVGFyZ2VOPSIjaWQtYWZ
kZTc4MjQzNjQ20GRkNzRTZWIxODFmN2NIMTEWZTE1Pjx4YWR1czpTaWduZWRQcm9wZXJ0aWVzIE1kPSI4YWR1c
y1pZC1hZmR1NzgyNDM2NDY4ZGQ3NGV1YjE4AMWY3Y2UXxMTBIMSI+PHhhZGVzO1NpZ251ZFNpZ25hdHVyZVByb3B
LenRpZXM+PHhhZGVZzO1NpZ25pbmdUaW11Pj IwMTctMDktMjhUMTE6MDk6MDRaPC94YWR1czpTaWduaWsnValtZ
T48eGFkZXM6U21nbmluZ@N1cnRpZmljYXR1VjI+PHhhZGVZz0kN1cnQ+PHhhZGVZz0kN1cnREaWd1c3Q+PGRzOkR
pZ2VzdE11dGhvZ(BBbGdvem10aG@9Imh@dHA6LY93d3cudzMub3InLzIwMDAvMDkveG1sZHNpZyNzaGExIi8+P
GRzOkRpZ2VzdFZhbHV1PmMrVm90ZzBqSWNaNFVRU1d1Z2xDZzBvRO5Xcz08L2Rz0kRpZ2VzdFZhbHV1PjwveGF
kZXM6Q2VydERpZ2VzdD48eGFkZXM6SXNzdWVyU2VyaWFsVjI+TUZZd1VhU1BNRTB4RURBT@InT1ZCQUTNQjJkd
mIyUXRZMkVARTRBWEInT1ZCQWINRUUTdmQybHVZU@JUYj J4MWRHDbHZ1bk 14RVRBUEInT1ZCQXNNQOZCTENTMVV
SVk5VTVFzdONRWURWUVFHRXdKTVZRSUIDZz@9PC94YWR1czpJc3N1ZXITZXIpYWxWMj48L3hhZGVz0kN1cnQ+P
C94YWRLczpTaWduaW5nQ2VydG1lmaWNhdGVWM]j48L3hhZGVz01NpZ251ZFNpZ25hdHVyZVByb3B1lenRpZXM+PHh
hZGVz01NpZ251ZERhdGFPYmp1Y3RQcm9wZXI0aWVzPjx4YWR1czpEYXRhT21qZWNORmIybWFOIEYiamVjdFI1Z
mVyZW5jZT@1131taWQtMSI+PHhhZGVz0k1pbWVUeXB1PnR1eHQueGTsPC94YWR1czpNaW11VH1wZT48L3hhZGV
z0kRhdGFPYmp1Y3RGb3JtYXQ+PC94YWR1czpTaWduZWREYXRhT2JqZWNOUHIvcGVydG11cz48L3hhZGVz01NpZ
251ZFByb3B1cnRpZXM+PHhhZGVZz01Vuc21nbmVkUHIvcGVydG11cz48eGFkZXMbVW5zaWduZWRTaWduYXR1emV
Qem9wZXJ0aWVzPjx4YWR1czpTaWduYXR1emVUaW11U3RhbXAgSWQII1RTLWI10GIKNDABLTZ1ZjAtNDc5251hZ
DhiLTg2ZDUyNDgwYjJkYyI+PGRzOkNhbm9uaWNhbG16YXRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwO18vd3d
3LnczLm9yZy8yMDAxLzEwL3htbC11eGMtYzE@biMiLZz48eGFkZXMORWSjYXBzdWxhdGVkVGLtZVNOYWTwIELKP
SJFVFMtYmI4YmQOMDQtNmImMCOONzT1LWFkOGItODZKNTIOODBiMmRjIj5NSUTHYOFZSktviwk1odmNOQVFjQ29
JSUdZVENDQmwwQOFRTXhEekFOQmdsZ2hrZ0JaUUTFQWdFRKFEQn1CZ3NxaGtpRz13MEIDUkFCQktCakJHRXdYd
01CQVFZREtnTUVNREV3RFFZS11JWk1BV1VEQkFJQkJRQUVITHBORMIAYNRCOWLpSW1SSE4wZXI0ZHdXKTh1M@h
1a2sxVnFEeHI4Q111MOFoRUESUEpHUTREZZVCLZVPc1pWbkY@OT3V4Z1BNakFATTRBNE1qTXd0akEATKRSYWIIS
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URjakNDQTIQd2dnS1dvQU1DQVFIQOFXUXdEUV1KS29aSWh2Y@5BUUVMQLFBd1ZURVINQL1HQTFVRUF3d1BjM1Z
zWmkxemFXZHVaV1F@ZEhOaE1Sa3dGd11EVIFRSORCQkI iM2RwYm1FZ1UyOXNKWFIwYjI1ek1SRXdEdT1EVLIFRT
ERBaFFTMGt@VKVWVFZERUxNQWtHQTFVRUJoTUNUR1V3SGhjTk1UZ3dPVE13TURjeE16STIXaGNOTWpBd@56SXd
NRGN4ATXpJIM1dqQ1ZNUmd3RmdZRFZRUUREQT16W1d4bUxYTnBaMjVsWkMxMGMyRXhHVEFYQmdOVkIBbO1FRTV2Z
DJsdV1TQLRiMngxZEdsdmJuTXhFVEFQQmdOVk JBc@1DRkIJMUTMxVVIWTLVNUXN3Q1FZRFZRUUdFd@pNV1RDQOF
TSXdEUV1KS29aSWh2Y@5BUUVCQLFBRGANRVBBRENDQVFvQ2dnRUIBTUFaR11Yd2ZxQUkvRE9FdkYzankvK1UTL
ZN1SjVFRKVQRWIrL24xeStiVkI5dE@xeHBmbEMyUXdEUEZFKzdzWUgxVkxRZXYwTF1pSmimNmp5NEQ4W RSMTV
wc3BhSmNWWkpHN2020DRHM21DcWpVNmIKTO5hUk tmVmVaK@o4am1GVmIyUnhhSmpyY2pzUW9rbHVCYR11TFVXW
G92WTBDTDJIGMWdqRVpKd29nQ@dwUndWWU1ab@R1UkVmaS9oWm1MR2xNbnV6SWRQNkpUUUZ1K3Nabk5zUkZt0H]
aSHB1V1BaQkVIL1RzV2pyUGhoOU11eTRab1FjWWIOU2xIelRrdCtBKA5SWRjRhK1ZESj11cWo10XNUa2ZKdUs3M
XZ6TUUybH1LcWx1dHBhTEtKemx3NDVobXZrSk1oSE1PLAc5Mno5SDBXdVhaQWtMQkg1amQrNjJ2SWxVQOF3RUF
BYU5KTUVjd@RnWURWUjBQQVFIL@IBUURBZ2VBTUJZROEXVWRKUUVCL3dRTU1Bb@dDQ3NHQVFVRkI3TULNQ]jBHQ
TFVZERNUVACQ1JuZ2NkaV16ZWhJIbDBFMU1ZYkgwdWIOTXZ6bGpBTkIna3Foa21HOXcwQkFRc@ZBQUIDQVFFQWp
IRnpjY3ATNzRBOFMTRThWAXFWQjhPSzFWaGovb21IbENNM2ZqK2FGOFMzdGZPa1BUZWFFVTVsemFLMGRZditic
XNOUU1pVHZBdzhaUjZWbVdvMDI6Mks@R29uU3VKWXNIeH1Sc2swN1ISZFRscCIVAEpFc@YXWINXUj15NnhMSTY
0KzZpK1hVNnMzSEImVmwx SURPNXZJSE5NbnoybmhqY@VnM@VjZHNSaVNCc@1pVnZYWTZOMy8rbE1TWWImUTHQR
2hzNjg1cTRITWU2R1ZKemt ZRTZITFBMMESPYUVQSERaTk9PRDF5TZzVRNHAQaGhnY@d4Z20]3emRQV;j I0ZW8zYn]
uWndGOFUyaTdJVET1ReTVXOVdtR1MvWEIMaExycS9Ybko10TerZHY3Q21CMAcrd31uZTFZdk5DSzgveW5Z0V1Kd
DJIxaXY4dkFQNk9GY1REbHpBekdDQWxzd2dnS1hBZ@OVCTUZvd1ZURVINQLTHQTFVRUF3d1BjM1ZzWmkxemFXZHV
aV1FOZEhOaE1Sa3dGd11EVIFRSORCQkI iM2RwYmTFZ1UyOXNKWFIwYjI1ek1SRXdEd11EVIFRTERBaFFTMGtOV
kVWVFZERUXNQWtHQTFVRUJoTUNURTVDQVdRdORRWUpZSVpIQVdVREIBSUICUUNNZ 2RNd@dnWUpLb1pJaHZ j TkF
Ra@RNUTBHQ31xRTNJYjNEUUVKRUFFRU1Cd@dDU3FHUATiMORRRUpCVEVQRncweE9UQTRNak 13TmpBNESEUmMFNQ
zBHQTNXR1NJYjNEUUVKTKRFZ@1CNHAEUV1KWU1aSUFXVURCQU1CQLFDaERRWUpLb1pJaHZ j TkFRRUXCUUF3THd
ZSktvWk1odmNOQVFrRU1TTSUVISG50R1I2M1ZYRGLCVELqd1RRTUZVN1BDMNdBc@1XVVNXSCs1bjZ@SDE3dOTEY
0dDeXFHUOTiMORRRUpFQU12TVNnd@pqQWtNQ@1FSUdZMDRYdFpleVASUARaRTFYMLTUTHG5NjRmajNYKThRSES
yd1RiWk1sVnRNQTBHQTNxRTNJYjNEUUVCQ3dVQUIISUIBQkVRTAxmSi9VdkVsRTNIYmwyc@ppZUNOemNWZVF4R
UTFNF1IZDYwVEtFOWIrb@VWRndpcUNDNW1jMTINaWx@czFZbG1ORCs5a1Vtc1hTYk82aytsemZNOFRReGdkRGN
1bmo4aUZTei9xcGdMUURIdm9a0Vk1TWIqRWINeEVYSzMwWVg2SGg3ZVFwbGN5b1VUe TNTUkUrOUx jdHhSV1MyU
XVyWEpTNThPV3N2WWNYVmUwYUJ@OEUWNFppW1p1Z2Gh4Y1p4ZGT1yVThDcINMQThUU29FOTRYaGI5eVBvcXJJZDN
XZjBhbHpoRHVWR@MwckNoQW@2Mk@@NWY TR3RHRUF 1YkNYcmQzaHRTcGN2eUtLRXF5UFRDdUxpck FnN1ThVRANTR
W5Ld27ReUxkbXE2UkNQdkFQbGdONXAvZ11CRU14aE02QmIQbGx3bkNnUTNObHIOSKkNPdV13PTwveGFkZXM6RWS
jYXBzdWxhdGVkVG1tZVNOYWIwPjwveGFkZXM6U21nbmFAdXI1VGTLtZVNOYWIwPjwveGFkZXM6VW5zaWduZWRTa
WduYXR1cmVQem9wZXJ0aWVzPjwveGFkZXM6VW5zaWduZWRQemIwZXI@aWVzPjwveGFkZXM6UXVhbG1meWluZ 1B
yb3B1lenRpZXM+PC9kczpPYmp1Y3Q+PC9kczpTalWduYXR1emU+",
"digestAlgorithm" : null,
“name” : "xades-detached-extended-xades-baseline-t.xml"

}

REST server signature service

This service also exposed 3 methods :

» getKeys : retrieves available keys on server side
» getKey : retrieves a key on the server side by its alias

* sign : signs the digest value with the given key

Get keys

This method allows retrieving of all available keys on the server side (PKCS#11, PKCS#12, HSM,...).
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All keys will have an alias, a signing certificate and its chain. The alias will be used in following
steps.

Request
GET /services/rest/server-signing/keys HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Host: localhost:8080
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Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 2189

[ {
"alias" : "certificate",
"encryptionAlgo” : "RSA",
"certificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMASGATUECgwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt IMREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01KjsORd5DQtWSgkeVCCNOIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbde4vQIbpjHGarIf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUZYCR
J1kWBRPm4qo@LN405c94QQd45a5k TgowHzEgLnAQI28x@M3A59TKC+ieNcoVF1PsTLpUw7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAA4IBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHTILjU7h+U;jGmKXG9c15eYr3SzUmvbky0I0Bvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

H
"certificateChain" : [ {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXxGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHheNMTcwNjA4MTEYNjAxWheNNDecwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt 1MREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADgGEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000IWBtcIgkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuBeHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vzb4eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28xOM3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAAAIBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovq+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXGIc15eYr3SzUmvbky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

P
F]
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Get key
This method allows retrieving of key informations for a given alias.

Request
GET /services/rest/server-signing/key/certificate HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Host: localhost:8080
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Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:45 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 2185

{
"alias" : "certificate",
"encryptionAlgo” : "RSA",
"certificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMASGATUECgwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt IMREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01KjsORd5DQtWSgkeVCCNOIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbde4vQIbpjHGarIf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUZYCR
J1kWBRPm4qo@LN405c94QQd45a5k TgowHzEgLnAQI28x@M3A59TKC+ieNcoVF1PsTLpUw7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAA4IBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHTILjU7h+U;jGmKXG9c15eYr3SzUmvbky0I0Bvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

H
"certificateChain" : [ {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXxGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHheNMTcwNjA4MTEYNjAxWheNNDecwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt 1MREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADgGEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000IWBtcIgkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuBeHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vzb4eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28xOM3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAAAIBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovq+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXGIc15eYr3SzUmvbky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

P
}
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Sign
This method allows signing of given digests with a server side certificate.

Request

POST /services/rest/server-signing/sign/certificate/SHA256 HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 24

{
"byteS" : IlAQIDIl
}

Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 395

{

"algorithm" : "RSA_SHA256",

"value" :
"AZgLVQQLPQkPgR1fTNfTg3QlcDa®ITb@1S6kSteHxHLvjTmtKnRfYTVPZObupdPMVQIfuBt40Qv2zVtTbor+k
jTu7Baae050mXB80Mvo93F/ZmHPIff8VduPASOql7xc4TN7316KoAnbouYTOjux1uQa9r79yvGo/qhoUwu9R/j
GfOfGPKNHbGVDgnG1rHX@qEWPKIYxetiTLnalZGxuZ9p2vDzZRoEaTs@UWcFu8Y1n9Xk8febhSxAQOncBXwQX8
LKAmZH4/QLsGuIwr+2FhsnC4s1Xi1TdXPzA1qLU38gmamK+QjgMTIPmQioLq2WLVhLye59dHvgvDChkTW3IZA=

}

REST validation service

Validate a document
This service allows a signature validation (all formats/types) against a validation policy.

Request
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POST /services/rest/validation/validateSignature HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 7365

{
"signedDocument” : {

"bytes" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiPz48ZHM6U21nbmFOdXJ1IHhtbG520mRzPSJod
HRwO18vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjI1B1ZD01aWQtYWZkZTc4MjQzNjQ20GRkNzR1ZWIXODF
mN2NIMTEwZTEiPjxkczpTaWduZWRIbmZvPjxkczpDYW5vbmljYWxpemF@aW9uTWV@aGIkIEFsZ29yaXRobT01ia
HR@cDovL3d3dy53My5vemevMjAwMS8xMCI4bWwtZXhjLWMxNG4jI18+PGRz0O1NpZ25hdHVyZU11dGhvZ(CBBbGd
veml0aG09Imh@dHA6LY93d3cudzMub3InLzIwMDEVMDQveG1sZHNpZy1tb3I11312YS1zaGEYNTY1Lz48ZHM6U
mVmZXJ1bmN1IETkPSJyLW1kLTE1IFR5¢GU9I1IgVVIIPSIzYWIwbGUueG1sIj48ZHMORGTNZXNOTWVOaGIkIEF
sZ29yaXRobT@1aHR@cDovL3d3dy53My5vemevMj AwMS8WNCI4bWx LbmMjc2hhMjU2118+PGRz0kRpZ2VzdFZhb
HV1Pmt jREhPWmp3WmhWZnVEaHVoQ2VDRVISbV1wVEgASmo@UmImV1ZpMzFROWcIPCIkczpEaWdlc3RWYWx12T4
8L2Rz01JI1ZmVyZW5jZT48ZHM6UmMVmZXI1bmN1IFR5cGUIImh@dHAbLYI9TcmkuZXRzaS5vemevMDESMDMjU21nb
mVkUHJvcGVydGl1lcyIgVVIIPSIjeGFkZXMtaWQtYWZkZTc4MjQzNjQ20GRkNZR1ZWIXODFmN2NIMTEWZTE1Pjx
kczpUemFuc2Zvem1zPjxkezpUemFuc2Zvem@gQWxnb3JpdGhtPSJodHRwO18vd3d3LnczLm9yZy8yMDAxLzEwL
3htbC11eGMtYzE@bi1MiLz48L2Rz01RyYW5zZmI9ybXM+PGRz0kRpZ2VzdE11dGhvZ(BBbGdvem10aG@9Imh@dHA
6Ly93d3cudzMub3InLzIwMDEVMDQveG1sZW5j I3NoYTITNiIvPjxkczpEaWd1e3RWYWx1ZT5EenR3T1RtUmIPQ
WO2L2xNSThSeWo1eFpQek12TF1Eem4vZWIZWWtQc3I0PTwvZHMORGLNZXNOVmMFsdWU+PC9kczpSZWZ1emVuY2U
+PC9kczpTaWduZWRIbmZvPjxkczpTaWduYXRT1emVWYWx1ZSBIZD@1dmFsdWUtaWQtYWZkZTc4MjQzNjQ20GRkN
ZR1ZWIXODFmN2NIMTEWZTE1P11BN3NFTnQzTjh1ZkxGTW5LcjM2cjBQecXpNaVkzUTBzKytIJRTRFVUMwe3BheFV
2MGRIWkOWZCI5bjNrcExKTGIVabk@TTNmbGo1V@duODNrZjA1QnFNMWtoc1g2MUdKemFGVFBHcGA3YWtSUUtod
m9IMjV5eXFUWVhFU2xCY20wNG16aUtoTET16WmpVZng@LOIxWk15¢3Y1cE1CZAoycjIvaTZqTGIwOXd3M2dINGM
OWUpvYUsrUThrNmh5VE5PY@44UGpHZTYZV11PVESWUFFGdmphOEJud2crYTBiQnV3RCs4TjZmd21nQ2RXNWEVN
ERKVWUvSJhNY jcwWkk4UGIPem5HRGZpKTRQYm1IZVZtQ2IsNW1Vb1VnML1EveF1sdUpmTGgzdUdRQVhLQNZGNDV
VRE1IU1Z1Zm50L0QvV310QUNSVVZEDb1FTeXd1bW5qUHBXxRjh1Zz@9PC9kczpTaWduYXRTemVWYWx1ZT48ZHMOS
2V5SW5mbz48ZHM6WDUwOURhdGE+PGRz01g1MD1DZXJ0aWZpY2F@ZT5NSULEMURDQOFyeWdBd@1CQWdIQkNgQU5
CZ2txaGtpRz13MEIBUXNGQURCTk1SQXdEZT1EV1FRRERBZG51Mj1rTFd0aE1Sa3dGd11EV1IFRSORCQkIiM2RwY
m1FZ1UyOXNkWFIwYjI1ek1SRXdEd11EV1IFRTERBaFFTMGtOVKVWVFZERUXNQWtHQTFVRUJoTUNURLV3SGhj Tk
UWXhNREkyTURjMUSETXhXaGNOTVRnd@9ESTINRGMxTkRNeFdqQ1BNUk13RUFZRFZRUUREQWxuYjI5a@xYVnpaW
ET4RTRBWEInT1ZCQWINRUUTdmQybHVZU@IUY j JAMWRHbHZ 1bk T4RVRBUEInT1ZCQXNNQAZCTFNTMVVSVK5VTVF
zd@NRWURWUVFHRXdKTVZUQ@ONBU@13RFFZSktvitk 1odmNOQVFFQk JRQURnZ@VQQURDQAFRbONNZAVCQUXSQTVIU
VpidzNuU2RMcCtCOWN6RUNncFpralE1eFY@Zz1NLzd3bGe5N29DQ2Y3VUVoOUIBMWQrellge3p2K@IKMWIKW1B
nYW4yMTQOQXZnc29HSmZiN1VIeVZXNGdrbFVnSWwxYXIVdm9uK1drS25zZUZ1UU9mSn1qU@ZVRETL3bnV2cDBoe
mNKWEhYUmTMZG15aCtuKzZ0TUgwb2@1dFZvU2ZRcnRCYmLDTGVTTVZ6dUQ1RVBgMGTIUMNAOTFwTDM4ZTNGT 1R
XN@5hR1pMZWV6dUZTU19xN305M2xMa3ZaNFZBTU5SHRAx2SVhPWWVSQLpNeVBocEJaNEwzQThIMOVFbEtXSC8xXT
HdpaVhUVFNHMXNNN1d2TVRWYmYydmJkNDduW1JRQTJtU3BOR2pRb3VPQUVYZmVWV1Vxek1DZ2hRQOhSROIOAVN
MRy9IZnFGSGI0aldnMENBdOVBQWFPQnZEQOJ1VEFPQMdOVKhROEJIBZjhFQkFNQ@JIrQXdnWWNHQONzROFRVUZCd
@VCQkhzd2VUQTVCZ2dyQmdFRkIJRY3dBWV1@YUhSMGNED3ZMM1J6Y3k1dWIzZHB1bUV1YkhVdmNHdHBMV1poWTN
SdmNua3ZiMk56YOM5bmIyOWtMV@50TUR3RANDcAdBUVVGQnpBQ2hqQm9IkSFI3T2k4d1pITnpMbTV2ZDISdVLTN
XNkUz13YTJIrdFptRmpkRz15ZVM5amNuUXZaMj12WkMxal1TNWpjb1F3SFFZRFZSMEICQL1FRk4ycERELZdQZWZ
tQ1Q4b1gy0VpoV3kvTOhKMU1BMEdDU3FHUATiMORRRUIDA1VBQTRIQkFRQkszVk9MaERIV1dLbOZycmhoV3phZ
GRBazZYUXRjd1IvT1BWU3NpL2dPcnpzZE@3MEEzMXhIVHc3WWZMaHBvVkExeG83b3ZIbGRwTGxocXk5bzV3aDI
AMn1DcHFCVUF@Z3]Ta0RHb2crSzdDTDZnVXBybF1pWnVHWNI0ZZzIYM2ZIUzIVe3g@WkozdETqNndWZWNERVVXS
VNGZkZUMkVzbTBRWFVuZ@1LRk1s0TVYZ210dzJ3eFhiT3pVZURKNERIJUHI2K21XNXBvQVdyNk1@c1YrSDIWUSt
aTC9rQm53VOhqUTRPYUdGaXNxWFkvYUgvMVBOQLhBKZzE1K11IV2VtSkITdjNrRGFGek9YQUVOUj1aSThsWUIKY
XJuWTdBeS9hTjZi0XVHZmZyYm8vaFZBYOwAVORkaGtiQk4zbTh3K2c3NkxvQVh0ZUV1dTABQS8weExaelVCPCY
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kczpYNTA5Q2VydG1maWNhdGU+PGRz01g1MD1DZXJ0aWZpY2F@ZT5NSULENmpDQOFAS2dBd@1CQWdIQkJEQUSCZ
2txaGtpRz13MEIBUXNGQURCTk1SQXdEZ11EV1FRRERBZH11MjkwTFdOaE1Sa3dad11EV1IFRSORCQk9iM2RwYm1
FZ1UyOXNKWFJwYjI1ek1SRXdEdT1EVLIFRTERBaFFTMGtOVKVWVFZERUXNQWtHQTFVRUJoTUNURTV3SGhjTkT1UW
XhNREkyTURjMUSETXdXaGNOTVRnd@9ESTINRGMxTkRNd1dqQk 5NUkF3RGdZRFZRUUREQWRuY jI5a@xXTmhNUmt
3RndZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGIyNXpNUkV3RHdZRFZRUUXEQWhRUZzBrdFZFVIRWREVMTUFrR
OExVUVCaE1DVEZVd2dnRWINQTBHQINXRINJYjNEUUVCQVFVQUE@SUJEd@F3Z2dFS@OFvSUIBUUNT Ymw1c@tCQ2p
TQjhUTWRhY31teC9XZk9qTVexZ21JalZKUlkyOEpiT1ldrQ1ZtdHpnbW10Z2hme1BRUGX1ZXUwRFRhbGIEa3]TU
310Q3Z6e1BTR1B3Q0ZPYWhGL243aFFhMUYzVWFIU3hUS31GQzVuT3dkTHp4S1IPM1dqVnRIR1ITWDIrdjFGZ1V
wUXk1RX15K31zZ1IN6SjUSZFUTWLpkV3BkYURTRHhWVN1EZXIZzRU15Q2IHNy81SD1INRDRZdXpOcGVURLAtTTZjV
VNUMDc5N1hEbGIFeFNUVEdRWEZKQTIrQONze TLEWG5KYThue jBGRThmbWN2UURLVTZrOVFicHpHak TkMORXbEU
2bm83VWRDWUQxSDABK3VzQnATaGhDckFCNjcwTmRvVHIOVGTHTKFGdDRKVDB2aXRqS@hxOUtFSWQ2TGhkY2@yV
Gc5M2REY1dGdEFNTUIBQUdqZ2RRd2dkRXdEZT11EVIIWUEFRSCICQVFEQWd1QUTFRUdBMVVKSHARNk 1EZ3d0cUE
wbORLROTHaDBkSEE2THk5a2MzTXVibTkzYVc1aExteDFMM@JyYVMxbV1XTjBiMAo1TDI0eWIDOX1iMjkwTFdOa
ExtTn1iREINQmdnckInRUZCUWNCQVFSQU1ENHAQQV1JS3dZQkIJRVURNQUtHTUdoMGRIQTZMeT1rYzNNdWItOTN
hVzVoTG14MUwzQnJhUzFtWVdOMGIZzSjVMMk55ZEM5eWIy0TBMV@50TG10eWREQWRCZO5WSFEORUZNUVUrMnRGe
XBOZTNHMjNZUjh5cUJaSW1WVIMzd1V3RHdZRFZSMFRBUUgvQkFVd@F3RUIvekFOQmdrcWhrale5dzBCQVFzRkF
BTONBUUVBRSt0dWQwNVhHT@@2RkVaSFdUYzgrYm16LzZCMFhRWE41NjRLV@ICaGNoOWk TR2FkanFwU3N1dmtuK
3R1THE1bTZDTG8zZTRsWDJIkSjdoc1BBdn1hTHFPSXB6ZzQ5VEdkaWIxbk9CMk83NCt5QWhUOHY5R1pASDFFQOh
YeF1zdX1TR@1LdmQr TDV]akpUaXMzbGwdd1U4RkhoeVIsTT1IUW53WLITMDZqRmNKZUdsT2d5WmgrVUxXb1JOR
UV3cU44RFRGMkQwWGInWUIzckN4QOIqMFBwYUpGenV2RVFxcFV1dV1nMTRSMURKRmFoTHAxV11TT@Q1Z1BobUE
wSFI0ejNHRjNGSFNoMGk5alhTVE9zVWNka3ZVSnkwdE1PbnVqc1VFa2czSDZXZzNsejhUdzNIYzdWMUSIY1tNQ
ZVLNFp2WCs1U115dTArZX13YkZzY01yWVp3PTO8L2Rz01gTMD1DZXJ0aWZpY2F@ZT48L2Rz01g1MD1EYXRhPjw
VZHM6S2V5SW5mbz48ZHM6T21qZWNOPjx4YWR1czpRdWFsaWZ5aW5nUHIveGVydGl1eyB4bWxuczp4YWR1cz@1ia
HR@cDovL3VyaS51dHNpLmIyZy8wMTkwMy92MS4zLjIjI1BUYXInZXQ9IiNpZC1hZmR1NzgyNDM2NDY4ZGQ3NGY
1YjE4AMWY3Y2UXMTB1MSI+PHhhZGVzO1NpZ251ZFByb3B1cnRpZXMgSWQIInhhZGVzLW1kLWFmZGU30DIOMzYON
jhkZDc@ZWViMTgxZjdjZTEXMGUxIj48eGFkZXM6U21nbmVkU21nbmFAdXJ1UHIvcGVydGl1cz48eGFkZXMOU21
nbmluZ1RpbWU+MjAxNy@w0OS@yOFQxMTowOTowNFo8L3hhZGVz01NpZ25pbmdUaW11Pjx4YWR1czpTaWduaW5nQ
2\lydG1maWNhdGVWMj48eGFkZXM6Q2VydD48eGFkZXM6Q2VydERpZ2VzdD48ZHM6RG1NZXNOTWVAaGIKIEFsZ29
yaXRobT@1iaHR@cDovL3d3dy53My5vemevMjAwMC8w0S94bWxkc21nI3NoYTE1Lz48ZHMORGTNZXNOVmF sdWU+Y
ytWb2hnMGpJY10@VVFTV2VnbENNMGIHT 1dzPTwvZHMORGLNZXNOVmF sdWU+PC94YWR1czpDZXJORGLNZXNOPj x
AYWR1czpJe3NTZXITZXIpYWxWMj5NR113VWFSUETFMHhFREFPQmdOVkJBTU1CMmR2Yj JRAFkyRXhHVEFYQmdOV
kJBbO1FRTV2ZD]sdV1TQLRiMngxZEdsdmJuTXhFVEFQQmdOVk JBc@1DRk JMUTMxVVIWT1VNUXN3Q1FZRFZRUUd
Fd@pNV1FIQkNnPT@8L3hhZGVz0k1zc3V1icINlemlhbFYyPjwveGFkZXM6Q2VydD48L3hhZGVz01NpZ25pbmdDZ
XJ0aWZpY2F@ZVYyPjwveGFkZXM6U21nbmVkU21nbmFAdXJ1UHIvcGVydGl1cz48eGFkZXM6U21nbmVkRGFAYU9
iamVjdFByb3BlcnRpZXM+PHhhZGVzOkRhdGFPYmp1Y3RGb31tYXQgT2IqZWNOUMVmZXI1bmN1PSIjci1pZCOxI
j48eGFkZXM6TW1tZVR5cGU+dGV4dC94bWw8L3hhZGVzO0k1pbWVUeXB1PjwveGFkZXM6RGFOYU9iamVjdEZveml
hdD48L3hhZGVz01NpZ251ZERhdGFPYmp1Y3RQcmIwZXI0aWVzPjwveGFkZXM6U21nbmVkUHIveGVydGl1cz48L
3hhZGVz01F1YWxpZn1lpbmdQem9wZXI0aWVzPjwvZHM6T2IqZWNOPjwvZHM6U21nbmFOdXI1Pg==",
"digestAlgorithm" : null,
“name" : "xades-detached.xml"

}

riginalDocuments" : [ {

"bytes" :
"77u/PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiPz4NCjxo0nRhYmx1IHhtbG520mg9Imhad
HA6LY93d3cudzMub3InL1RSL2h@bWw@LyI+DQoIPGgbdHI+DQo]CTx00nRkPkh1bGxvPC9I00nRkPgAKCQk8aDp
0ZD5Xb3JsZDwvaDp@ZD4NCgk8L2g6dHI+DQo8L2g6dGFibGU+",

"digestAlgorithm" : null,
“name" : "sample.xml"
P
"policy" : null,
"signatureld" : null
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Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:45 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 48309

{

"validationReportaDataHandler" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZG1luZz@iVVRGLTgiIHNOYW5kYWxvbmU9In1lcyI/Pgo8VmFsaWRhd
Glvb1J1cG9yd(B4bWxucz@iaHROcDovL3VyaS51dHNpLmIyZy8x0TEWMi92MS4yLjEjIiB4bWxuczpuczI9Imh
0dHA6LY93d3cudzMub3InLzIwMDAvVMDkveG1sZHNpZyMiIHhtbG5z0m5zMz01aHRAcDovL3VyaS51dHNpLmIyZ
y8wMTkwMy92MS4zLjI1jI1B4bWxuczpuczQIImh@dHAGLYIT1cmkuZXRzaS5vemevMDIyMzEvdjIjIj4KICAQIDxX
TaWduYXR1emVWYWxpZGF@aW9uUmVwb3J@PgogICAgICAgIDxTaWduYXR1emVIZGYVudG1lmaWVyIG1kPSITLURFM
UE3QjMyNDhGNzBCQjYzRTg5RDFFMDIx0DMzMDM3MOUyOTAwWNUE4ODY3MEVFOTc10EZCNTRFQOVBQkUTRDc1Pgo
gICAgICAgICAQICABRGLNZXNAQWXxnQW5kVmFsdWU+CiAgICAgICAgICAgICAgICA8bnMyOkRpZ2VzdE11dGhvZ
(BBbGdvem10aG@9Imh@dHAGLY93d3cudzMub3InLzIwMDEVMDQveG1sZW5jI3NoYTITNiIvPgogICAgICAGICA
gICAgICAgPG5zMjpEaWd1c3RWYWx1ZT5EenR3T1RtUmIPQWA2L2XNSThSeWd1eFpQek12TF1Eem4vZWIZWWtQc
310PTwvbnMyOkRpZ2VzdFZhbHV1PgogICAgICAgICAgICA8LORpZ2VzdEFsZOFuZFZhbHV1PgogICAgICAGICA
gICA8bnMy01NpZ25hdHVyZVZhbHV1P11BN3NFTnQzTjh1ZkxGTW5LcjM2cjBQeXpNaVkzUTBzKytIRTRFVUMwe
3BheFV2MGRIWk@wZC95bjNrcExKTGIVadk@TTNmbGo1V@duODNrZjA1QnFNMWtoc1g2MUdKemFGVFBHcGO3YWt
SUUtodm9IMjV5eXFUWVhFU2xCY20wNG16aUtoTET16WmpVZng@LOIxWk15¢3Y1cE1CZ@o0ycjIvaTZqTGIwOXd3M
2d1NGMOWUpvYUsrUThrNmh5VESPY@44UGpHZTYZzV11PVESWUFFGdmphOEJud2crYTBiQnV3RCs4TjZmd21nQ2R
XNWEVNERKVWUvSJhNY jcwikk4UGIPem5HRGZpKTRQYm1IZVZtQ2IsNW1Vb1VnM1EveF1sdUpmTGgzdUdRQVALQ
nZGNDVVRET1IU1Z1Zm50L@OQvV310QUNSVVZEDb1FTeXd1bW5qUHBXRjh1Zz@9PCYuczI6U21nbmFOdXIT1VmFsdWU
+C1AgICAgICAgICAgIDXIYXNoT25seT5mYWxzZTwvSGFzaE9ubHk+CiAgICAgICAGICAgIDXEb2NIYXNoT25se
T5mYWxzZTwvRG9jSGFzaE9ubHk+CiAgICAgICAgICAGIDXEQULkZW50aWZpZXI+aWQtYWZkZTc4MjQzNjQ20GR
kNzR1ZWIXODFmN2NIMTEwZTESLORBSWR1bnRpZm11cj4KICAGICAQICA8L1NpZ25hdHVyZU1kZW50aWZpZXI+C
1AgICAgICAgPFZhbG1kYXRpb25Db25zdHIhaW50c@V2YWx1YXRpb25SZXBvenQ+CiAgICAgICAgICAGIDXWYWx
pZGFAaW9uQ29uc3RyYW1ludDAKICAGICAGQICAgICAgICAGIDXWYWxpZGFOaW9uQ29uc3RyYWLudE1kZW50aWZpZ
XI+dXJuOmN1Zjpkc3M6YmJi0mZvemThdENoZWNraW5nPCIWYWxpZGFAaW9uQ29uc3RyYWludE1kZW50aWZpZXI
+Ci1AgICAgICAgICAGICAGICA8Q29uc3RyYWLudFNOYXR1cz4KICAGICAGICAGICAGICAGICAGICA8U3RhdHVZP
nVybjpldHNpOjAxOTEwMjpjb25zdHIhaW5@U3RhdHVZOmFwcGxpZWQELTNOYXR1cz4KICAgICAgICAGICAgGICA
gIDwvQ29uc3RyYWLudFNOYXR1cz4KICAgICAQICAgICAGICAgIDXxWYWxpZGF@aW9uU3RhdHVzPgogICAgICAqI
CAgICAgICAGICAGIDXNYW1uSW5kaWNhdG1lvbj51cm46ZXRzaTowMTkxMDI6bWFpbmluZGljYXRpb246cGFzc2V
kPCONYWLuSW5kaWNhdG1vbj4KICAgICAgICAGICAgICAGIDwvVmFsaWRhdGlvbINOYXR1cz4KICAGICAgICAgI
CAgPCIWYWxpZGFAaW9uQ29uc3RyYWLludD4KICAgICAGICAgICAgPFZhbG1kYXRpb25Db25zdHIhaW50PgogICA
gICAgICAgICAQICAgPFZhbG1kYXRpb25Db252dHIhaW50SWR1bnRpZml1lcj51cm46Y2VmOmRzczpiYmI6aWRlb
nRpZm1jYXRpb25PZ1RoZVNpZ25pbmdDZXJ0aWZpY2FOZTwvVmFsaWRhdGlvbkNvbnN@cmFpbnRIZGYVudG1lmaWV
yPgogICAgICAGICAGICAGICAGPENVbNN@cmFpbnRTdGFAdXM+CiAgICAgICAGICAGQICAGICAGICAGPFNOYXR1c
z51cm46ZXRzaTowMTkxMDI6Y29uc3RyYWLudFNOYXR1czphcHBsaWVkPCITdGFAdXM+CiAgICAgICAgICAGICA
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gICA8LONvbnN@cmFpbnRTdGFAdXM+CiAgICAgICAgICAGICAgICA8VmFsaWRhdG1vb1NOYXR1cz4KICAgICAgI
CAgICAgICAgICAgICA8TWFpbk1luZG1jYXRpb24+dXJuOmV@c2k6MDESMTAYOmThaW5pbmRpY2F@aW9uOnBhe3N
1ZDwvTWFpbk1uZG1jYXRpb24+CiAgICAgICAGICAGICAQICA8L1ZhbG1kYXRpb25TdGFAdXM+CiAgICAgICAgI
CAgIDwvVmFsaWRhdGLlvbkNvbnN@cmFpbnQ+CiAgICAgICAgICAgIDXWYWxpZGFAaW9uQ29uc3RyYW1udD4KICA
gICAgICAgICAQICAQIDXWYWxpZGFAaW9uQ29uc3RyYWLudE1kZW50aWZpZXI+dXJuOmN1Zjpke3M6YmIiOnZhb
G1kYXRpb25Db250ZXh@SW5pdG1hbG16YXRpb248L1ZhbG1kYXRpb25Db252dHIhaW5@SWR1bnRpZml1lcj4KICA
gICAgICAgICAgICAgIDxDb25zdHIhaW50U3RhdHVZzPgogICAgICAgICAGICAgICAgICAGIDXxTdGFAdXM+dXJu0
mV@c2k6MDESMTAyOmNvbnN@cmFpbnRTdGFAdXM6YXBwbG11ZDwvU3RhdHVzPgogICAgICAgICAgICAgICAgPCI
Db25zdHIhaW50U3RhdHVZzPgogICAgICAgICAgICAgICAGPFZhbG1kYXRpb25TdGFAdXM+CiAgICAgICAgICAgI
CAgICAgICAgPEThaW5]bmRpY2F@aW9uPnVybjpldHNpOjAXxOTEwWMjptYWLluaW5kaWNhdGLvbjpwYXNzZWQSLA1
haW5JbmRpY2F@aW9uPgogICAgICAgICAgICAgICAgPCIWYWxpZGFAaWIuU3RhdHVZzPgogICAgICAGICAgICASL
1ZhbG1kYXRpb25Db25zdHIhaW50PgogICAgICAgICAgICA8VmFsaWRhdG1vbkNvbnN@cmFpbnQ+CiAgICAgICA
gICAgICAgICA8VmFsaWRhdG1lvbkNvbnN@cmFpbnRIZGVudG1lmaWVyPnVybjpjZWY6ZHNzOmIiYjpjcnlwdG9nc
mFwaG1jVmVyaWZpY2F@aW9uPCIWYWxpZGFOaW9IuQ29uc3RyYWludE1kZW50aWZpZXI+CiAgICAgICAgICAGICA
gICA8Q29uc3RyYWLudFN@OYXR1cz4KICAQICAgICAgICAgICAgICAgICA8U3RhdHVZPnVybjpldHNpOjAXOTEWM
jpjb25zdHIhaW50U3RhdHVZzOmFwcGxpZWQBLTNOYXR1cz4KICAgICAGICAgICAgICAGIDwvQ29uc3RyYWLudFN
0YXR1cz4KICAGICAgICAgICAGICAgIDXxWYWxpZGF@aW9uU3RhdHVZzPgogICAgICAgQICAgICAgICAgICAGIDxXNY
WluSW5kaWNhdGlvbj51cm46ZXRzaTowMTkxMDI6bWFpbmluZG1jYXRpb246cGFzc2VkPCINYW1uSW5kaWNhdG1
vbj4KICAgICAGICAgICAgICAgIDwvVmFsaWRhdG1vb1N@YXR1cz4KICAgICAgICAGICAgPCIWYWxpZGFOaW9uQ
29uc3RyYWLudD4KICAgICAgICAgICAgPFZhbG1kYXRpb25Db25zdHIhaW56PgogICAgICAgICAgICAgICAgPFZ
hbG1kYXRpb25Db25zdHIhaW5@SWR1bnRpZml1lcj51cm46Y2VmOmRzezpiYmI6c21nbmFOdXITQWN)ZXBOYWS]Z
VZhbG1kYXRpb248L1ZhbG1kYXRpb25Db252dHIhaW50SWR1bnRpZm11cj4KICAgICAgICAgICAgICAGIDXxDb25
zdHJhaW50U3RhdHVzPgogICAgICAgICAQICAgICAgICAGIDXTdGFAdXM+dXJuOmV@c2kbMDESMTAYOmNvbnNOC
mFpbnRTdGFOdXM6YXBwbG11ZDwvU3RhdHVzPgogICAgICAgICAgICAgICAgPCIDb252dHIhaW56U3RhdHVZPgo
gICAgICAgICAQICAgICAgPFZhbG1kYXRpb25TdGFOdXM+CiAgICAgICAgICAgICAgICAGICAgPEThaW5]bmRpY
2F@aW9uPnVybjpldHNpOjAXOTEwM]jptYWluaW5kaWNhdGlvbjpwYXNzZWQ8LOThaW5IbmRpY2FAaW9uPgogICA
gICAgICAgICAGICAgPCIWYWxpZGFOaW9uU3RhdHVZzPgogICAgICAgICAGICA8L1ZhbG1kYXRpb25Db25zdHIha
W50PgogICAgICAgICAgICA8VmFsaWRhdGlvbkNvbnN@cmFpbnQ+CiAgICAgICAgICAgICAQICA8VmFsaWRhdG1
vbkNvbnN@cmFpbnRIZGVudG1maWVyPnVybjpjZWY6ZHNzOmI1Yjp4NTA5Q2VydG1maWNhdGVWYWxpZGF@aW9uP
COWYWxpZGF@aW9uQ29uc3RyYWludE1kZW50aWZpZXI+CiAgICAgICAgICAgICAGICA8Q29uc3RyYWludFNAYXR
1cz4KICAgICAQICAGICAgICAgICAGICA8U3RhdHVZzPnVybjpldHNpOjAXOTEWMjpjb25zdHIhaW50U3RhdHVZ0
mFwcGxpZWQ8LTNOYXR1cz4KICAgICAGICAgICAgICAGIDwvQ29uc3RyYWLudFNAYXR1cz4KICAgICAgICAQICA
gICAgIDxWYWxpZGF@aW9uU3RhdHVzPgogICAgICAgICAGICAgICAgICAGIDXNYWLuSW5kaWNhdG1lvbj51cm46Z
XRzaTowMTkxMDI6bWFpbmluZG1ljYXRpb246aW5kZXR1cem1pbmFOZTwvTWFpbk1uZG1jYXRpb24+CiAgICAgICA
gICAgICAgICAGICAgPFN1Yk1uZG1jYXRpb24+dXJuOmV@c2k6MDESMTAYONNTYmLluZG1jYXRpb246Tk9fQOVSV
ELGSUNBVEVfQOhBSU5fRkIVTKQSLINTYkT1uZG1jYXRpb24+CiAgICAgICAgICAgICAgICA8L1ZhbG1kYXRpb25
TdGFOdXM+CiAgICAgICAgICAgIDwvVmFsaWRhdG1vbkNvbnN@cmFpbnQ+CiAgICAgICAgICAgIDXWYWxpZGF0Oa
W9uQ29uc3RyYWLludDAKICAgICAgICAGICAgICAGIDXWYWxpZGFAaW9uQ29uc3RyYWludETlkZW5@aWZpZXI+dX]
uOmN1Zjpkc3M6Ym]i0nBhc3RTaWduYXR1emVWYWxpZGF@aWIuPCIWYWxpZGFOaW9uQ29uc3RyYWludE1kZW50a
WZpZXI+CiAgICAgICAgICAgICAgICA8Q29uc3RyYW1udFNOYXR1cz4KICAgICAGQICAgICAgICAGICAgICA8U3R
hdHVzPnVybjp1dHNpOjAXOTEwMjpjb25zdHIhaW50U3RhdHVz0mRpc2FibGVkPCITdGFOdXM+CiAgICAgICAgI
CAgICAgICA8LONvbnNOcmFpbnRTdGFAdXM+Ci1AgICAgICAgICAgIDwvVmFsaWRhdGlvbkNvbnN@cmFpbnQ+CiA
gICAqICAgICAGIDXWYWxpZGF0aW9uQ29uc3RyYW1udD4KICAgICAgICAgICAGICAGIDXWYWxpZGF@aW9uQ29uc
3RyYWLudET1kZW50aWZpZXI+dXJuOmN1Zjpkc3M6YmIi0nBhc3RDZXJ0aWZpY2FOZVZhbG1kYXRpb248L1ZhbG1
kYXRpb25Db25zdHIhaW5@SWR1bnRpZm11cj4KICAgICAGICAgICAgICAgIDxDb25zdHIhaW50U3RhdHVzPgogI
CAgICAgICAgICAgICAgICAGIDXTdGFAdXM+dXJuOmV@c2k6MDESMTAYOmNvbnN@cmFpbnRTdGFAdXM6ZG1zYW]
SZWQ8LTN@YXR1cz4KICAgICAGICAgICAgICAGIDwvQ29uc3RyYWLudFNOYXR1cz4KICAgICAgICAGICAgPCIWY
WxpZGF@aW9uQ29uc3RyYW1udDAKICAgICAgICAgICAGPFZhbG1kYXRpb25Db252dHIhaW50PgogICAgICAgICA
gICAgICAgPFZhbG1kYXRpb25Db25zdHIhaW50SWR1bnRpZmllcj51cm46Y2VmOmRzczpiYmIbodmFsaWRhdGlvb
1RpbWVTbGTkaW5nPCIWYWxpZGFBaW9IuQ29uc3RyYWLludE1kZW50aWZpZXI+CiAgICAgICAgICAgICAGICA8Q29
uc3RyYWLudFN@OYXR1cz4KICAgICAgICAgICAgICAgICAgICA8U3RhdHVZPnVybjp1dHNpOjAXOTEWMjpjb252zd
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HJhaW50U3RhdHVzOmRpc2FibGVkPCITdGFAdXM+CiAgICAgICAgICAGICAgICASLONvbNNAcmFpbnRTdGFAAXM
+CiAgICAgICAgICAgIDwvVmFsaWRhdGlvbkNvbnN@cmFpbnQ+CiAgICAgICAGPCIWYWxpZGFAaWIuQ29uc3RyY
WludHNFdmFsdWF@aW9uUmVwb3J0PgogICAgICAgIDXWYWxpZGFAaWIuVG1tZUluZm8+CiAgICAgICAgICAGIDX
WYWxpZGF@aW9uVG1tZT4yMDESLTAALTIZVDA20jA405QTWjwvVmFsaWRhdGlvb1RpbWU+CiAgICAgICAgICAgI
DxCZXNOU21nbmFOdXJ1VG1tZT4KICAQICAQICAQICAQICAQIDXQT@OVUaW11Pj IwMTktMDgtMjNUMDY6MDgONDV
aPC9QT@OVUaW11PgogICAgICAgICAgICAgICAgPFR5cGVPZ1Byb29mPnVybjpldHNpOjAXOTEWMjpwb2V0eXB10
nZhbG1kYXRpb248L1R5cGVPZ1Byb29mPgogICAgICAgICAGICA8LAI1c3RTaWduYXR1emVUaW11PgogICAgICA
gIDwvVmFsaWRhdG1vb1RpbWVIbmZvPgogICAgICAgIDxTaWduZXJzRG9jdW11bnQ+CiAgICAgICAGICAgIDxEa
Wd1c3RBbGdBbmRWYWx1ZT4KICAgICAgICAGICAGICAGIDXuczI6RGLINZXNOTWVAaGIKIEFsZ29yaXRobT@1aHR
@cDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMjU2118+CiAgICAgICAgICAgICAgICA8bnMyOkRpZ
2VzdFZhbHV1Pmt jREhPWmp3WmhWZnVEaHV0Q2VDRVISbV1wVEgASmo@UmImV1ZpMzFROWcIPCIuczIbRGLNZXN
OVmFsdWU+CiAgICAgICAgICAgIDwvRGLNZXNOQWXxnQW5kVmFsdWU+CiAgICAgICAgICAgIDxTaWduZXJzRG9jd
W11bnRSZWYgVk9SZWZ1cmVuY2U9IkQtQzU4QzgwQTgwNTMwRTBGMZzQ5QkMzMkRFRjUwMjgwRDc@QzRCNOVCR)I
1Mj gwNDQwMTgxMTY3QTIGMUEWQjMxRCIvPgogICAgICAgIDwvU21nbmVyc@RvY3VtZW50PgogICAgICAgIDxTa
WduYXR1cmVBdHRyaW]1dGVzPgogICAgICAgICAgICA8U21nbmluZ TRpbWUgU21nbmVkPSI@cnV1Ij4KICAGICA
gICAgICAgICAgIDxUaW11PjIwMTctMDktMjhUMTE6MDk6MDRaPCIUaW11PgogICAgICAgICAgICASLINpZ25pb
mdUaW11PgogICAgICAgICAgICA8U21nbmluZ@N1cnRpZmljYXR1IFNpZ2512D01dHI1ZSI+CiAgICAgICAgICA
gICAgICA8QXROcm1idXR1T21qZWNOIFZPUmVmZXJ1bmN1PSIDLUYwWRkYwQjQIMTREMZE2MZzAOR ) I4MTdEQKEWQ
kZCMDVERURCOTg1MjdDMEUON@OM3MOUARDhGREZFMTZERj I2NOU1Lz4KICAQICAgICAQICAgICAgIDXDZXJIOSUQ
+CiAgICAgICAGICAGICAGICAGICAGPFgTMD1Ic3N1ZXITZXIpYWw+TUZZd1VhU1BNRTB4RURBT@InT1ZCQUINQ
jJkdmIyUXRZMkVARTRBWEInT1ZCQWINRUUTdmQybHVZU@IUY j J4AMWRHDHZ 1bk 14RVRBUEINT1ZCQXNNQOZCTFN
TMVVSVk5VTVFzd@NRWURWUVFHRXdKTVZRSUIDZz@9PCIYNTASSXNzdWVyU2VyaWFsPgogICAgICAgICAgICAgI
CAgICAgIDxuczI6RG1INZXNOTWVAaGIkIEFSZ29yaXRobT@1aHRAcDovL3d3dy53My5vemevMjAwMCEwOS94bWx
kc21nI3NoYTEi1Lz4KICAQICAQICAgICAgICAgICAgICA8bnMyOkRpZ2VzdFZhbHV1PmMrVm90ZzBqSWNaNFVRU
1d1Z2xDZzBvR05Xcz08L25zMjpEaWd1c3RWYWx1ZT4KICAgICAgICAgICAgICAgIDwvQ2VydET1EPgogICAgICA
gICAgICA8L1NpZ25pbmdDZXI0aWZpY2F@ZTAKICAGICAGICAgICAgPERhAGFPYmp1Y3RGb3ItYXQgU21nbmVkP
SJ0cnV1Ij4KICAQICAGICAQICAGICAGIDXNaW11VHIwZT50ZXhOL3htbDwvTW1tZVR5cGU+CiAgICAgICAGICA
gIDwvRGFOYU9iamVjdEZvem1hdDAKICAQICAQICA8LINpZ25hdHVyZUFAdHIpYnVOZXM+Ci1AgICAgICAgPFNpZ
251ckluZm9ybWF@aW9uPgogICAgICAgICAgICA8U21nbmVyQ2VydG1maWNhdGUQVk9SZWZ1emVuY2U9IkMtR)B
GRjBCNDUXNEQzMTYzMDRGMj gxNORCQTBCRkIWNURFREI50DUYNOMwRTQ3QzczRThEOEZERKUXNKRGMjY3RSIvP
gogICAgICAgICAgICA8U21nbmVyPmdvb2QtdXN1lcjwvU21nbmVyPgogICAgICAgIDwvU21nbmVySW5mb3JtYXR
pb24+CiAgICAgICAgPFNpZ25hdHVyZVF1YWxpdHk+CiAgICAgICAgICAgIDxTaWduYXR1cmVRAWFsaXR5SW5mb
3JtYXRpb24+dXJuOmN1Zjpke3Mbc21nbmFAdXI1UXVhbG1maWNhdG1vbjpub3RBcHBsaWNhYmx1PCITaWduYXR
TcmVRdWFsaXR5SW5mb3JtYXRpb24+CiAgICAgICAgPC9TaWduYXR1cmVRdWFsaXR5PgogICAgICAgIDxTaWduY
XR1emVWYWxpZGF@aW9uUHIvY2Vzcz4KICAGICAGICAGICAGPFNpZ25hdHVyZVZhbG1kYXRpb25Qem9jZXNzSUQ
+dXJu0jp1dHNpOjAXOTEWMjp2YWxpZGF@aW9ucHIvY2VzezpMVEESL1NpZ25hdHVyZVZhbG1kYXRpb25Qem9jZ
XNzSUQ+CiAgICAgICAGPCITaWduYXRTemVWYWxpZGF@aW9uUHIvY2Vzcz4KICAGICAGICABU21nbmFAdXI1VmF
saWlRhdG1vbIN@YXR1cz4KICAgICAgICAgICAgPEThaW5IbmRpY2F@aW9uPnVybjpldHNpOjAXOTEWMjptYWlua
W5kaWNhdG1lvbjppbmR1dGVybW1uYXR1PCINYW1uSW5kaWNhdGlvbj4KICAgICAGICAGICAGPFNTYk1uZG1jYXR
pb24+dXJuOmV@c2kbMDESMTAYONN1YmLuZG1jYXRpb246Tk9fQOVSVETGSUNBVEVFQOhBSUSTRKIVTKQBLINTY
k1uZG1jYXRpb24+CiAgICAgICAgICAgIDXxBc3NvY21hdGVkVmFsaWRhdGlvb1I1cG9ydERhdGE+CiAgICAgICA
9ICAgICAgICA8Q2VydG1lmaWNhdGVDaGFpbj4KICAgQICAgQICAQICAQICAQICAQICA8U21nbmluZ@NTlcnRpZmljY
XR1IFZPUmVmZXJ1bmN1PSIDLUYwRkYwQjQTMTREMzE2MzA@Rj I4MTdEQkEwQkZCMDVERURCOTgTMj dDMEUANOM
3MOUARDhGREZFMTZERjI2N@OU1Lz4KICAQICAQICAgICAQICAQICAQICA8SW50ZXItZWRpYXR1Q2VydG1maWNhd
GUQVk9SZWZ1emVuY2U9IkMtNkYZzNURFMzk2NUI5QTY5QkMzNjYxRDFBMzU1QjBBRTYwOTA3QURCNZzQxQOMXOTE
XRUZEMEYzQkU3MkQ2QTZFOSIvPgogICAgICAgICAgICAGICAgPCIDZXI0aWZpY2FOZUNoYWLuPgogICAgICAgI
CAgICAQICAGPENYyeXBObO1uZm9ybWFAaWI9uPgogICAgICAGICAGICAGICAGICAGIDXWYWXxpZGFOaWIuT2IqZWN
OSWQqVk9SZWZ1emVuY2U9ITMtREUXQTdCMZzIAOEY3MEICNjNFODTEMUUWM ) E4MZzMwMZczRTISMDATQTg4Nj cwR
UU5NzU4RKITNEVDRUFCRTVENYIvPgogICAgICAgICAgICAgICAgICAgIDXxBbGdveml@aG@+aHRAcDovL3d3dy5
3My5vemevMjAwMS8wWNCI4bWxke21nLW1vemUjenNhLXNoYTITNjwvQWxnb3IpdGhtPgogICAgICAGICAGICAgI
CAgICAQIDXTZWN1cmVBbGdveml0aG@+dHI1ZTwvU2VjdXI1QWxnb3JpdGhtPgogICAgICAGICAGICAGICAGICA

131



gIDx0b3RBZnR1cj4yMDIyLTEyLTMxVDIZO0jAwOjAwWjwvTm90QWZOZXI+CiAgICAgQICAGICAGICAGICASLONye
XBObO1uZm9ybWFAaWIuPgogICAgICAGICAGICA8LOFZzc29)aWFOZWRWYWxpZGFAaWIuUmVwb3JORGFAYTAKICA
gICAgICA8L1NpZ25hdHVyZVZhbG1kYXRpb25TdGFAdXM+CiAgICA8L1NpZ25hdHVyZVZhbG1kYXRpb25SZXBve
nQ+CiAgICA8U21nbmF@dXJ1VmFsaWRhdG1vbk9iamVjdHM+CiAgICAgICAgPFZhbG1kYXRpb25PYmp1Y3QqgaWQ
9IkMtRjBGRjBCNDUXNEQzMTYZMDRGMjgxNORCQTBCRkIwWNURFREI50DUyNOMwRTQ3QzczRThEOEZERKUXNKRGM
JY3RSI+CiAgICAgICAgICAgIDXPYmp1lY3RUeXB1PnVybjpldHNpOjAXOTEWM)p2YWxpZGFOaW9uT2IqZWNAOmN
1enRpZm1jYXR1PCIPYmp1Y3RUeXB1PgogICAgICAgICAgICA8VmFsaWRhdG1vbk9iamVjdFI1cHI1c2VudGF0Oa
W9uPgogICAgICAgICAGICAgICAgQPERpPZ2VzdEFSsZOFuZFZhbHV1PgogICAgICAGICAgICAgICAGICAgIDxuczI
6RG1NZXNOTWVaGIkIEFSZ29yaXRobT@1aHRAcDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMju2I
18+Ci1AgICAgICAgICAgICAgICAgICAgPG5zMjpEaWdlc3RWYWx1ZT44UDhMUTIUVEZqQLBLQMZ ibOwrdTh1MjV
0U2ZBNUh4ejZ0ajkvaGImSm4@PTwvbnMyOkRpZ2VzdFZhbHV1PgogICAgICAGICAGICAGICAGPCIEaWd1c3RBD
GdBbmRWYWx1ZT4KICAGICAGICAGICAGPCIWYWxpZGFAaWIuT2IqZWNOUMVwemVzZW50YXRpb24+CiAgICAgICA
gICAqIDxQTOU+CiAgICAgICAgICAgICAQICABUE9FVGLtZT4yMDESLTA4LTIZVDA20jA40jQTWjwvUEIFVGLtZ
T4KICAQICAQICAQICAQICAQIDXxUeXB1T2ZQcm9vZj51cm46ZXRzaTowMTkxMDIbcGI1dHIWZ Tp2YWxpZGFAaW9
uPC9UeXB1T2ZQcm9vZj4KICAGICAGICAGICAGPCIQTAU+CiAgICAgICAGPCIWYWXxpZGFAaWIuT2IqZWNOPgogI
CAgICAQIDXWYWxpZGF@aW9uT21qZWNOIG1kPSIDLUIYRUIFRDUTQzZDOTVCNzNBOUMyYMj JFMDVDM;jkxMDBCNKY
1MjMOQzEzRDc4RTA4QjIxMjYT0DNDRjBGRjk2MUY1PgogICAgICAgICAgICA8T2IqZWNOVHIWZT51cm46ZXRza
TowMTkxMDIbdmFsaWRhdG1vbk9iamVjdDpjZXI0aWZpY2FOZTwvT2IqZWNOVHIwZT4KICAGICAGICAQICAQPFZ
hbG1kYXRpb25PYmp1Y3RSZXByZXN1bnRhdG1vbj4KICAGQICAGICAGICAGICAgIDxEaWd1c3RBbGdBbmRWYWxX1Z
TAKICAgICAgICAgICAgICAGICAgICA8bnMyOkRpZ2VzdE11dGhvZ(BBbGdvem10aG@9Imh@dHAGLYI3d3cudzM
ub3JInLzIwMDEvMDQveG1sZW5)I3NoYTITN1IvPgogICAgICAgICAGICAGICAGICAgIDXxuczIbRG1NZXNOVMFsd
WU+c3V2dFZjYkpXM@9wd21MZThDaTFDMj1TTkTFOWVPQ@xJUTpZUFBEL2x00D@8L25zMjpEalWd1c3RWYWX1Z2T4
KICAgICAQICAQICAgICAgIDwvRGLNZXNOQWxnQW5kVmFsdWU+CiAgICAgICAgICAgIDwvVmFsaWRhdG1lvbk9ia
mVjdFJ1cHI1c2VudGF@aW9uPgogICAgICAgICAgICASUEIFPgogICAgICAgICAgICAgICAgPFBPRVRpbWU+MjA
x0S@w0C@yM1QwNj owODo@NVo8L1BPRVRpbWU+CiAgICAgICAgICAgICAGICA8VHIWZUIMUHIVvD2Y+dXIuOmV@c
2kb6MDESMTAYOnBvZXR5cGUbdmFsaWRhdGlvbjwvVHIwZUImUHIvb2Y+CiAgICAgICAGICAGIDWVUE9FPgogICA
gICAgIDwvVmFsaWRhdG1vbk9iamVjdD4KICAgICAgICA8VmFsaWRhdG1vbk9iamVjdCBpZD@iQy1DRENCNUQwM
ONEOUQ3MjY3NkQ1QzgyOUJGNTIyRUI3NEE3Qzc2NKESNOISRDVFQKEWOUEONTNCNTHhEQ) cORDNFIj4KICAQICA
gICAgICAgPE9iamVjdFR5cGU+dXJuOmV@c2kbMDESMTAYOnZhbG1kYXRpb25PYmp1Y3Q6Y2VydG1maWNhdGUSL
09iamVjdFR5cGU+CiAgICAgICAQICAQIDXWYWxpZGFOaW9uT2IqZWNOUMVwemVzZW50YXRpb24+CiAgICAQICA
gICAgICAgICA8RGLNZXNOQWxnQW5kVmFsdWU+CiAgICAgICAgICAgICAgICAgICAgPG5zMjpEaWd1lc3RNZXRab
2QgQWxnb3JpdGhtPSJodHRWOi18vd3d3LnczLmIyZy8yMDAxLzABL3htbGVuYyNzaGEYNTYiLz4KICAgICAGICA
gICAgICAgICAgICA8bnMyOkRpZ2VzdFZhbHV1PnpjdGRBODIkY21kdFhIS2I5U0xyZEtmSFpxbDduVjY2Q2FSV
HRZMjNUVDQIPCYuczIb6RG1NZXNOVmFsdWU+CiAgICAgICAgICAgICAQICA8LORpZ2VzdEFSZOFuZFZhbHV1Pgo
gICAgICAgICAQICA8L1ZhbG1kYXRpb25PYmp1Y3RSZXByZXN1bnRhdG1vbj4KICAgQICAGICAGICAGPFBPRT4KI
CAgICAQICAQICAQICAQIDXQT@VUaW11PjIwMTktMDgtMjNUMDY6MDgONDVaPCIQTAVUaW11PgogICAgICAGICA
gICAgICAgPFR5cGVPZ1Byb29mPnVybjpldHNpOjAXOTEwWMjpwb2V0eXB10nZhbG1kYXRpb248L1R5cGVPZ1Byb
29mPgogICAgICAgICAgICA8L1BPRTAKICAgICAQICA8L1ZhbG1kYXRpb25PYmp1Y3Q+CiAgICAgICAgPFZhbG1
kYXRpb25PYmp1Y3QqgaWQ9IkMtNkYzNURFMzk2NUI5QTY5QkMzNjYxRDFBMzU1QjBBRTYwOTA3QURCNZzQxQOMx0
TEXRUZEMEYzQkU3MkQ2QTZFOSI+CiAgICAGICAGICAGIDXPYmp1Y3RUeXB1PnVybjpldHNpOjAXOTEWM)p2YWx
pZGFOaW9uT2IqZWNAOmNLcnRpZmljYXR1PCIPYmp1Y3RUeXB1PgogICAgICAgICAgICA8VmFsaWRhdG1lvbk9ia
mVjdFJ1cHI1c2VudGF@aW9uPgogICAgICAgICAgICAgICAGPERPZ2VzdEFSZ@FuZFZhbHV1PgogICAgICAGICA
gICAqICAgICAgIDxuczI6RGLNZXNOTWVAaGIkIEFsZ29yaXRobT@1iaHROcDovL3d3dy53My5vemevMjAwMS8wN
C94bWx1bmMjc2hhMjU2Ii8+CiAgICAgICAgICAGICAGICAGICAGPG5zMjpEaWd1le3RWYWxT1ZT51elh1T1dXNXB
wdkRaaDBhT1ZzSzVna@hyYmRCekJrUjc5RHp2bkxXcHVrPTwvbnMyOkRpZ2VzdFZhbHV1PgogICAgICAgICAgI
CAgICAgPCI9EaWd1c3RBbGdBbmRWYWx1ZT4KICAgICAGICAgICAgPCIWYWxpZGFOaWIuT2IqZWNOUmVwemVzZW5
0YXRpb24+CiAgICAgICAgICAgIDXxQTOU+CiAgICAgICAgICAQICAQICABUEIFVGTtZT4yMDESLTA4LTIZVDAZ0
jA407QIWjwvUE9FVG1tZT4KICAQICAQICAQICAQICAQIDXxUeXB1T2ZQcm9vZj51cm46ZXRzaTowMTkxMDIbeGI
LdH1wZTp2YWxpZGF@aW9uPCIUeXB1T2ZQecm9vZjAKICAGICAGICAGICAGPCIQTOU+CiAgICAGICAGPCIWYWXpZ
GFOaW9uT21qZWNOPgogICAgICAGIDXWYWxpZGFAaWIuT2]qZWNAIG1kPSIELUMTOEMAMEE4MDUZMEUWR jMAOU]
DMzJERUY1MDI4MEQ3NEM@QjdFQkYyNTIAMDQOMDEAMTE2N@OEYR)FBMEIZMUQiPgogICAgICAGICAQICA8T2]qZ
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WNOVHIwZT51cm46ZXRzaTowMTkxMDI6dmFsaWRhdG1lvbk9iamVjdDpzaWduZWREYXRhPCIPYmp1Y3RUeXB1Pgo
gICAgICAgICAQICA8VmFsaWRhdG1lvbk9iamVjdFJ1cHI1c2VudGF@aW9uPgogICAgICAgICAGICAGICAQPERpPZ
2VzdEFsZ@FuZFZhbHV1PgogICAgICAgICAGQICAgICAgICAGIDxuczI6RG1INZXNOTWVOaGIKIEFSZ29yaXRobT0
1aHROcDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMjU2I18+CiAgICAgICAgICAgICAgICAgICAgP
G5zMjpEaWd1c3RWYWx1ZT5rYORIT1pqd1poVmZ1RGh1aEN1Q@OVSUM1ZcFRINEpgNFItZ1ZWaTMxUT1nPTwvbnM
yOkRpZ2VzdFZhbHV1PgogICAgICAgICAGICAGICAGPCIEaWd1c3RBbGdBbmRWYWx 1Z2T4KICAgICAGICAGICAGP
COWYWxpZGFAaWIuT2IqZWNOUmVwemVzZW50YXRpb24+CiAgICAgICAGICAGIDXQTAU+CiAgICAgICAGICAQICA
gICABUE9FVGLtZT4yMDESLTA4LTIZVDA20jA405QTWjwvUE9FVGTtZT4KICAQICAGICAGICAGICAGIDXUeXBLT
27Qcm9vZj51cm46ZXRzaTowMTkxMDI6cGITdHIWZ Tp2YWxpZGFAaW9uPCIUeXB1T2ZQemIvZ j4KICAGICAGICA
gICAgPC9QTOU+CiAgICAgICAgPCIWYWxpZGFOaWIuT2IqZWNOPgogICAgPCITaWduYXR1cmVWYWxpZGFOaWIuT
2JqZWN@cz4AKPCIWYWxpZGFAaW9uUmVwb3I0Pgo=",
"DiagnosticData" : {
"DocumentName" : "xades-detached.xml",
"ValidationDate" : "2019-08-23T06:08:45",
"ContainerInfo" : null,
"Signature" : [ {
"Id" : "S-DETA7B3248F70BB63E89D1E0218330373E29005A88670EE9758FB54ECEABESD7",
"DAIdentifier" : "id-afde782436468dd74eeb181f7ce110e1",
"SignatureFilename" : "xades-detached.xml",
"ErrorMessage” : null,
"DateTime" : "2017-09-28711:09:04",
"SignatureFormat" : "XAdES-BASELINE-B",
"StructuralValidation" : {
"Valid" : true,
"Message" : null
e
"DigestMatcher" : [ {
"DataFound" : true,
"Datalntact" : true,
"DigestMethod" : "SHA256",
"DigestValue" : "kcDHOZjwZhVfuDhuhCeCERRmYpTH4Jj4RmfVVi31Q9g=",
"type" : "REFERENCE",
"name" : "r-id-1"
oA
"DataFound" : true,
"Datalntact" : true,
"DigestMethod" : "SHA256",
"DigestValue" : "DztwNTmRoOAm6/1MI8Rym5xZPzIvLYDzn/ebYYkPsr4=",
"type" : "SIGNED_PROPERTIES",
"name" : "#xades-id-afde782436468dd74eeb181f7ce110e1"
P
"BasicSignature" : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "2048",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : true,
"SignatureValid" : true
b
"SigningCertificate" : {
"AttributePresent" : true,
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"DigestValuePresent" : true,
"DigestValueMatch" : true,
"IssuerSerialMatch" : true,
"Certificate" : "C-
FOFFOB4514D316304F2817DBAOBFBO5DEDBI8527C0E47C73E8D8FDFET16DF267E"
I
"ChainItem" : [ {
"Certificate" : "C-
FOFFOB4514D316304F2817DBAOBFBO5DEDBI8527C0E47C73E8D8FDFET16DF267E"
oA
"Certificate" : "C-
6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY"
1L
"ContentType" : null,
"MimeType" : "text/xml",
"ContentIdentifier" : null,
"ContentHints" : null,
"SignatureProductionPlace" : null,
"Indication" : [ ],
"SignerRole" : [ ],
"Policy" : null,
"PDFSignatureDictionary" : null,
"SignerDocumentRepresentations” : {
"HashOnly" : false,
"DocHashOnly" : false
H
"FoundCertificates" : {
"RelatedCertificate" : [ {
"Origin" : [ "KEY_INFO" ],
"CertificateRef" : [ {

"Origin" : "SIGNING_CERTIFICATE",

"IssuerSerial" :
"MFYwUaRPME@xEDAOBgNVBAMMB2dvb2QtY2ExGTAXBgNVBAOMEE5vd21uYSBTb2x1dG1vbnMxETAPBgNVBASMC
FBLSSTURVNUMQswCQYDVQQGEwIMVQIBCg==",

"DigestAlgoAndValue" : {

"DigestMethod" : "SHA1",
"DigestValue" : "c+Vohg@jIcZ4UQSWeglCgloGNWs="
}
P
"Certificate" : "C-
FOFFOB4514D316304F2817DBAOBFBO5DEDBI8527C0E47C73E8D8FDFET16DF267E"
oA
"Origin" : [ "KEY_INFO" 1],
"CertificateRef" : [ 1,
"Certificate" : "C-
6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6E9"
1L
"OrphanCertificate" : [ ]
H
"FoundRevocations" : {
"RelatedRevocation" : [ 1],
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"OrphanRevocation" : [ ]
e
"FoundTimestamp"
"SignatureScope"
"Scope" : "FULL",
"Name" : "sample.xml",
"Description" : "Full document",
"Transformation" : null,
"SignerData" : "D-
(58C80A80530EQF349BC32DEF50280D74C4B7EBF25280440181167A2F1A0B31D"
P
"SignatureDigestReference" : {
"CanonicalizationMethod" : "http://www.w3.0rg/2001/10/xml-exc-c14n#",
"DigestMethod" : "SHA256",
"DigestValue" : "SXLcmUDMsYRI6Fz6pek8zrxrZbkyyZOIFVzmJJuWPm4="
b
"SignatureValue" :
"YA7SENt3N8ufLFMnKr36r@PqzMiY3Q0s++IGTEUCOspaxUvOdHZMOd/yn3kpLILoUkI4M3f1j5WGn83kf@5Bq
M1khsX61GJzaFTPGpm7akRQKhvoH25yyqTYXES1Bem@4iziKhLMzZjUfx4/B1Z1ysv5pIBgl2r20i6;jLop9ww3
gedc4YJoaK+SXkbhyTNOcN8PjGe63WYOTNVPQFvja8Bnwg+adbBuwD+8N6fwigCdW5a/4DIUe/I8Mb70ZI8Po0
znGDfi+TPbiIeVmCb15mUoUg2Q/xY1uJfLh3uGQAXKBvF450DIHRVefnN/D/WytACTUVDoQSywemnjPpqF8eg=

I

L1,
[ 1

"CounterSignature” : null,
"Parent" : null
1L
"Certificate" : [ {
"Id" : "C-FOFF@B4514D316304F2817DBAOBFBO5DEDB98527CAEA7C73E8DSFDFE16DF267E",
"SubjectDistinguishedName" : [ {

"value" : "c=1lu,ou=pki-test,o=nowina solutions,cn=good-user",
"Format" : "CANONICAL"
oA

"value" : "C=LU,OU=PKI-TEST,O0=Nowina Solutions,CN=good-user",
"Format" : "RF(C2253"

I 1l

"IssuerDistinguishedName" : [ {
"value" : "c=1lu,ou=pki-test,o=nowina solutions,cn=good-ca",
"Format" : "CANONICAL"

}oA

"value" : "C=LU,QU=PKI-TEST,0=Nowina Solutions,CN=good-ca",
"Format" : "RF(C2253"

i1l
"SerialNumber" : 10,
"CommonName" : "good-user",

"Locality" : null,

"State" : null,

"CountryName" : "LU",

"OrganizationName" : "Nowina Solutions",
"GivenName" : null,

"OrganizationalUnit" : "PKI-TEST",
"Surname" : null,

"Pseudonym" : null,
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"Email" : null,
"aialrl" : [ "http://dss.nowina.lu/pki-factory/crt/good-ca.crt" ],
"eriurl" : [ 1],
"ocspServerUrl" : [ "http://dss.nowina.lu/pki-factory/ocsp/good-ca" ],
"Source" : [ "SIGNATURE" 1,
"NotAfter" : "2018-08-26T07:54:31",
"NotBefore" : "2016-10-26T07:54:31",
"PublicKeySize" : 2048,
"PublicKeyEncryptionAlgo" : "RSA",
"KeyUsage" : [ "nonRepudiation" ],
"extendedKeyUsagesOid" : [ ],
"IdPkix0cspNoCheck" : false,
"BasicSignature" : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "2048",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : true,
"SignatureValid" : true
H
"SigningCertificate" : {
"AttributePresent" : null,
"DigestValuePresent" : null,
"DigestValueMatch" : null,
"IssuerSerialMatch" : null,
"Certificate" : "C-
6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CCT1911EFDOF3BE72D6A6E9"
Iy
“ChainItem" : [ {
"Certificate" : "C-
6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY"
1L
"Trusted" : false,
"SelfSigned" : false,
"certificatePolicy" : [ ],
"qcStatement0id" : [ ],
"qcTypeOid" : [ 1,
"TrustedServiceProvider" : [ ],
"CertificateRevocation" : [ 1,
"Baseb4Encoded" : null,
"DigestAlgoAndValue" : {
"DigestMethod" : "SHA256",
"DigestValue" : "8P8LRRTTFjBPKBfbolL+wXe25hSfA5Hxz6Nj9/hbfIn4="
}

oo
"Id" : "C-B2EBED55C6C95B73A9C222E05C29100B6F5234C13D78E08B2126583CFOFFI61F",

"SubjectDistinguishedName" : [ {

"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=good-ca",
"Format" : "CANONICAL"
oA

"value" : "C=LU,OU=PKI-TEST,0=Nowina Solutions,CN=good-ca",
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"Format" : "RFC2253"

1

"IssuerDistinguishedName" : [ {
"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=root-ca",
"Format" : "CANONICAL"

}oAo

"value" : "C=LU,OQU=PKI-TEST,0=Nowina Solutions,CN=root-ca",
"Format" : "RFC2253"

1
"SerialNumber" : 4,
"CommonName" : "good-ca",

"Locality" : null,
"State" : null,
"CountryName" : "LU",
"OrganizationName" : "Nowina Solutions",
"GivenName" : null,
"OrganizationalUnit" : "PKI-TEST",
"Surname" : null,
"Pseudonym" : null,
"Email" : null,
"aialr1l" : [ "http://dss.nowina.lu/pki-factory/crt/root-ca.crt" ],
"erlUr1" : [ "http://dss.nowina.lu/pki-factory/crl/root-ca.crl" 1],
"ocspServerUrl" : [ 1],
"Source" : [ "AIA" ],
"NotAfter" : "2020-07-20712:31:08",
"NotBefore" : "2018-09-20T12:31:08",
"PublicKeySize" : 2048,
"PublicKeyEncryptionAlgo" : "RSA",
"KeyUsage" : [ "keyCertSign", "crlSign" ],
"extendedKeyUsagesOid" : [ ],
"IdPkix0OcspNoCheck" : false,
"BasicSignature” : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "2048",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : true,
"SignatureValid" : true
H
"SigningCertificate" : {
"AttributePresent" : null,
"DigestValuePresent" : null,
"DigestValueMatch" : null,
"IssuerSerialMatch" : null,
"Certificate" : "C-
CDCB5D@3CDID72676D5C829BF522EB74A7C766A97B9D5EBAG9A453B58DB74D3E"
I
"ChainItem" : [ {
"Certificate" : "C-
CDCB5D@3CDID72676D5C829BF522EB74A7C766A97BI9D5EBAO9A453B58DB74D3E"
1L
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"Trusted" : false,
"SelfSigned" : false,
"certificatePolicy" : [ 1,
"qcStatement0id" : [ ],
"qcTypeOid" : [ 1,
"TrustedServiceProvider" : [ ],
"CertificateRevocation" : [ ],
"Base64Encoded" : null,
"DigestAlgoAndValue" : {
"DigestMethod" : "SHA256",
"DigestValue" : "suvtVcbIW30pwilgXCkQC29SNME9eOCLISZYPPD/1h8="
}

{
"Id" : "C-CDCB5D@3CDID72676D5C829BF522EB74A7C766A97B9DSEBA@9A453B58DB74D3E",

"SubjectDistinguishedName" : [ {

"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=root-ca",
"Format" : "CANONICAL"
HoAo

"value" : "C=LU,OQU=PKI-TEST,0=Nowina Solutions,CN=root-ca",
"Format" : "RFC2253"

1

"IssuerDistinguishedName" : [ {
"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=root-ca",
"Format" : "CANONICAL"

}oA

"value" : "C=LU,QU=PKI-TEST,0=Nowina Solutions,CN=root-ca",
"Format" : "RF(C2253"

P
"SerialNumber" : 1,
"CommonName" : "root-ca",

"Locality" : null,

"State" : null,

"CountryName" : "LU",
"OrganizationName" : "Nowina Solutions",
"GivenName" : null,
"OrganizationalUnit" : "PKI-TEST",
"Surname" : null,

"Pseudonym" : null,

"Email" : null,

"aialrl" : [ 1],

"eriurl" : [ 1],

"ocspServerUrl" : [ ],

"Source" : [ "AIA" ],

"NotAfter" : "2020-08-20T12:31:07",
"NotBefore" : "2018-08-20T12:31:07",
"PublicKeySize" : 2048,
"PublicKeyEncryptionAlgo" : "RSA",
"KeyUsage" : [ "keyCertSign", "crlSign" ],
"extendedKeyUsagesOid" : [ ],
"IdPkix0OcspNoCheck" : false,
"BasicSignature" : {



"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "2048",
"DigestAlgoUsedToSignThisToken" : "SHA512",

"MaskGenerationFunctionUsedToSignThisToken" :

true,
true

"Signaturelntact" :

"SignatureValid" :
+
"SigningCertificate" :
"ChainItem" : null,
"Trusted" : false,
"SelfSigned" : true,
"certificatePolicy" : [ 1,
"qcStatement0id" : [ ],
"qcTypeOid" : [ 1,
"TrustedServiceProvider" : [ 1,
"CertificateRevocation" : [ ],
"Base64Encoded" : null,
"DigestAlgoAndValue" : {

"DigestMethod" : "SHA256",

"DigestValue" :
}

{
"Id" :
"SubjectDistinguishedName" : [ {

"value" :
"Format" :
oA
"value"
"Format" :
ol
"IssuerDistinguishedName" : [ {
"value" :
"Format" :
oA
"value" :
"Format" :
1L
"SerialNumber" : 4,
"CommonName" : "good-ca",
"Locality" : null,
"State" : null,
"CountryName" : "LU",
"OrganizationName" :
"GivenName" : null,
"OrganizationalUnit" :
"Surname" : null,
"Pseudonym" : null,
"Email" : null,
"aialrl" :
"eriUrl" :
"ocspServerUrl" : [ ],

null,

"CANONICAL"

"RFC2253"

"CANONICAL"

"RFC2253"

"Nowina Solutions",

"PKI-TEST",

null,

"zctdA82demdtXIKbISLrdKfHZql7nV66CaRTtY23TT4="

"C-6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY",

"c=1u,ou=pki-test,o=nowina solutions,cn=good-ca",

: "C=LU,QU=PKI-TEST,0=Nowina Solutions,CN=good-ca",

"c=1u,ou=pki-test,o=nowina solutions,cn=root-ca",

"C=LU,OU=PKI-TEST,0=Nowina Solutions,CN=root-ca",

[ "http://dss.nowina.lu/pki-factory/crt/root-ca.crt" ],
[ "http://dss.nowina.lu/pki-factory/crl/root-ca.crl” ],
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"Source" : [ "SIGNATURE" T,

"NotAfter" : "2018-08-26T07:54:30",

"NotBefore" : "2016-10-26T07:54:30",

"PublicKeySize" : 2048,

"PublicKeyEncryptionAlgo" : "RSA",

"KeyUsage" : [ "digitalSignature" ],

"extendedKeyUsagesOid" : [ 1,

"IdPkix0OcspNoCheck" : false,

"BasicSignature" : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "?",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : false,

"SignatureValid" : false

Iy

"SigningCertificate" : null,

"ChainItem" : null,

"Trusted" : false,

"SelfSigned" : false,

"certificatePolicy" : [ 1,

"qcStatement0id" : [ ],

"qcTypeOid" : [ 1,

"TrustedServiceProvider" : [ ],

"CertificateRevocation" : [ 1],

"Baseb4Encoded" : null,

"DigestAlgoAndValue" : {

"DigestMethod" : "SHA256",
"DigestValue" : "bzXeOWW5ppvDZh@aNVsK5gkHrbdBzBkR79DzvnLWpuk="

}

I 1l

"Revocation” : [ 1,
"Timestamp" : [ 1,
"OrphanToken" : [ ],
"SignerData" : [ {

"Id" : "D-C58C80A80530EQF349BC32DEF50280D74C4B7EBF25280440181167A2F1A0B31D",

"ReferencedName" : "sample.xml",

"DigestAlgoAndValue" : {

"DigestMethod" : "SHA256",
"DigestValue" : "kcDHOZjwZhVfuDhuhCeCERRmYpTH4Jj4RmfVVi31Q9g="

}

I 1l
"TrustedList" : [ ],

"ListOfTrustedLists" : null

},
"SimpleReport" : {
"Policy" : {
"PolicyName" : "QES AdESQC TL based",
"PolicyDescription"” : "Validate electronic signatures and indicates whether they

are Advanced electronic Signatures (AdES), AdES supported by a Qualified Certificate
(AdES/QC) or a\n\t\tQualified electronic Signature (QES). A1l certificates and their
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related chains supporting the signatures are validated against the EU Member State
Trusted Lists (this includes\n\t\tsigner's certificate and certificates used to
validate certificate validity status services - CRLs, OCSP, and time-stamps).\n\t"
Iy
"ValidationTime" : "2019-08-23T06:08:45",
"DocumentName" : "xades-detached.xml",
"ValidSignaturesCount" : 0,
"SignaturesCount” : 1,
"ContainerType" : null,
"Signature" : [ {
"Filename" : null,
"SigningTime" : "2017-09-28711:09:04",
"BestSignatureTime" : "2019-08-23706:08:45",
"SignedBy" : "C-
FOFFOB4514D316304F2817DBAOBFBO5DEDB98527CAE47C73E8D8FDFE16DF267E",
"CertificateChain" : {
"Certificate" : [ {
"id" : "C-FOFFOB4514D316304F2817DBAOBFBA5DEDB98527COE47C73E8DSFDFET16DF267E",

"qualifiedName" : "good-user"
b A
"id" : "C-6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDAF3BE72D6A6EY",
"qualifiedName" : "good-ca"
bl
Ifs
"SignaturelLevel” : {
"value" : "N/A",
"description" : "Not applicable"
b

"Indication" : "INDETERMINATE",

"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",

"Errors" : [ "The certificate path is not trusted!", "The result of the LTV
validation process is not acceptable to continue the process!" ],

"Warnings" : [ "The signature/seal is an INDETERMINATE AdES!" ],

"Infos" : [ 1,

"SignatureScope" : [ {
"value" : "Full document",
"name" : "sample.xml",
"scope" : "FULL"

F1

"Id" : "S-DE1A7B3248F70BB63E89D1E0218330373E29005A88670EE9758FB54ECEABESDT ",
"CounterSignature" : null,
"ParentId" : null,
"SignatureFormat" : "XAdES-BASELINE-B"
F
I
"DetailedReport" : {
"Signatures" : [ {
"ValidationProcessBasicSignatures" : {
"Constraint" : [ {
"Name" : {
"value" : "Is the result of the Basic Validation Process conclusive?",
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"NameId" : "ADEST_ROBVPIIC"

I

"Status" : "NOT OK",

"Error" : {
"value" : "The result of the Basic validation process is not conclusive!",
“NameId" : "ADEST_ROBVPIIC_ANS"

s

"Warning" : null,

"Info" : null,

"AdditionalInfo" : null,
"Td" : "S-DE1A7B3248F70BB63E89DT1E0218330373E29005A88670EE9758FB54ECEABESD7"
1L

"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {
"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",
“NameId" : "BBB_XCV_CCCBB_SIG_ANS"

bl
"Warnings" : null,
"Infos" : null
H
"Title" : "Validation Process for Basic Signatures",

"ProofOfExistence" : {
"Time" : "2019-08-23T06:08:45",
"TimestampId" : null
}
I
"ValidationProcessTimestamps" : [ 1,
"ValidationProcessLongTermData" : {
"Constraint" : [ {

"Name" : {
"value" : "Is the result of the Basic Validation Process acceptable?",
"NameId" : "LTV_ABSV"

s

"Status" : "NOT OK",

"Error" : {
"value" : "The result of the Basic validation process is not acceptable to

continue the process!",
"NameId" : "LTV_ABSV_ANS"

s
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

1L

"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {
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"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",

"NameId" : "BBB_XCV_CCCBB_SIG_ANS"

} 1,
"Warnings" : null,
"Infos" : null
b
"Title" : "Validation Process for Signatures with Time and Signatures with

Long-Term Validation Data",
"ProofOfExistence" : {
"Time" : "2019-08-23T06:08:45",
"TimestampId" : null
}
H
"ValidationProcessArchivalData" : {
"Constraint" : [ {

"Name" : {
"value" : "Is the result of the LTV validation process acceptable?",
“NameId" : "ARCH_LTVV"

¥

“Status" : "NOT OK",

"Error" : {

"value" : "The result of the LTV validation process is not acceptable to
continue the process!",
"NameId" : "ARCH_LTVV_ANS"

}
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

} 1

"Conclusion” : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {
"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",
“NameId" : "BBB_XCV_CCCBB_SIG_ANS"

1l
"Warnings" : null,
"Infos" : null
I,
"Title" : "Validation Process for Signatures with Archival Data",

"ProofOfExistence" : {
"Time" : "2019-08-23T06:08:45",
"TimestampId" : null
}
i
"ValidationSignatureQualification" : {
"ValidationCertificateQualification" : [ 1],
"Constraint" : [ {
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"Name" : {
"value" : "Is the signature/seal an acceptable AdES (ETSI EN 319 102-1)

"NameId" : "QUAL_IS_ADES"
s
"Status" : "WARNING",
"Error" : null,
"Warning" : {
"value" : "The signature/seal is an INDETERMINATE AdES!",
"NameId" : "QUAL_IS_ADES_IND"
b
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
oA
"Name" : {
"value" : "Is the certificate path trusted?",
"NameId" : "QUAL_TRUSTED_CERT_PATH"
i
"Status" : "NOT OK",
"Error" : {
"value" : "The certificate path is not trusted!",
"NameId" : "QUAL_TRUSTED_CERT_PATH_ANS"
i
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
1L
"Conclusion" : {
"TIndication" : "FAILED",
"SubIndication" : null,
"Errors" : [ {

"value" : "The certificate path is not trusted!",
"NameId" : "QUAL_TRUSTED_CERT_PATH_ANS"

oA
"value" : "The certificate path is not trusted!",
"NameId" : "QUAL_TRUSTED_CERT_PATH_ANS"

P

"Warnings" : [ {
"value" : "The signature/seal is an INDETERMINATE AdES!",
"NameId" : "QUAL_IS_ADES_IND"

1
"Infos" : null
+
"Title" : "Signature Qualification",

"Id" : "S-DE1A7B3248F70BB63E89D1E0218330373E29005A88670EE9758FB54ECEABESDT",
"SignatureQualification" : "N/A"

b
"Id" : "S-DE1A7B3248F70BB63E8IDTE0218330373E29005A88670EE9758FB54ECEABESDT7 ",
"CounterSignature" : null
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I 1l
"Certificate" : null,
"BasicBuildingBlocks" : [ {

"FC" : {
"Constraint" : [ {
"Name" : {
"value" : "Is the expected format found?",

"NameId" : "BBB_FC_IEFF"

b
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

1L

"Conclusion" : {
"Indication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,

“Infos" : null
e
"Title" : "Format Checking"
b
"ISC" : {

"CertificateChain" : {
"ChainItem" : [ {
"Source" : "SIGNATURE",

"Id" : "C-
FOFFOB4514D316304F2817DBAOBFBA5DEDBI8527CAEA7C73E8D8FDFE16DF267E"
boA
"Source" : "SIGNATURE",
"Id" : "C-
6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY"
P
b
"Constraint" : [ {
"Name" : {
"value" : "Is there an identified candidate for the signing certificate?",
“NameId" : "BBB_ICS_ISCI"
I

"Status" : "OK",
"Error" : null,
"Warning" : null,

"Info" : null,
"AdditionalInfo" : null,
"Id" : null
b A
"Name" : {
"value" : "Is the signed attribute: 'signing-certificate' present?",
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}

"NameId"
}
"Status" :
"Error" :
"Warning" : null,
"Info" : null,
"AdditionalInfo"
"Id" : null

: "BBB_ICS_ISASCP"

"OK",
null,

: null,

I {

"Name" : {
"value"

present?"”,

equal?"”,
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"NameId" :
}
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" :
"Id" : null

"BBB_ICS_ISACDP"

null,

oA

}I

}

"Name" : {
"value" :
"NameId"

s

"Status”

"Error" :

"Warning" : null,

"Info" : null,

"AdditionalInfo"

"Id" : null

{

"Name" : {
"value" :

: "BBB_ICS_ICDWV"

: "OK"’
null,

: null,

"NameId" :
s
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" :
"Id" : null

]I

"BBB_ICS_AIDNASNE"

null,

"Conclusion" : {

"Indication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,
"Infos" : null

: "Is the signed attribute:

"cert-digest' of the certificate

"Is the certificate's digest value valid?",

"Are the issuer distinguished name and the serial number



"Title" : "Identification of the Signing Certificate"

H
"VCI" : {
"Constraint" : [ {
"Name" : {
"value" : "Is the signature policy known?",
"NameId" : "BBB_VCI_ISPK"
Iy
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
1L
"Conclusion" : {
"Indication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,
"Infos" : null
H
"Title" : "Validation Context Initialization"
i
"Xev' s {
"SubXcVv" : [ 1,
"Constraint" : [ {
"Name" : {
"value" : "Can the certificate chain be built till the trust anchor?",
"NameId" : "BBB_XCV_CCCBB"
i
"Status" : "NOT OK",
"Error" : {

"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",

"NameId" : "BBB_XCV_CCCBB_SIG_ANS"

s
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

il

"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {

"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",

"NameId" : "BBB_XCV_CCCBB_SIG_ANS"
F1

"Warnings" : null,
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"Infos" : null

e
"Title" : "X509 Certificate Validation"
b
"oVt {
"Constraint" : [ {
"Name" : {
"value" : "Is the reference data object found?",
“NameId" : "BBB_CV_IRDOF"
I

"Status" : "OK",
"Error" : null,
"Warning" : null,

"Info" : null,

"AdditionalInfo" : "Reference : r-id-1",

"Id" : null

oA

"Name" : {
"value" : "Is the reference data object intact?",
"NameId" : "BBB_CV_IRDOI"

b

"Status" : "OK",
"Error" : null,
"Warning" : null,

"Info" : null,

"AdditionalInfo" : "Reference : r-id-1",

"Id" : null

oA

"Name" : {
"value" : "Is the reference data object found?",
"NameId" : "BBB_CV_IRDOF"

Iy

"Status" : "OK",
"Error" : null,
"Warning" : null,

"Info" : null,
"AdditionalInfo" : "Reference : #xades-id-afde782436468dd74eeb181f7ce110e1",
"Id" : null
oA
"Name" : {
"value" : "Is the reference data object intact?",
"NameId" : "BBB_CV_IRDOI"
+

"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : "Reference : #xades-id-afde782436468dd74eeb181f7ce110e1",
"Id" : null
oA

"Name" : {
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"value" : "Is the signature intact?",
"NameId" : "BBB_CV_ISI"

lis

"Status" : "OK",

"Error" : null,

"Warning" : null,

"Info" : null,
"AdditionalInfo" : null,
"Id" : null

1L

"Conclusion" : {
"Indication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,

"Infos" : null
I
"Title" : "Cryptographic Verification"
}
"SAV" |

"CryptographicInfo" : {
"Algorithm" : "http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256",
"KeyLength" : "2048",
"Secure" : true,
"NotAfter" : "2022-12-31723:00:00"

Jis
"Constraint" : [ {
"Name" : {
"value" : "Is signed qualifying property: 'signing-time' present?",
“NameId" : "BBB_SAV_ISQPSTP"
b

"Status" : "OK",
"Error" : null,
"Warning" : null,

"Info" : null,
"AdditionalInfo" : null,
"Id" : null
b A
"Name" : {
"value" : "Is signed qualifying property: 'message-digest' or

'SignedProperties' present?",
"NameId" : "BBB_SAV_ISQPMDOSPP"

+
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

oA

"Name" : {
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"value" : "Are signature cryptographic constraints met?",
"NameId" : "ASCCM"

3

“Status" : "OK",

"Error" : null,

"Warning" : null,

"Info" : null,

"AdditionalInfo" : "Validation time : 2019-08-23 06:08 for token with ID :

[S-DE1A7B3248F70BB63E8ID1EA218330373E29005A88670EE9758FB54ECEABESD7]",
"Id" : null
1L
"Conclusion" : {
"Indication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,
"Infos" : null
I
"Title" : "Signature Acceptance Validation",
"ValidationTime" : "2019-08-23T06:08:45"
I,
"PSV" : null,
"PCV" : null,
"VTS" @ null,
"CertificateChain" : {
"ChainItem" : [ {
"Source" : "SIGNATURE",

"Id" : "C-FOFF@B4514D316304F2817DBA@BFBO5DEDBI8527CAE47C73E8DBFDFET16DF267E"

oA
"Source" : "SIGNATURE",

"Id" : "C-6F35DE3965B9A69BC3661D1A355BOAE60907ADB741CC1911EFDOF3BE72D6A6EY"

F
I,
"Conclusion” : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {

"value" : "The certificate chain for signature is not trusted, there is no

trusted anchor.",
"NameId" : "BBB_XCV_CCCBB_SIG_ANS"

}
"Warnings" : null,
"Infos" : null

}I

"Id" : "S-DETA7B3248F70BB63E89ID1E0218330373E29005A88670EE9758FB54ECEABESDT ",

"Type" : "SIGNATURE"
F
"TLAnalysis" : [ ]
}
}
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Retrieve original document(s)
This service returns the signed data for a given signature.

Request

POST /services/rest/validation/getOriginalDocuments HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 8947

{
"signedDocument” : {

"bytes" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiPz48ZHM6U21nbmFOdXJ1IHhtbG5z0mRzPS]od
HRwO18vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjI1BIZD01aWQtZWEXMGEWNTE3Y2IjN2YINDILYTNIN]g
10DY3YWMSNWU1PjxkczpTaWduZWRIbmZvPjxkczpDYW5vbmljYWxpemF@aW9uTWV0aGIkIEFsZ29yaXRobT01ia
HR@cDovL3d3dy53My5vemevVFIvMjAwMSISRUMteGTSLWMXNG4tMjAWMTAZMTU1Lz48ZHM6U2 TnbmFAdXILTWV
0aG9kIEFsZ29yaXRobT@1iaHRAcDovL3d3dy53My5vemevMjAwMS8WNCI4bWxke21nLW1vemUjenNhLXNoYTIIN
1IvPjxkczpSZWZ1emVuY2UgSWQ9InItaWQtMSIgVH1wZT@1aHRAcDovL3d3dy53My5vemevMjAwMC8wOS94bWx
kc21nI091amVjdCIgVVIIPSIjby1pZCOxIj48ZHM6VHIhbnNmb3Jtcz48ZHM6VHIhbnNmb3JtIEFsZ29yaXRob
T@1iaHRAcDovL3d3dy53My5vemevMjAwMC8w0S94bWxke21nI2Ihe2U2NCIVPjwvZHM6VHIhbnNmb3Jtcz48ZHM
6RG1LNZXNOTWV@aGIKIEFsZ29yaXRobT@1aHR@cDovL3d3dy53My5vemevMjAwMS8WNCI4bWx 1bmMjc2hhMjuU21
18+PGRz0kRpZ2VzdFZhbHV1PkxQSk51bCt3b3c@bTZEc3F4Ym5pbmhzV@hsd2ZwMEp1Y3dRellwTOxtQ1E9PCI
kczpEaWd1c3RWYWx1ZT48L2Rz01I1ZmVyZW55ZT48ZHM6UMVmZXI1bmN1IFR5cGUIImh@dHA6LY91cmkuZXRza
S5vemevMDESMDMjU21nbmVkUHIveGVydG11eyIgVVIIPSIjeGFkZXMtaWQt ZWEXMGEWNTE3Y2JIjN2YINDLLYTN
INjg10DY3YWM5NWU1PjxkezpUemFuc2Zvem1zPjxkczpUemFuc2Zvem@gQWxnb3JIpdGhtPSJodHRwO18vd3d3L
nczLm9yZy9uUU18yMDAxL1IFQy14bWwtYzE@D10yMDAXMDMXNSIVPjwvZHM6VHIhbnNmb3Jtcz48ZHMORGLNZXN
0TWV0aGIkIEFsZ29yaXRobT@1iaHRAcDovL3d3dy53My5vemevMjAwMS8wNCI4bWx1bmMjc2hhMjU2118+PGRz0
kRpZ2VzdFZhbHV1PnpUZ1lc5bjFUOWwwTHg2T1hGNUFUM1Btb3FLOWFHbUpIZ1BDaX10Z1INeVU9IPC9kczpEaWd
Lc3RWYWx1ZT48L2Rz01I1ZmVyZW5jZT48L2Rz01NpZ251ZE1uZm8+PGRz0O1NpZ25hdHVyZVZhbHV1IETkKPSI2Y
Wx1ZS1pZCT1YTEWYTATMTdj YmM3ZjUGOWVhM2U20DU4Nj dhYzk1ZSI+Qy9FZnIviWmdGTkIvak4@Znpld2UzVTR
1bDQ5S2xBbmhKSmI3elc@T2MxNWsweWpPSkZDecm93Y21GVAU1eU52R3cyVHpxYVo@SVFYRjBKR11GM2IrNW5sa
G1EcTJacHBIYnN1OWY5M@@5cGU4cTVHaFBjWkRDV1FmNnp2TnNvUHRPYktzL@4vWj1z0DVVemY3UGd1SWEVZ1I
3eUJUaW5waGhINVpuRHZuSnZsQTRNRES5tYm4yM1BYS1Yyc1IxWFpsal1BLWUsvVGhyOFdnS1crUU9VREdTeGVST
mgyUWIPT11hR1FsUV6Vkhgb@c3emppVHM3UkdrR1ZVNGh3Q0pieWITZThkd20zbkUxenVuQmp2TkRWenVqZVF
yZkhTSjNrQUsxbS9odkt4Tnh1NXR4bkNmd@ZkN1dDanpDWXBBaE9sSmI3MDIvV3RYam56azBHbkFZQndnPTASL
2Rz01NpZ25hdHVyZVZhbHV1PjxkczpLZX11bmZvPjxkczpYNTASRGFOYT48ZHM6WDUWOUNLcnRpZmljYXR1Pk1
JSUQxRENDQXJ5Z@F3SUJBZ01CQ2pBTkIna3Foa21HOXcwQkFRc@ZBREJOTVIBAORNWURWUVFEREFkbmIyOWtMV
050TVIrd@Z3WURWUVFLREJICT2IzZHBibUVnVTI5c2RYUnBiMjV6TVIFdOR3WURWUVFMREFoUVMwa3RWRVZUVKR
FTE1Ba@dBMVVFQmhNQTRGVXdIaGNOTVRjeETERTVNRGNSTXpFd1doY@5NVGt3TORFNUTEY31NekV3V2pCUETSS
XdFQV1EV1FRRERBbG5i1Mj1r TFhWelpYSXhHVEFYQmdOVkJBb@1FRTV2ZD]sdV1TQLRiMngxZEdsdmJuTXhFVEF
QQmd0OVkJBc@1DRkIMUTMXVVIWT1VNUXN3Q1FZRFZRUUdFd@pNV1RDQAFTSXdEUV1KS29aSWh2Y@5BUUVCQLFBR
GdnRVBBRENDQVFvQ2dnRUJBS19SVHV5WVRVRORpbUZGR21STDhsN31yRDZ1WDh1bkYzZkFmMGYVTc1pSRGZpSTR
3Rj1PT3RVc1lc10USEMNNyQyt5aXBWSTTHRINBcTIxSONuR1BMcXZO0VAZTbCtnZnItWnNuN2tjUUIWd1FqQj1jS
1pHMmcOVW55VUxCa3JQMFIveW1pTmRuM@OkzNHE2a01BV3hXUnprUC9CaFAxdWVVNjBnUnh1V@1HUGEyeVZabnh
KbDFUOEp1SGkvSmpoN2tQSTgwR3V4UXIDQkg@eGIRWngvUTFpV2pIdDdwemTWZ@crR@hoNHFpb@JGWWp20GdQM
2ZMdExrM3ZGRHptRWFPeHRMMWRHQXdwcG83RAx 1VXRVNkp4QXYwZm52eTZVTO55QWArK3VAOHF rOFU4WTIMASKI
nRnpKd1ZLT2NOUXBUVGptb1tMbGIuMWLlnemtiSEptN21xYWIrQOF3RUFBYUICdkRDQnYUQUICZASWSFE4AQKkFmO
EVCQU1DQmtBd2dZY@dDQ3NHQVFVRkI3RUICSHN3ZVRBNUInZ31CZ0VGQLF jd@FZWXRhSFIwY@RvdkwyUnpjeTV
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1YjNkcGItRXViSFV2Y@dOcExXWmhZM1J2Y25rdmIyTnpjQzluY;jI5a@xXTmhNRHAHQ@NzRAFRVUZCek FDaGpCh
2RIUndPaTh2WkhOekxtNXZkMmxTWVM1c2RTOXdhMmt@Wm1GamRHOX11Uz1qY25Rd10y0XZaQzFqWVMTamNuUXd
TUVIEV1IwT@ICWUVGTY9QL21xRW92UW4ZzYXBYN1VTTOtTUzdSTUUSTUEWR@ONTcUdTSWIZRFFFQkN3VUFBNELCQ
VFBRTJIMSjdKa1R1Q21RT1p1STBTalcySnAwTFA2ST1pNWNOYZR6SWAwT LkwQ@5UUkZze jdrR1c2QWIFVGhoSjk
zMmd5NmxSK@ZMR3BwSTNRNVZ tUDBLA23ZV3g2MGFUSFITbmt ramRvZn1rYStoNitSbk1mRn13NGIpZGVxdTBFW
HBMNFhtVFNQN3hPN19PN2EzZk9kMO1DUy9Udm4wQLImNV1TOF JuZXd4MHFBZk5hb3czYUhDMTEYQkFTMUFNZVV
Tc2x5QVBYMUNGZ2dtK25aUEgwenVUL@ONQVko5SWIR6VFcyM1lhLa11liaytHTVFEOGXRRTRwYTBzVnU1K2Z3Zm13Z
28xZ1NqY20raXhKN@4raDVtVXFZcET1Ydkp1TnILUWwvSjA3SRURWWmLrRWVNL2NQTKV2TETX0XUS5ckxqdUTrZWp
hQytETFUxRkpCZEpvd3FJIS2NBakE8L2Rz01gTMD1DZX10aWZpY2F@OZT48ZHME6WDUWOUNLcnRpZmljYXR1Pk1JS
UQ2akNDQXRLZ@OF3SUJBZ@1CQkRBTkIna3Foa21HOXcwQkFRc@ZBREJOTVIBdORNWURWUVFEREFkeWIyOTBMV@S
0TVIrd@Z3WURWUVFLREJICT2IzZHBibUVnVTI5c2RYUnBiMjV6TVIFdOR3WURWUVFMREFoUVMwa3RWRVZUVKRFT
E1Ba@dBMVVFQmhNQTRGVXdIaGNOTVRjeE1ERTVNRGNSTWpVeFdoY@5NVGt3TORFNUTEY31NalV4V2pCTk1SQXd
EZ11EV1FRRERBZG5i1Mj1rTFd0aE1Sa3dadT1EVIFRSORCQkIiM2RwYmTFZ1UyOXNKWFIwYjI1ek1SRXdEdT1EV
LFRTERBaFFTMGtOVKVWVFZERUXNQWtHQTFVRUJoTUNUR1V3Z2dFaU1BMEdDU3FHUAT1MORRRUIBUVVBQTRIQKR
3QXdnZ@VLQW9IQkFRQ2U4bjJoTDIrKzRRck1XUDJI6UmxMQkhBKTRGRDVtZ1FrNWlna3p1RzI4UDZSSXAxZ1QwM
HdDQzk3MVRndkt1Z0xyTmx5REducEFzQ2k1UDZndXd3dDk3NFhKSGJoTitZc@xJa2g3djRYbVVQSFpDcEpLSTh
ScCs1bThpS002c6IGSS8rOEIKQAIYaDMxY3pHTF1LnRUFNQOZkVTg5WXY5YT12Z1FIVkQ3bko3aUFRV@x0SHI6S
11wSkQOOEt2Wk THMVIDNDhZNjhtNjFDZEdzenRVTHVHV1110G605Zm5qanVRSTRITWNmY 115 K1pWRWR1dUp@bWp
TM3h4UkE1aGhIYkczaHNINHpjSVILd1pBTOhGcGINVNZWVDVSZkIGTEIrNkt6WLRONZFUSZVMbk5WN11vSHe30
XJIXU29yRkxrRzRMVUxTR2d5bH11TVVUdHd5R25GeVpuQWdNQkFBR2pnZFF3Z2RFd@RNWURWUjBQQVFIL@IBUUR
BZ2VBTUVFROEXVWRIATE2TURNd@5xQTBVREtHTUdOMGRIQTZMeT1rYzNNdWIt0TNhVZzVoTG14MUwzQnIhUzFtW
VdOMGIZSjVMMk55YkM5eWIyOTBMV@50TG10eWIEQk1CZ2dyQmdFRkIRY@IBUVIBTUQOd1BBWULLdT1CQLFVSET
BS@dNR2gwZEhBNkx50Wt jMO11Ym@5M2FXNWhMbXgx TDNCemFTMW1ZV@4wY jNKNUwyTn1kQz15Yj ISMExXTmhMb
U55ZERBZEJInT1ZIUTRFRmdRVUhGUXMweWRjUDFSUHTvWXJ2bExHUjFaYksxZ3dEd11EV1IwVEFRSCICQVV3QXd
FQi196QU5CZ2txaGtpRz13MEIBUXNGQUFPQOFRRUFIM@OhkZkpQYkhPQ3BjRXBteHZaR19VMjcreTB3VFdbalola
3Z1Rnp5YmNMcj JyRWt3Ukp1dDBPaEZBM1BTSXFZZXc5511pb3BEd@AVs0GQxSXA4L3k5Tk TkYUIVWUVpK2RTZzk
wMWNnVnhxR1FFRHJadUpWdE1jQnh3MzBiNWFPMUET1VOFRRzhCMVhaNj I1K@ONie1RNQL1OK@xoRHFZRWIhK1FXW
mdBR3BzWDF0S281TmxtK@wySm1Vdng5Qj 1XcU95YkxZSWxWbmxuSGk3bFRINDBjMjNTM2hTYVp6Z31BdUFWR2N
TKzZFS1dSc@dYNXJtaUETMUNLTUhoMEtCdXR1LOFkczVObORteWI3bH1hYUSVZHBTc2N1VWxIKOhneGLMVWRYN
0tIND1abWRGSWtzUDB2Q1VvWFLiWF1TekdmYmt2VGZ5SjQ5NXIzcktkaTereWgONTEIPTwvZHMOWDUWOUNLcnR
pZm1jYXR1PjxkczpYNTA5Q2VydG1lmaWNhdGU+TULIRFZ6QONBaitnQXdJQkFnSUIBVEFOQmdrcWhralc5dzBCQ
VEwRKFEQk5NUkF3RGdZRFZRUUREQWR5Yj ISMExXTmhNUmt3RndZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGI
yNXpNUkV3RHdZRFZRUUXEQWhRUzBrdFZFV1RWREVMTUFrROExVUVCaAETDVEZVd@hoY@5NVGN3T1RFNUTEY31Na
1F4V2hjTk1Ua3dPVEUTTUR;jeU1qUXhXakJOTVIBdORNWURWUVFEREFkeWIyOTBMV@50TVIrd@Z3WURWUVFLRE]
CT2IzZHBibUVnVTI5c2RYUnBiMjV6TVIFdOR3WURWUVFMREFoUVMwa3RWRVZUVKRFTE1Ba@dBMVVFQmhNQ1RGY
XdnZ@VpTUEWRONTcUdTSWIzRFFFQkFRVUFBNE1CRHdBd2dnRUtBb@1CQVFEUmc@SDRVbEhveDF1Nz1jVUprSTV
1S1tETGtYVn12ZKEXNWIWZGVIY3ZhS@xrUmdoYW1heTRsbmRIWTVGRjROTVKkwRWI2aW45Z182Vz1nZytPMy9BM
HFUcHc@0XA5Z@FSAXE@SzImNGFUZC8zUmdVem8wNHRXb1JkbUg3Tm5Ne3ZKemhHeGRvelpnejd5Sm1HUVVIWRjQ
4bFkzT@VLd3dCWUQz0GIERATUZGIjdGdrY2F6bThFVGFoMOhwQmIyR19G6MAINZ3IPNUcOSTdtNGFuT1BvYUdZM
WZaR3ZJQORTNCt1lejN1aE1lkNytobS80Sjkyc2hwUkRuMj14djdra3g5VVBCQWVSY;Z3YzVhTkxmdGx2aEF4SoU
2bk5Dbk@wYXBvQmRCRGVUY31zZk9SWLUAcmxxdTNsNkg2T3pseHFDdWIQQkp5R2tra3hvRzRabHVmWGhQV2IBZ
01CQUFHalFqQkFNQTRHQTFVZER3RUIvd1FFQXdJQkJIqQWRCZB5WSFEORUZNUVVZVVB6YmVENXN1YOpIcys50ET
HU2haaEw3UEF3RHdZRFZSMFRBUUgvQkFVd@F3RUIvekFOQmdrcWhralc5dzBCQVEwRkFBTONBUUVBVGTQYVpTb
OdMNFg5UTFmOXh0a@NCYjZUQj 1 TUmEwZVVCKy9wUUVReXR5Rys5¢c31FRkY4aGVmVjBobGdGOUZqM1VwbWwyMeh
1dnZRQXk1YmE4dGxxWStMdE52THBRb1pHcXZEUDNONKFLRDNONTQwNFNzd2FpT2tPL1gySmVZZz13RDN4RU9Nna
kNSTVdyTUTFSWhxb1pOZXFIN2dLS1pKL3RHT@1vSExjSHFXYVZmbGpqVmNUNnA@enI4bzBOMX15T3AzN1NGVS9
LOHBNdFg@YU1TPUB5uU1pTdn12a3F5Ly9pNH1FbmFRNNMvVks1eUgzYStXcENiTnpLQ@OxmbTEzMS8rVUAZVTFOV
GIzWURYUUtGWmkwenZoOGtodFFDeVEZYXVzQUZMdWsycOFmSUszVGtIZm11ZnFZSXZsbEMzc1ZZQUo2TU9TWWL
XWGpTdTRrK25pVWFBPT@O8L2Rz01g1MD1DZXI0aWZpY2F0ZT48L2Rz01gTMD1EYXRhPjwvZHM6S2V55W5mbz482
HM6T21qZWN@Pj x4YWR1czpRdWFsaWZ5aW5nUHIveGVydGl1cyB4bWxuczp4YWR1cz@1aHROcDovL3VyaS51dHN
pLmIyZy8wMTkwMy92MS4zL I3 TiBUYXInZXQIIiNpZC11YTEWYTATMTdjYmM3ZjUAOWVhM2U20DU4NjdhYzk1Z
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SI+PHhhZGVZ01NpZ251ZFByb3B1cnRpZXMgSWQIInhhZGVzLW1kLWVhMTBhMDUXN2N1YzdmNTQ5ZWEZZTY4NTq
2N2FjOTV1Ij48eGFkZXM6U21nbmVkU21nbmFAdXJ1UHIvcGVydG11cz48eGFkZXM6U21nbmluZ 1RpbWU+MjAX0
COw0S@YN1QxMTo10D0@M108L3hhZGVZz01NpZ25pbmdUaW11Pjx4YWR1czpTaWduaW5nQ2VydG1maWNhdGVWMj4
8eGFkZXM6Q2VydD48eGFkZXM6Q2VydERpZ2VzdD48ZHMORG1INZXNATWVAaGIkIEFSZ29yaXRobT@1iaHRAcDovL
3d3dy53My5vemevMj AwMC8w0S94bWxkc21nI3NoYTE1Lz48ZHM6RG1NZXNOVmF sdWU+aE5ybTk4cjFDQjUSNmp
HQ1BnUmdaRnZSRGJjPTwvZHMORG1NZXNOVmFsdWU+PC94YWR1czpDZXJORGLNZXNOPjx4YWR1czpIe3N1ZXITZ
XJpYWxWM;j5NR113VWFSUE1FMHhFREFPQmdOVkJIBTU1CMmR2Y j JRAFkyRXhHVEFYQmdOVkIBbO1FRTV2ZDIsdV1
TQ1RiMngxZEdsdmJuTXhFVEFQQmdOVkJBc@1DRkIMUTMxVVIWTTVNUXN3Q1FZRFZRUUdFd@pNV1FIQkNnPTOSL
3hhZGVz0k1zc3V1c1NlemlhbFYyPjwveGFkZXM6Q2VydD48L3hhZGVz01NpZ25pbmdDZXI0aWZpY2FAZVYyPjw
veGFkZXM6U21nbmVkU21nbmF@dXJTUHIvcGVydG11cz48eGFkZXMbU21nbmVkRGFAYU91iamVjdFByb3BlcnRpZ
XM+PHhhZGVzOkRhdGFPYmp1Y3RGb3JtYXQgT21qZWNOUMVmMZXI1bmN1PSIjci1pZCOxIj48eGFkZXM6TWLtZVR
5c¢GU+dGV4dC9wbGFpbjwveGFkZXM6TWLtZVR5cGU+PCI4YWRT1czpEYXRhT2IqZWNORmIybWFOP jwveGFkZXM6U
21nbmVkRGFOYU9iamVjdFByb3B1cnRpZXM+PCI4YWRLczpTaWduZWRQemIwZXI0aWVzPjwveGFkZXM6UXVhbG1
meWluZ1Byb3BlcnRpZXM+PC9kczpPYmp1Y3Q+PGRz0k9iamVjdCBIZDOiby1pZCOxI1j5hR1ZzYkc4PTwvZHMOT
23qZWNOPjwyvZHM6U21nbmFOdXJ1Pg==",
"digestAlgorithm" : null,
“name" : "hello-signed-xades.xml"

H

"originalDocuments" : null,

"policy" : null,

"signatureld" : "id-ea10a@517cbc7f549ea3e685867ac95e"

Response

HTTP/1.1 200 OK

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 3

[]

REST certificate validation service

Validate a certificate

This service allows a certificate validation (provided in a binary format).
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Request

POST /services/rest/certificate-validation/validateCertificate HTTP/1.1
Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 2156

{
"certificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECQWIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDc TNz IOWjAoMRMWEQYDVQQ
DDApTaWduZXJGYWt 1MREwDwYDVQQKDAREUTMtdGYVzdDCCASIwDQYJIKoZIhveNAQEBBQADgGEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuBeHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vzb4eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLNAQI28xOM3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMA@GCSqGSIb3DQEBCWUAAAIBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWj ft1mcovq+beVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXGIc15eYr3SzUmvbky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9j9jk9LTc08B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAqm+Xq0"

¥
"certificateChain" : [ {

"encodedCertificate" :
"MIIC6jCCAdKgAwIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMME1Jvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWheNNDewNzA@MDe TNzIOWjAoMRMWEQYDVQQ
DDApTaWduZXJGYWt1MREwDwYDVQQKDAhEUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuB8eHtkKpFizcxGa9BZdkQjh4rSrt01Kjs0Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28x@M3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAA4IBAQCKO6LGAATTR+rmU8pboyhA140kDN2b1
dbIL8181CMYopLCxx8xqq3ubzCOxqh1X2j6pgWzarb@b/MUix@@IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIVvHfILjU7h+UjGmKXGIc15eYr3SzUmveoky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9j9jk9LTc08B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAqm+Xq0"

P

"validationTime" : null

}

Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=0@, must-revalidate
Pragma: no-cache
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Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 6315

{
"diagnosticData" : {

"DocumentName" : null,

"ValidationDate" : "2019-08-23T06:08:46",

"ContainerInfo" : null,

"Signature" : null,

"Certificate" : [ {
"Id" : "C-02F3EBCA@163274253BC809D27498DD41BBA316D7E6B0O66960115DE155589D9C",
"SubjectDistinguishedName" : [ {

"value" : "o=dss-test,cn=signerfake",
"Format" : "CANONICAL"
oA

"value" : "0=DSS-test,CN=SignerFake",
"Format" : "RF(C2253"

I 1l

"IssuerDistinguishedName" : [ {
"value" : "o=dss-test,cn=rootselfsignedfake",
"Format" : "CANONICAL"

FoA

"value" : "0=DSS-test,CN=RootSelfSignedFake",
"Format" : "RF(C2253"

i1l
"SerialNumber" : 51497007561559,
"CommonName" : "SignerFake",

"Locality" : null,

"State" : null,

"CountryName" : null,
"OrganizationName" : "DSS-test",
"GivenName" : null,
"OrganizationalUnit" : null,
"Surname" : null,

"Pseudonym" : null,

"Email" : null,

"aialrl" : [ 1,
"erturl" : [ 1,
"ocspServerUrl" : [ 1],

"Source" : [ "OTHER" T,

"NotAfter" : "2047-07-04T07:57:24",
"NotBefore" : "2017-06-08711:26:01",
"PublicKeySize" : 2048,
"PublicKeyEncryptionAlgo" : "RSA",
"KeyUsage" : [ "keyCertSign", "crlSign" ],
"extendedKeyUsagesOid" : [ 1,
"IdPkix0cspNoCheck" : false,
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"BasicSignature” : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "?",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : false,

"SignatureValid" : false

H

"SigningCertificate" : null,

"ChainItem" : [ ],

"Trusted" : false,

"SelfSigned" : false,

"certificatePolicy" : [ ],

"qcStatement0id" : [ 1],

"qcTypeOid" : [ 1,

"TrustedServiceProvider" : [ ],

"CertificateRevocation" : [ 1,

"Baseb4Encoded" : null,

"DigestAlgoAndValue" : {

"DigestMethod" : "SHA256",
"DigestValue" : "AvPrygFjJ@JTvICdJIOmN1BuwMW1+awZpYBFd4VVYnZw="

}

1L

"Revocation” : [ 1],
"Timestamp" : null,
"OrphanToken" : null,
"SignerData" : null,
"TrustedList" : [ ],
"ListOfTrustedLists" : null

}

impleCertificateReport" : {
"ChainItem" : [ {
"id" : "C-02F3EBCA@163274253BC809D27498DD41BBA316D7E6B066960115DE155589D9C",
"subject" : {
"commonName" : "SignerFake",
"surname" : null,
"givenName" : null,
"pseudonym" : null,
"organizationName" : "DSS-test",
"organizationUnit" : null,
"email" : null,
"locality" : null,
"state" : null,
"country" : null

}

issuerId" : null,

"notBefore" : "2017-06-08T11:26:01",
"notAfter" : "2047-07-04T07:57:24",
"keyUsage" : [ "keyCertSign", "crlSign" ],
"extendedKeyUsage" : null,

"ocspUrl" : null,
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"erlUrl" : null,
"aialrl" : null,
"cpsUrl" : null,
"pdsUr1" : null,
"qualificationAtIssuance" : "N/A",
"qualificationAtValidation" : "N/A",
"revocation" : {
"productionDate" : null,
"revocationDate" : null,
"revocationReason" : null
I
"trustAnchor" : null,
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND"
1L
"ValidationTime" : "2019-08-23T06:08:46"
Vs
"detailedReport" : {

"Signatures" : null,

"Certificate" : {
"ValidationCertificateQualification" : [ 1,
"Constraint” : [ {

"Name" : {
"value" : "Is the result of the Basic Building Block acceptable?",
"NameId" : "BBB_ACCEPT"

H

"Status" : "WARNING",

"Error" : null,

"Warning" : {
"value" : "The result of the Basic Building Block is not acceptable!",
"NameId" : "BBB_ACCEPT_ANS"

b

"Info" : null,

"AdditionalInfo" : null,

"Id" : null

} 1,

"Conclusion” : {
"Indication" : "INDETERMINATE",
"SubIndication" : null,
"Errors" : [ 1,
"Warnings" : [ {

"value" : "The result of the Basic Building Block is not acceptable!",
"NameId" : "BBB_ACCEPT_ANS"
F
"Infos" : null
}
"Title" : "Certificate Qualification"
I
"BasicBuildingBlocks" : [ {
"FC" : null,
"ISC" : null,
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"VCI" : null,

"Xev' oz {
"SubXcv" : [ 1,
"Constraint" : [ {
"Name" : {
"value" : "Can the certificate chain be built till the trust anchor?",
"NameId" : "BBB_XCV_CCCBB"
Iy
"Status" : "NOT OK",
"Error" : {
"value" : "The certificate chain is not trusted, there is no trusted
anchor.",
"NameId" : "BBB_XCV_CCCBB_ANS"
}
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
L

"Conclusion” : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE _CHAIN_FOUND",
"Errors" : [ {

"value" : "The certificate chain is not trusted, there is no trusted
anchor.",
"NameId" : "BBB_XCV_CCCBB_ANS"
P
"Warnings" : null,
"Infos" : null
I
"Title" : "X509 Certificate Validation"
H
"CV" i null,
"SAV" : null,
"PSV" : null,
"PCV" : null,
"VTS" @ null,

"CertificateChain" : null,

"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {

"value" : "The certificate chain is not trusted, there is no trusted
anchor.",
"NameId" : "BBB_XCV_CCCBB_ANS"
1L
"Warnings" : null,
"Infos" : null
H

"Id" : "C-02F3EBCA0163274253BC809D27498DD41BB0316D7E6B066960115DE155589D9C",
"Type" : "CERTIFICATE"
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I 1l
"TLAnalysis" : [ ]
}
}
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